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1. General Background Information:

The programme first invests in important work related

to 6G industry development planning, including

communication systems, related technology
application, artificial intelligence, security, privacy,
standards, intellectual property rights, etc. We will
introduce the integration of 6G, artificial intelligence,
cyber security and privacy protection with application
scenarios. Then plan and verify the problems and
technical requirements that may be encountered in
future 6G commercial use. At the same time, we sep up
the Pre-6G Inter-ministerial Cooperation Working

Group for cross-functional communication on 6G

issues.

2. Key achievements of the Programme include:
(1) The planning report for communication
integrate  enhanced  artificial intelligence
collaboration.

A. Summarize the necessary technologies to
achieve 6G KPls. Experimental results show that
federated learning approach with pruning can find
a desired model size that can achieve a similar
prediction accuracy as the model without pruning
and also solve the problem of insufficient
computing power of edge device. The view was
expressed that the expected accomplishments fully
met the requirements.

B. Federated Learning as a key technology for 6G.
Federated learning allows the training of ML
models on mobile edge networks from local data
collected by edge devices while preserving data
privacy and communication resources, which has
wide applicability to various applications of
machine leaning.

C. 6G make the network more massive-scale,
complex and heterogeneous. Federated learning
will be deployed on different devices, and a
synchronous communication mechanism needs to
be designed for model training due to the
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heterogeneity  devices. We will develop
class/continue incremental learning in the FL field
to learn new classes continually while maintaining
knowledge on previous classes.
(2) Secure, reliable and trusted distributed
computing planning reports.
A. We explore the method of integrating blockchain
into FL to build a distributed model training and
sharing platform, where distributed mobile devices
execute local model training. a Blockchain-based,
Zero-trust Security-enabled distributed computing
to address user privacy and data provenance
requirements. The proposed method also supports
the requirements of 6G networks.
B. The experimental results show that the
distributed computing environment experience
lower latency than a traditional centralized
environment and can achieve a similar prediction
performance.
C. It is recommended that the service provider
establish a data sharing platform by integrating
blockchain and federated learning. The method can
record and reward federated learning contributions
with blockchain. Users can wupload gradients
instead of their privacy data. The service provider
can get the data to build the Al models. The method
can satisfy the 6G KPIs to improve the use of
applications and related services over the internet
(3) Cross-domain application
A. Summarize the development and technical
points of 6G white paper from different
perspectives such as cyber security, Al and
applications in machine perception. Such
information would provide references to the
Government to plan and promote 6G cross-domain
application trends in the future.
B. International organizations believe cyber
security, Al and applications in machine perception
are basic technologies of 6G. The integration of
these 3 technologies to various applications can
construct various emerging network services.
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C. The popularization of 6g technology is based on
perfect cyber security. Federated learning is an
approach for collaborative computing services in a
zero-trust environment. It is suggested that using
federated learning for developing Al applications to
provide network services that are both efficient,
safe, and convenient.

(4) Study Report for 6G Threat Detection and

Defense
A. Taking Open RAN as reference architecture,
research in technology and threats in situations
such as in Pre-6G Core Network, Pre-6G Open
Radio Access Network, fake base station, Al and
machine learning.
B. Trusted Pre-6G network software and hardware
equipment supply chain  management and
corresponding cyber protection will be the most
important key issues for Pre-6G development.
C. In order to enhance product competitiveness, it
is recommended that service provider perform
security testing such as penetration testing, open-
source vulnerability and poisoning attack in
machine learning and meet the information and
cyber security standards to verify the robustness
and security of O-RAN base stations.

(5) Study Report for 6G Network Element and

Communication Cyber Security Detection
A. According to the Industrial Development in
Taiwan, analyze the cyber security threats in the
extend 6G applications such as drone, low-orbit
satellite and telemedicine and methods to reduce
security threats.
B. 6G security and privacy will presumably adopt
many features from 5G. The cyber threats based
on Al, ML and blockchain in 5G can lead to privilege
escalation or horizontal infection through attack
methods such as reconnaissance, weaponization,
delivery, and exploitation. There would be
constantly evolving and highly sophisticated cyber
threats in 6G.
C. In order to build trust and security for 6G
Networks, it is proposed to test the 6G application
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by using MITRE ATT&CK to build the test and
verification tool and simulating an advanced
persistent threat in information and communication
systems.
(6) 6G cross-industry cybersecurity ecosystem
exploration report
A. To give direction to Taiwan's future 6G
development, we visite 54 associations, service
provider, system integrators and cybersecurity
companies and discuss the topics in chip security,
network security, and combining application with
private network and public network.
B. The set of technology specifications that will
eventually be known as 6G will begin to emerge in
a 3GPP Release. There will be more security
requirements and challenges of 6G technologies
and applications. Related companies should adopt
the multi-layered defense policy to improve cyber
protection.
C. In order to improve the cybersecurity capacity of
related companies, it is proposed to set up
protection mechanisms on each node of 6G
network or implement the secure software
development life cycle (SSDLC) approach to
terminal equipment.
(7) Pre-6G Inter-ministerial Cooperation Working
Group
A. We held a meeting of the Pre-6G Inter-
ministerial Cooperation Working Group on
8/23/2022 to divide the group into 4 working group:
prototype system and international arrangement
working group, international connecting and
application development working group, spectrum
planning and cross-domain joint development
working group and inter-ministry cooperation and 6
G promotion work Group.
B. The Pre-6G Inter-ministerial Cooperation
Working Group meets regularly to discuss issues
and challenges from all aspects of 6G. We
establish and support the service providers to
participate in the topics for making the effective
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connection between government policy and
industry needs.

C. It is recommended to continue to maintain the
Pre-6G Inter-ministerial Cooperation Working
Group, so that the information between related
projects in the public sector will be more
transparent, thereby driving the development of
emerging application services.

3. Follow-up:

(1) The programme is expected to support the
country to promote the technical reserve of 6G
development by discussing the situation and demand
of 6G in cross-domain application services. There is
no corresponding quantitative metric for cross-
domain application in the KPI of the current 6G
communication system. However, European Union,
South Korean authorities and Japanese authorities
promote future artificial intelligence, ultra-safe and
reliable, and decentralized architecture. We will
explore possible technical options and conduct
evaluation and technical verification. It is expected
that before the 6G standard is formulated in 2026
(this program will be implemented until 2026), the
above-mentioned relevant evaluation and planning
verification will be achieved.

(2) In 2023, planning service architecture technology
with zero trust. In 2024, cross-domain application
services can be expanded and quickly deployed. In
2025, archiving a trusted service architecture with
cyber security integration. In 2026, realizing the
prototype of future 6G cross-domain application
scenarios.

MAES (7 )

BAR B  TXURIPE SMPg ] e

W4T ()

Cross-domain application, Cyber Security for Threat
Detection and Defense, Pre-6G Inter-ministerial
Cooperation Working Group
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EC T 2m& st ¥ ppd « bRl i FRKERFEZ T LA
EEE R S B R PRFE 0 F - Pre-6G & ¢ % 45~

-

ﬁt
F%

"

18 GE K EARI R P R R

2

& o #1r) Pre-6G % 4 5 P %88 X k3% Pre-6G ¢
¥ it o
(Z2): AA%RE 20 2

2015 # 2 7 3 paAnax T2 870 4 FHRERE
(Taiwan Association of Information and Communication

Standards, TAICS) » E_Fp v — 04 T 32 F AR B K 2 2ty

Tlogh o d FAAF LS MERT 22 e §f ° LB

—_—
o
o
v
&y

FAER ~EA T HE % FofrE = TAICS 5 %
TART B R R iR g B e s SRR R SRS
BHESOT Y o RS B RER L R/WME > cRETWT I 1A
7 & ¢ (Institute of Electrical and Electronics Engineers, IEEE) -

w R iR # 2 ¢ (European Telecommunications Standards

|

Institute, ETSI) ~ * ®W # & & # i+ g ¢
(China Communications Standards Association, CCSA)~ =t ' ~

7 % e g 7% B (Next Generation Mobile Networks, NGMN) % 2= =

@
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g 5G R REE G MET MY ITU 53 m 4 ME

PRt “ra # iR B RR ) 5 F 3 Rk @ BRT G AR

\‘

72

2 A7 i 3 3R (ITU Radiocommunication Sector, ITU-R) &1 iF

gk o380 3GPPSG Hogir s -1 ¥ 5 2020 & ¥ T R 7
i 2 Fogr(International Mobile Telecommunications 2020, IMT-
2020) 12 > & B ik SR A f & 30 5G R 0 £ HP
@ F T R § ETSI § 5 5% %% 3GPP j& s Uik
B hitsh ERF PP AL s S ERATE 1 P

Bos TG ER MR ¢ BTG p AL ETSI ¢ R 4 A

ARATFENAE DFRERE DI L ERR > A Al
MR Ry By LA K- B3O R R L
T A FEIRGE ) ja- EEZHREALE > 4os 5GC REEEF
T OAFBA T PRREEREARS S R LS REERE €%

HHFHREH L Y- FRF oI AR 2 A &

AT MG T2 AR E AR R R RO

o
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1. B T R iRE § ETSI

ETSI £ tgieh- B~ 2 015 paheng & (7 %
(FE UL T fopREH)RE o0 1088 &4 grivds T 2
% H ¢ (Confederation of FEuropean Posts and
Telecommunications, CEPT): = » ¥ (7 3] 7 g BE 4 £ € &
P pd F % ¢ (European Free Trade Association, EFTA)f 3
Rt Pk NIRRT 0 RN A2 W R L AEF] 0 ¢ AR T VKR
P RCMIRET e B 2TRPET 900 F g A es o dliE T <
64 BRI T H F At g flesd ERARETR A 2P S
Bk s rffra s mme s B et 23k - ETSI 2 ¢
Rt Bl o Zondhs > Fl i ¥ 2T AR EE R
Fr(Information and Communications Technology, ICT)& % >

FRETHE CERAT L BT R R RSN SE R
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-j!' 894

20 40 &0 80 100 >
20 120

W5 B G RER G 2GR A

74 % /R © European Telecommunications Standards Institute, ETSI

4ol 5 #757 > ETSI I p¥+ 2_3GPP Bl% R o 8 cosk i §3
EiEPE > fop hen- LALEE A T A ¥ € (Association of
Radio Industries and Businesses, ARIB)¥ p & [§-3F i@ 20 it
A ¢ (Telecommunication Technology Committee, TTC) ~ i& &
T 3 # i 1 € (Telecommunications Technology Association,
TTA) ~ 7 R 3% i 42 ¢ (China Communications Standards

Association, CCSA) ~ & g = & % % % B & ¢
(Telecommunications Standards Development Society, India,

TSDSI) 4= # B v 7 & A % & % = P (Alliance for
Telecommunications Industry Solutions, ATIS) % F %2 3GPP #

BERREAI T P e ] Tm Spp, 2ol ¥ R, ¥ b ETSI Y &
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PP EHBE L T8 P (one Machine-to-Machine, oneM2M)
e Bz R ARBESFRNPE L SBEHBE
fodr B e FprenZE 4~ APL 210 ~ & 2 foiip 35 R L2 - B

EH 3 T2 SRR -

Third Ganeration Partnerchip Project

oneM2M
onaM2M

COMMITTEES, PROJECTS & OTHER GROUPS INDUSTRY SPECIFICATION GROUPS

ATTM BRAN ARF coM

Access, Terminals, Transmission Breadband Radio Access Augmented Reality Framework european Common information

and Multiplexing Networks sharing environment service and
Data Model

EROADCAST CABLE [l ] ENI

EBU/CENELEC/ETSI on Integrated broadband cable cross-cutting Context Experiential Networked

Breoadcasting telecommunication networks Information Management Intelligence

CYBER DECT ETI F5G

Cyber Security Digital Enhanced Cordless Encrypted Traffic Integration 5th Generation Fixed Network

Telecommunications (DECT)

EE eHEALTH IFE MEC

Envirenmental Engineering eHEALTH IPvé& Enhanced innovation Multi-access Edge Computing

B6 - ETSI_3GPP&oneM2M £ it p
7o4L % /R . European Telecommunications Standards Institute, ETSI

ETSI d& 5 % B {7 £ 4 2 (Industry Specification Groups,

ISG) X # & 5G = & H ¥ » & & B # o & # ¢ (Network

(Experiential Networked Intelligence Industry, ENI)f- % 4% f§ {- PR
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7% 4 12| = (Zero touch network & Service Management, ZSM)
foF g2t p &t 4p B o NFV-SEC Z_ISGNFV T - 1 iF
e f R alEE NFV Hiss 24ph enim 284 o

2. Wl % 7 o omp 7 R & E - R  (Telecommunication
Standardization Sector, ITU-T)
PEIRPE RER R p T & ] TR R AP M RS

s - 1865 # = 2 R T HF Lwwd L i ¢ (Comité
Consultatif International Téléphonique et Telégraphique, CCITT)

BIMAFL P PR B3 1993 Eex & 5 ITU-T 2484 - & dt

S

MER S L AR B 2 i 2 Y o T

—=\

=
)
e
)

B4l AR TR el kP ITUT 2

;\1»‘&\\
e
=
(‘r\}
g&:‘{

SEETHELHREEC SRR AT R
AR A, R A F S ﬁébmlCTifh} we s [TU-T 4 2704
BitFa e B Sk £ R k- B e

ICT 152 44 -
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3. %= & Ty L4 3GPP

3GPP #1998 # 12 # = 2 » fogr el (T Bl & % = (76
TRE A S LR IRE PR ieaR £ 0 2 (8 3GPP 1 i
B TR H 4o HA % G & S4B~ (Universal Terrestrial Radio
Access, UTRA)E 8 i3 i& % $ufe BGNR 7 § frfl i 4] 20 & §
iR BRGHERF Mg ETSI p A0 ARIB 22 TTC
fER N TTA~ ¢ @1 CCSA ~ & & 1 TSDSI 4r £ W ATIS »
AlEsE TP - Az 5 B3GPP S 20 H R
M E 2G 3 5G Hjkv > & 7 GSM ~ >z i d il 2k AL (Universal
Mobile Telecommunication System, UMTS) v & ) /i & H jiF
LTE - P w bz = R A2 550 B > ¥ ¢ 7 & 5 Hirg B A F P

(TD Industry Alliance, TDIA) ~ B o B H 8 7 £ 24 (Time
Division - Synchronous Code Division Multiple Access, TD-

SCDMA)# 3 ~ ~» #% % £ i 4 (Code Division Multiple Access,
CDMA)# & = = (Communications Data Group, CDG) % 13 i 3

Bp (MRP) » 23% & B A el 7 “m -
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3GPP £ik=E8
A
[ - =

. A 815
¢ ESSEEEAE
w 21718

SESENHEAR
123
s=zcPo 28
4085
3GPP 5
30141

ESHLE ICPPEFHRK"

]

- ——
<20 20 40 60 80 100 120 =140

B7~3GPP_23k ¢ A &~ i
7k %R 3rd Generation Partnership Project, 3GPP

3GPP e g @ » H s> 6 h1 ivd LR e
(Technology Standards Group, TSG)z = » p=n # 3 3 B TSG>
AR «g%z fe egh A
(1) & s 7~ it (Radio Access Network, RAN) : #] Z_& 5 /i &
PTI E R o

(2) % =4 22 > w g 55 (Core Network and Terminal, CT) © #] =_% =%
B e B e R R i o

(3)Frdxgr ik ¥u & (Service and System Aspects, SA) : g & i

GORZEHELR kSR ERFAHCY
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Interworking with External Networks &
Puolicy and Charging Control

Radio layer 2 and Radio layer
3 Radio Resource Control

CTWG1 RAN WG1 SAWG1T
User Equipment to Core Metwork Radio Layer 1 (Physical layer) Services
protocols

CTWG3 RAN WG2 SAWG2

System Architecture and Services

CTWG4
Core Network Protocols

RAN WG3
UTRANE-UTRANMNG-RAN architecture
and related network interfaces

SAWG3
Security and Privacy

CT WGE
Smart Card Application Aspects

RAN WG4
Radio Performance and Protocol Aspects

SAWG4
Muitimedia Codecs, Systems and

Services

RAN WG5S SAWGSH

Mobile terminal conformance testing Management, Orchestration and
Charging

RAN AH1 SAWGE

ITU-R Ad Hoc #pplication Enablement and Critical

Communication Applications

B8 ~ 3GPP_#k i g
7R %k © 3rd Generation Partnership Project, 3GPP
3GPP 4] % k%12 Release T 55K A&7 HIL > ¥ 1L #
Release L% — B 1 (F23] » ¥ %1 (TP R T oilie 71
F> TP €5 4% B Release ¥ 71 i¥(bl4e @ =% 5G prik
B fe pF o B4 6G # BT ) # B Release (1 i€ B417 -
> Ta 2 EkiTS B Release ihE ghp 3
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(1)Release16(R16)

£

2020 # 6 " = % 5 6G H I RHE LB AT S 4R
BAIRTE ~ BB R B IRGE 56 whE 5G Y kL
A~ *r BG hE e APl Rttt L8 B
TR RERAE AT ERTENT AT TR BIED

il

:é, .% ‘ﬁﬂﬁ;'ﬁ% Bg’ff'/mﬁq—fﬁpﬂzl* FJ

¥ Release 16
Radic enhancements: System enhancements:
@ Enh. for NR URLLC ® 5G Systemn (5GS) enaobiers for new verficals:
® MR Indusfrial Intermnet of Things {~F } Industrial automation, including Tme Sensifive
@ MR-bosed occess o unlicensed spectrum (M i) Communication {TSC), Ulira Refioble and
® integrated Access and Backhaul [LAR] Loy Latency Communication (URLLC) and
® MTC enh. for LTE |LTE_aMTC5) Non-Public Networks (MPNs)
® NB-loT | enh3) Celular intemet of Things {CloT] suppor for 5G system
& NR Yehicle-to-Everything :l < Vehicle-to-Everything (V2X] communication
& 5G VX with NR sidefing (- Z L}
& NR posifioning support (1 x » Mobille Communication System for Rolvweys (PR e )
[ ] Oéar;m:soh;rs on UE rgc?lo ..c:pabrﬁy 5|gr;cllllng {RALCS-RA ® Sofellite Access in 5G
® UE Power Saving in MR (11 # NR-based access 1o unicensad spectum (nr-L)
& Enh. on MIMO for NR [HNE_enaisio) # 5G Wirelass Wirgline Convergence [5V 1
& NR mobility anh. [HE_hol ] @ Enh, for Netwaork Analylics [=ha)
& Zstep RACH for MR (1 &) ] o support for Access Traffic Steering, Switching and Splitting (4 1555)
LTE-MR & MR-NR Dl Connechuny and NR Camier # Optimized UE radio capability signaling (74C5)
L ] Aggregoncn enh. | MR i) ® Enh, Network Slicing (=145)
® LTE-bosed 5G terasinal brogdcast || iT_tegst) & Enh, Service Based Architecture (=56 '}
Cross Link interference hamdhng and Bemote Intefaence ® Single Radio Voice Call Continuity {51 F ]
& Managemanttor NR {! RibA) # Enh, Location Jervices (sLC5)
# DL MIMO efficiency enh. for LTE [LTE DL_MIMO EE) ® Enh, Common APl Framewark for 3GPP Marthbound APE (=4
L] Huwgc: ion Sotelite System tor LTE (L5 MA 1
& Non-Orthogonal Multinle Access Study | DHA] 5G Efficiency: Interference Mifigation, SON, elMiMO,
Lecaotion and positicning. Power Consumption, eDual
Conneciivity, Device capaobifities exchange. Mobility enh.
L. WA peCifcatk Mwork-pi @Y i
b A5
B9 ~ 3GPP_Release 1641 4L ¢
7k %R - 3rd Generation Partnership Project, 3GPP
i P AR 2 (YEETS 2, L 5
2022 # 6 7 = i} B 3GPPR17 :&- # 35 5G & 5i# wc o

¥

=

iz i A

S
q

*?17?}

iy

‘/Jﬂ %’ ‘5‘;/‘)%(/}5%3*‘ —"E’f%ﬁ”fii’

nd\
Ny
s
n
F

# 5% E £ = s (further enhanced massive MIMO) -~ ;

g
=
-3‘.1%
¢
&

SRR Y > MR AR
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(Integrated Access/Backhaul, IAB){rj ¥ ¢ %% ~i&— ) 3 it 42
i1zf % URLLC ~ & * pe % o @ 3GPPR17 32 5G eh37Tk #
g > depg & it (Reduced capability, RedCap & NR-Light).#
Ay ~ 2t 5 % g2 (Non-terrestrial networks, NTN) ~ ip|4a§2
(sidelink) # v ~ 3 % # ¥ = = ~ B #H/EF #H H -
(broadcast/multicast expansion) - & :# % 2 E ¢ £ (Boundless
Extended Reality, Boundless XR)% - jt ¢t » H is 3 35 5G & it
G35 P& 7 5 & R T Ead % (multi-radio dual connectivity)

SIM + & # (multi-SIM support) ~ |- F 4 B ~ %R 5T - 2R

T P27 # (RAN slicing) ©

A5 Release 17

& NR MIMO ® MR Sidelink rekay @ Unmanned Aerlal Systerns

& NE Sidelink enh. ® RAM Slizing # 5GC LoCaflon Services

® 52,4 - 71 GHz with exisfing wavelorm @ Enh for small data & Mullimedia Priarity Service (MPS)

@ Dynamic Spectrum Sharing (D55) enh. ® SON/ Minimization of drive tests (MDT) enh. ® 5G Wireless and Wireline Convergence
#® industrial iof / URLLE enh. #® NR Guality of Experlence ® 5G LAN-type services

® IaT over Non Tetresdrial Networks (NTHN) ® eNB architecture evalution, ® User Plane Function (UPF) enh. for confrol
® NR over Non Temesiial Metweorks (NTH) LTE C-plane / U-plane spift and 5G Serviee Based Architacture (SBA)
® NR Posiiloning enh, # Satellite panents In fhe 5G

® Low complandty NR davices ® Mon-Public Netwaorks enh,

® Power saving @ Network Automation for 5G - phase 2

® MR Coverage enh. ® Edge Computing in 5GC

& NR eXtended Realily [XR) @ Proximity based Services In 5G3

& NB-loT and LTE-MTC enh. ® Metwork Slicing Phase 2

® 56 Multicast braadcast ® Enh V2x Services

® Multi-Radic DCCA enh. ® Advanced Inleroctive Services

® Mu 5 ® Access Traflic Steering, Switch and Splitting

® Integrated Access and Backhoul (1AB) enh. support In the 5G system archifecture

®110 - 3GPP_Release 171 & . #

7 kR © 3rd Generation Partnership Project, 3GPP
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(3)Release18(R18)

R18 > 2022 & B} 4038 17 » 375 A #-+ tg3 < eMBB 44t ~
F2 XR EUEFNATIRIS B LFE AR - F RS
fEIBPF AT 56 AL ok g e E-3GPP
© AN RI8 R AGE H 1 (538 P hot ey P h » fod 353
5G PF RSB kL~ ACPIREGPRIE ~ 1 E SR M 4L 3
R T BB E D SRR R - 485 g b Off-Network for
Rail + & 457 £ fr 5 503 5 RA%~ 2 {047 B 5G & h e
ALz BG MR A~ B A F B gL BGS ¢ AI/ML

B A5 i B Aol i

R111 ~ 3GPP_Release181% # . #=
7k %k - 3rd Generation Partnership Project, 3GPP

2022 # 3GPP 1 5G &% e G » I RI18FFF 7 > P wv iy

%1 ixie 6G R AL P B L2022 £ &R ITU-APT & 7
$13GPP B bk § o fL i 6G 7 it b 2024-2025 & [ Xk 3
# 0 Rd| & 2025-2026 & fIEF LT A -
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| {6G work item

5G-Advance { 6G work item

d

1 I Member irsquirement rﬂwﬁf #‘Spectﬁcano
put s
V vyv

Technical performance requirements Outside of ITU Outside and inside of ITU
Evaluation criteria & method Technology Proposals for

Sl
Submission templates. IMT-2030

I S I S S I N N I N
®l12 ~ 3GPP_6G # & Timelines
TR KR e R ITU-APT

4. 32 3521 47 7 7% % (Internet Engineering Task Force, IETF)

IETF = =2+ 1986 # » & - B E3caff e s > f B4
R PR R R AR o B A R T R R
(Transmission Control Protocol/ Internet Protocol, TCP/IP) %
Bovigrhg At ¢ i FiE fo 973 28 F o
?Kiéﬁ i o |ETF &A= 817 5 - B d 2 WENpefipt £enE s F
heeo e g 1993 &0 koo v g8 B € (Internet Society, ISoc)
L 45T E S AR ] R B (F e

IETF 2% 17 % 2 p & * foiF § 5 % 1 (Security

Automation and Continuous Monitoring, SACM) » & 3F J>+9 8

Rt f SACM 4 i 4  BEFHA P BE TN LE
fojyf;o——l]} I?é—_/a{%‘,*/:lé%%'um/ﬁ%ﬁ,':'r]"‘-‘}il‘f'_,i
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i ehp 0 t  4e SACM e i chfie B s i fo g 32 o B 1Y
AR o Glhe Rk FEEE  RF TLRBIE G AT 2
LEHE -

5.5G = # = p' ¥ € (The 5G Infrastructure Public-Private
Partnership, 5G-PPP)
5G-PPP i & f % f gff@/” ICT = #(ICT %7 B S

FECRBRER ) R EoF L )L B hm £ 53R - 5G-
PPP p s At $ = FFp 3% 5 47T P2 2018 2 6 F ot & %

fads o 5G-PPP #-5 A kL & 8 pe? B ™ — R A#H KGR

R R - BN o 5G-PPP G TRt oo L iR
T fss z%E"‘ £38 A7 Hendd T AR BB AR I b4 A
EED D3 F R FEE KT AEF e - 5G-PPP iF

RAABFMA T DT S A R IR RATLIATH
T HEFE - BT S g A ot n DIRHPTAE LB e
LR PR

5G-PPP = = 7 5G-PPP % > 1 v L b ¥ 5G % 2 b
e P R TR EHEG T 2R BAcR RADAE TR
i1 5G % 22 B¢ 3GPP #fihE SR R
FoRESXF 2T BG X 2R o G E U BT
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8GR EaA R A ERERE 2 X 2 MY ik
(Key Performance Indicators, KPI) ~ 372 k. ' ~ & ${o¥ { 42
A 6G Ly EH/PE -
R R 1S ¢ IEEE

IEEE + £ §_ & =3t 1884 & thi T § 1 4257 15 €
(Aggregation-induced emission enhancement, AIEE){c= = *¢

1912 # chE T 1 427 12 ¢ (Institute of Radio Engineers, IRE) -

R SRR I SIS SEES AR S
E RS RRTAAE D EH - DA 202 & 30 & 8T+ 8

B A~ 1 ARE P ¢ BRAKGF § 1 AR 30 pE 8 AIEE e
IRE @ Bt5 ¢ g R e X7~ 70T+ 1 AREF PR E L et
Sor BATLALETHL G 0 3 B 1A § 2 7 PR ik o iR

g irs £ 21963 # AIEE{-IRE = # &£ & > IEEE = 5

-

—~

e
2B W AR Y 0 IEEE J1R 3T 2 A 2 - chikjiee g 20

¢ 3&F & 1 200 & 8 T fesess > IEEEXplore #c Bl 3 45
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Fre AL 500 F ko fie & & B RS R AR R [EEE

SERN £ TSI R S o EIE N

dof o REFE T F LA ©oAp M R BT B foiiie o 1Y
A6 R BE § B i < oA S £ o IEEE 4 a3 i

AR ST LD B b ATEARR o [EEE By 4 I H ¢ AR T

ARATEE B B0 SRR 7 R AT AR
PR AL 2R B o (R I EFER
bRt o IEEE © £ 4820t o & hing s o 4
PRI RTRR 2 IEWL LR A SRR AR
A EEFPRAR PR 5 FHL

IEEE P1915.1 # %8 z_% % g& (Software-Defined Networking,
SDN)Afv 4§27 5t i %21 (Network Functions Virtualization, NFV)

% 2HRERA R - B K {eid 7% > 57SDN/NFV %

5

!

VEHI R OTIERM o DlArEh R 2 R R TG F KA

g

PR FHREF dp 0 - BEFAPM BAEA S 4 e & R

o
% 2122 o 4k 0 |IEEE P1917.1 #ic 88 & e foie e it B #t
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FRMARER LT AR 3 5 7 R SDN/NFV PR32
AR B PR o
H@» g+ G il & €+ i (Software Defined

Quantum Communication, SDQC) IEEE P1913.1(% % )&%

Mo FERT FUE TR U F L AR o £ - SDQC ik
Me* KAzi®® £30 1§ TCP/IP {7 7 > R WY A kg
B f = o 1 4p BRI -
(z)6G ™ L ey it &4 & WA %

B 6G 19 Ao dn B 0 & FES T S 1A B eh 66

&

BRBRE R L FkA KX 6G 4p M Biwg B Ak

\

%JTA ’ %"'T‘i

95747 6G i % FFA) fp e it o T AZEE 2 R A
Q%ﬁﬁm.; 5o T fRRMER L S 6G HATR Y FR TR

PeiF S PRIBZBRHEIT G E LB ERT M IED -
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1. &% P i o 1

O fREEG Ve ERY 2 HE e 0 % PRI T 56

=

..4\

P AR end 1T isHE 3GPP ¢ 4 & Hopedk ko R
FmiE o 2o R Z(Internet Protocol, IP) 1 £ 4G {5 #
L ch- AL 4G d T @S C g o 3 RS R
TRF R AT AFTEBREP I T 4G A L2 3G R

R EH R s ELnd T = s~ (TriplePlay) 7 % 4G

e P 3&;—] T~ BAE L Z AR o Triple Play % 4G %~ # &

3
By
-
o
X
*\Lrt

Py Baoimd JH L 3 3k GdeiB /i K (76

EEEF AR P EH A REP R FHUND G H A

BRI TRRI FEEN 0

P
4
=
N
-
=
-
my
&
-
B
=
o
.
A

# 4 TLTE #18:/% | LTE-Hi(Hotspot/indoor) st jisd % o

£ % LTE m& & TLTE K # Fz.‘*i&iirﬂglﬂliﬁj LTE-
D2D(Device-to-Device, D2D) » 7= W& (76 7 354 A S B 3 >
AP LERIBLIE RE TN AT R P E T T BT ]k
FobleR AR BT FEFEAR D TR PERITOAT

SR AR AT A S s R

f 4

DR e W NI SR
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PG K AR i L& o R LTE-D2D 7 o3 e

& %8 € hE ’EV—‘F'?fTﬁiira%Ia%i B H @ gkiT A PR 75 LTE-D2D

(w
o
I
#
i
=
—
_|
m
)

B # 2 3  (LTE-Direct) » %1% LTE-D2D &}
BRAEALS G AL HEERA > § uF LTE £ 482 LTE

IR P EFREELTE Ar & A WAL

EPC
—— ProS_e

Function 2B ik,

N ProSe Ji& A #2 X 48,
P UE % \(IMSI) MIC,
(% 372 IR 48) ud & UTC, 12
eNode B
\k‘k—L___l ' UE #2
T —— %ﬁi{ '

®13 ~ LTE-Direct j 327+ 3 B
7L k& : Device-to-Device Communications and Heterogeneous
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WECH B % R * 42 5 (Application Architecture for enabling
Edge Applications, EDGEAPP)4p i 45 & 2 e 0 7 12 #-%
KA OTHRE LRI B RY PIRE > UF RARAL AT ~ & 4
BENR - R FR & FIRIEE T P Ag 3 hisis B Pre-

6G J& * PRI% o
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Vertical
application
client(s) Vertical application server(s)
(e.g. V2X, UAS, Factories of the Future)

M e e
A . i~

------ e B iyl LT Lk Ly Rl Il

Vertical application enabler layer(s)
(e.g. VAE layer for V2X, UAS, Factories of the Future)

]

1

1

1

1

]

I SEAL APIs
]

| SA6 s
1

20 (

1

1

]

1

1

nterfaces

(e.g. Group, Location, Configuration, Identity, Key,
Network resource)

Edge Computing
(Edge Enabler Client, Edge Enabler Server)

APIs

D)
3GPP system (Core network) j

@@‘%%ﬁﬁiﬁﬁwmﬁﬁiﬁﬁﬁﬁﬁﬁﬁ%@

mpliant entitiesa

CAPIF co

UE

FHL k& : 3GPP

Bt Y AR A f;(EDGEAPP)i # %4 Pre-6G & & 3
BPFGEET L BF o Bt LR OB M B e
PSR E BN ERET AT HEN  RIBFLE o RS

MEF IR EFGRBTRBEHERZIMA R AN G
(Northbound Application Programming Interface, Northbound
APl)i¢ 2 Pre-6G & * 3§t 7 i 22 ¥ 4 iF & PR 7x (Edge

Computing Service, ECS)z Bf‘ BEE o
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//;{i\if
UE 3GPP ge Data Networ
- Network \ Edge \\
AthciF?n Application Data Traffic Application /
ient(s, FDGE7 Server(s) <
EDGE-5 ‘ EDGE-3 \

\7 )
EDGE-1 Edge Enabler /
EDGE-2 \ server j
Edge Enabler ,/\ /\,,

Client

EDGE-6

EDGE-4

Edge Data Network
EDGE-8 Configuration Server

153 « fc* # 5  * £ 4 % H-(EDGEAPP)H
76 % o 1 3GPP

£ v B Y £ 38 4 @ 4= % (Common Application
Programming Interface Framework, CAPIF) i & & %3 B {7
w2 (Open Mobile Alliance, OMA) 2 gy 7 13 & &
b€ ETSI ¢n 5G & 4 $ B 8 82 i 4255 4 & 122 41
7_3GPP crfk jiFfl i 2 2 23.222 chfk el i 2045 o iR
REEF -1 Fe-4pa T rd| T2 JRita 4 Gk

(Service Capability Exposure Framework, SCEF )£ 4 j2 g8 -k

%o

4 i NEF 2. Northbound APIs 2 % » 1 ¥ -8 1 i7 24|
T 205 KR ¥ 7 PR i+ (Multimedia Broadcast/Multicast
Service, MBMS) xMB 2 # % & * #2356 > 22 2 - B
T % Pre-6G % - AR B ¥ PRIZFZZ (nli— A B 4750

66 R -
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I S R B R Il Rl R
ke 2R F ML RPIRBF O FPFE S BE 3 L3

REEFTEEL Y B AN R AT BRI TR

i\

FICF LD B IRIFOMAES G o Tl X ¥ Y AR5 R
¥2 7 5t (CAPIF Core Function, CCF) ~ J&* 425 /i & #h & 7
it (APl Exposure Function, AEF) & * #2358 /i & 34 * —}‘5 (API
Invoker)& = 1 & Rl > A EF =2 L HBEE T BT
AN AR R EFTLE AR R RIS AGNINE -

(1) B* e fFEFEPer Rty Y 23016 P
WH R EGFETHERE 7R AR R PRI
(registration) ~ L4V (de-registration) ~ PR 733 I.(Service
discovery) -~ ¥ 4~ 3z % (authentication) {r # {&
(authorization) ~ J= % (charging)fr P s&3e87 7 & * 4
m ¥ AR B A e

2 B MeBEF iR ESZ > LI ABE R D
AP| -

(3) B* A28 1w 4 # —‘F'T'r" i idEde NEF s * 258 4 o 35

#r i AEF > 22 BB AR 4o 3 e # s CCF > 1Y
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7 4o PR G+ i P (registration) 1 2 4o 2% %

(authentication)fr#x ## (authorization) -3 fR 5% o

2. Pre-6G & & i sehFE 2

Pre-6G % % 7 B2 %88 5~ e 7 L#d 0
% (Vehicle-to-Everything services, V2X) ~ & & 1 jy(Factories
of the Future, FoF) ~ & % {7 % % % *v(Unmanned Aerial
Systems, UAS) - h&&%ﬁs}}:(Telemedicine) s EEF B VR 1 Z
HHFT AR EL2 B* PRI%-Pre-6G & i 7 &P~ 18 54
TEYEFNE >R T R ER Y TS (Wearable
Internet-of-Things, WIoT)# it=§ %k }ir:%d;: m}}% BIUE SRS
B L p B KRR L 2 E R R o Pre-6G & B § B3
GEE R LR M APl AR
F S T AR 0 € AR Ao R T e
By B E o Ft e B A TR B SRR TS

® PPk 8o
~ "2 4~ (Privacy)sh% > &
& f 3R AL SN

7@ * 2 A 3] 5 (Subscriber Permanent Identifier,
* = f SUPI#2~ E (Catcher) & * = ' 4l & &2 HE
FHEBE P

176
OITRI. 1 ¥ H = ;E ERata



f~

TRE i3k

Industrial Technology
Research Institute

R 2 Fo) R Tk B wwl t % 3.0
w P RAL >
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%B"?’—"’ Pre6G"}&L§£ ﬁlﬁ’gépk;‘fﬁ AT @pr’é"%ﬁ.ﬁ&ﬁj
S WA AT HREE T B TR R BEPT
27 o
F

Tk

AFEEFT

st 2bo ik gy 3GPP chfk e 7 4R £ < i 33.861 &2 33.836°

#FEGHTASEFS 2

2 4~ B3 4= (Cellular Internet-of-Things loT, CloT)# & =5

Fgo Aok 9 o

29 AR AP BRI R EL L 2P
AR B ® TR @& g
Fi e 2t B B K (Non- | & P #0353 S & ot
(CloT) Access Stratum, | =%k &% 7 5 M EiE = £ AR
NAS) 3 @ 3 0w w2 cha
7 d i 2 E o

T ik

# 7 4 (V2X)

%18 PC5 /i 6 enH

BT EF i

i% i1 PC5 4 & e3¥

HE AR R

%46 PC5 /i 5 R
;}‘é? lu ’ '7‘:‘;?%

W Ag - L2 Buam e i ko

u] 75 (Identity, ID) Z 5 ¢ &

SRS P 0 1B -

EET S e TR =Y Ao ]

B2 (trackability) 4v 7 4& %% 4

(linkability) #-%t =4 8L % 4+ 33
® g

A kR L A

=4

HEFE
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HF LA B

BRI AL

d 2 Pre-6G & * (73 7 304 %
B V2X ~ & A 7 5 Ak
% ik iEYS ® 4 £ ¥ (Remote Robotic Surgery, RRS) % & * %

7 & 2 URLLC HjiFo d >0 427 B fricas

FLUAS ~ A k1 g FoF
B

L RTR YA VS

WERAT RGO R A REE 2EF RE S

P B

B oo kg 3GPP chi iR 7

32 2 % 33.825 B fufdikch

ZrrPirdcoi 100

%10~ 42 ¥ fa)i

fo izt 23 2 (URLLC) % > %

W R = P

¥ ﬂ“ﬁ ¥ LR AR TR (data streams) T @k b A
B BRI AT AR Y AT AL B o ok Ap
h * g R 7 K {'(Radio Bearer, RB)&* N3 /i & "k i
(redundant) o o
B g FL RS PRI E R R R FF T

Fi|# gt g 32 444 URLLC PR35 85 52 ¥ o
AEFPAITG A BRI BY ST G R EREREY B EOT D
(UP) o F iR » 4o Fm* » T g TRl h3 A
HEvF IS v epRd? - B 2T 5 g ok URLLC
ﬁi;‘]éﬁﬁ? > PRI 2 3 BV Ffd o
e dBiE > 5B i&;mﬂkifrlﬁ Y H - ERT R T R FH R
Pr R TR E A kA B D BRERID L A R LR e E
(PDU) ¢ i | v 5+ 4 % - IR /DT Ree % - (R LA
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BRI AL

BRE L

& PR

N

P

=1

o4 (GNB)EE# 3] % = T § 7 chr 2 T g F
fl{io

v

4% URLLC PRizch* = TG 24 = B iRg
Sl W OGO -l Rl &@@lﬁp Pl B o 4% URLLC PR3%
BB AIRTE 2 TG @ MR BT EREER
URLLC & | X at#& o 4ok URLLC PRI®Z 5 % 4F 2
>R JRAFenE > vk o BV a0 HRIRAEL G B % 5

TN

Mot k£

% >

F AR (AoN2 46 )it G % 2 EE KT
bRk ok 2

NPV - X Rt

\\\ﬁr

I
#c o

4ok AMF B3]~ &> 2% 2R B e E4g7r £
“I’(%iﬁ%—

2 ¢

ts w % 2+ (backward security) > 78 &
RHFERT CRA AT R R E OB AL o
>+ (forward

KHE AR

SRA LK LG R E
security) » 7% A :z«;‘?fﬁz e N Ea
B Rt B el TR
4% AMF :§ 3] ~ i
in the Middle, MiTM)s<# > p|sc#

EERE S F A BLREOUR B R 2o

=k
1|
¥
=
e
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#E

R BAR Y AR AAFL wut % 3.0

& §r 3R AL S

(QOS)E 4tk | X T il ¢ Bre TR AR LERAED

% F |k A%d QoS T ARBARA L% > RGP

& 3p-enat 2 47 2 (latency report) ©

-~

78 %k : 3GPP TR 33.825

O©ITRI.

mAKRI Bz d Pre6G & i B %EE T ApF

T & ATH 4opF P AT 4 82 (Time Sensitive Networking, TSN).«

W
=

¥ 4 B A ik PR 7% (LAN-type service) & 4 z_F e s iy 3t
Pre-6G % ¢ % P88 5 T 5 o g BjsenT £ b "R R AL
mWEERRATE

Pre-6G £ TSN 1 & §_Pre-6G i 1 £k suvd 2t
FTER X G H Pre-6G § & 2 42 pF fF aTR 4 4] B
t% T ~ B e 95 (Time Synchronization) ~ P fF a7 g 4e 5% P24 2t
¥ (Bounded Latency)£ p# i ac g e v P& K E o v o kg
3GPP th H jis = 3 4F & <~ & » pF B ac g i 2 (Time

Synchronization, TSC) & f#i&-eh% > = f40& 11 977 o
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%11~ AR 3 2 (TSC) e > &

& § 3R AL SN

B Pre-6G ¢ ¥ 4ok BT AR R AN 6 A LS B
PR AR R o R R R 2 R R A
3 0E* fim P E N SN RS SRR S o baa ok
Pre-6G £ & Av g B cniffa B 7t 1 T
33 8L 1 FRWTR % e af i (strict latencies
boundaries) = Fx T+ @ ﬁ%] (deterministic
transmission) o %1 1 e o B o s
P fe2B R AR pFsa (Grand
Master, GM) - % % pr & g v £ 47 (Time-
aware Scheduling) 4= i & & 25 (traffic
shaping)- % & i % B iS g 4% 10 2 35§ ool
BACEER F IR o

TR kiR 0 3GPP TS 23.502

4 & {7 8 g & (Fixed and Mobile Convergence, FMC)#:

o R N L
[

=R Pre-6G 22305 % #* g (Local Area Network, LAN)Z s
A % B gL (Wireless Local Area Network, WLAN) £ e i@ * 4%
e e A 2 T e A L P HOiE R 3 e B (Pre-6G LAN) JE
W o 235 S3GPP chi i 4R 2 < # » B Jjid-h® 2 @ e

%\' 12 ”LrT'r °
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FF LA BRI F D AFL wul % 3.0
212~ % = R 78 WA HE P e (Pre-6G LAN) s > =
& R4 FradP

PN

Pre-6G LAN ,3‘ o O R R IR - 1o
Pre-6G LAN it =  I<fEHF] 0 R S an® S d i
Pre-6G LAN group PRF* o 4% 7 B (7 0 ST
AR TR feded o Rl XG4BT S K G 3T ER
Pre-6G LAN group fRi% > %3 Pre-6G LAN
group i 7 38 F|F % PRIFeIEETIRIE b e o
4o% 3t - Pre-6G LAN group h* = 2k i
e B SR S TG R R Bt 2k
Pre-6G LAN group 7| 444 % g Pre-6G LAN group #id 3 /=%
R TR RS S S St S L o A

%¢% Pre-6G LAN group H 8 % = 2% & il
BRI o B AT IR G A
oo

mn
W
\ﬂ'
¥
-1
¥
w
\3\
>
‘F;;
:‘aﬁ'
3
o
b
A
u‘?

it RANZ T F 3 g Matitiidp & SRl X § @i 4z
ERFETFEL I G2 TR0 T EL FH Y
CORBERF L FHEE AR B SRR s R 2E T
i T % & & A &E P A i+ (Radio Access network
Intelligent Controller, RIC) » & % 4 {7 $+ 3 30 e Ja 2% # 2 & ch A& >
Flut Pre-6G AR B- R A HE R Av B BEM 3 &

me gy endg g o k45 3GPP % L N ik & (Release-18, R18)
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Wi o4 e RERE S R 5G BB 0 B £ 1% 5 60 st Pre-

6G & L HEM-¢ (T35 6G [k Seehfh# -

"‘ Non-Terrestrial Network Mobile IAB
" Split gNB in NG-RAN ((t :))__
¢
-

((TD &
H ------- ﬁ ------- H H -------- H Nerwork—L‘onrml-'er.’

UE-to-UE relav UE to-network relay Repeater

(-]

SJdeJmk Hehy
BS54 ~ B 3t Pre-6G e i 4 SL7F 1 ]
74 %% - An Overview of 5G Advanced Evolution in 3GPP
Release 18

-_—

i ORI

#hpe g e it NTN dp 248 + 7 {448 (Space-Borne) &t 5 Z
2 (Air-Borne)fie % i 2 1% rﬁ;—l‘;{ Heh? NI A R R
RE-HY o Xz A L R L # 4 (Geostationary Orbit,
GEO) ~ ¢ #usg &% (Medium-Earth Orbit, MEQO)£ M i ek

(Low-Earth Orbit, LEO)% = ~ #7 » I # #1if ek #1Aui % 4 i
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+ 7 7 =2 e @ HAPS (High Altitude Platform Station ) & 2

WA F p - AEMT Lo x 5 B 7 %4 (HighAltitude

MEQ: 8,000 km - 18,000 km
g

GEQ: 36,000 km
L —

BI55 ~ 2y o i T R B
7R kiR 3GPP > NTN & Satellite in Rel-17 & 18

K S ITU 22 3GPP % W% & *ib. o & ALY
HAPS fF5 % ¢ Fosad sUh s & o B 2 05 1 40 12 30 P
ITU-R »* 2000 £ 2 2006 & ~ %% 4 ITU-R M.1456 2 ITU-R
M.1641 & B3R 2 > T BF4o¥ti@ * HAPS 17 5 (7853 20 % Sudk

PR e pir® RE T EiF2R{THY o
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02019 & & F & M 7 d ;< ¢ (World Radio
communication Conference, WRC-19) v % 247 5 4-3% =
(Resolution 247)7 » = # #- HAPS 4L % 7 &+ i 2 3+ = (High-
altitude platform stations as IMT base stations, HIBS) i+ &
TR MRS - e 0 TFREE G TR MAR S
(Mobile Base Stations, MBS) & # 4p I crid 2038 £ o

7 7 2015 & » 3GPP t% + » 5% % (Release-14, R14)
Be SR E R AT o plamy o 230 R15 %% - R16 1
Bz RITHRE > F R BRI Sh8 0 0 PRI DR
33 PR 2 0 .

FRUEMBEFEEENGLES B2 FEA L  F MLy

FhA AP R B T RS FEE RS AT R 2
B ELHR-¢ o~ 3GPP e R17 {52 SEHp Mt s a6 27 (7 k3
A FLEIS o wad HF A R4AT TG L I IBEITRE
Hy @ 2ATAER LA A KD Pre-6G #-¢ L L BT 5o
NTN 2% ZpF+ ic 32 % Pre-6G O-RAN &5 Su28 4 H o~ AL
% (QNB)# ¢ H < 22 2 $0 ¥ = 4 2] (CU-DU split) 4 i % 4 > 4o ]

56 #i 7
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£

NG-RAN
UE
gNB-CU 5G CN
l | o F1 | NG D Data
P ;. r Network
F1over SRI
NTN
Gateway

BIS6 ~ % = i {7 he il s LY Pope?

7R kiR 3GPP TR38.821

W
\ﬁ'
\ —
H
-f?{‘—;?
Jl’;j\
=
o
=

UE Satellite with on-board gNB-DU NTN Gateway gNB-CU 5GC

— b
Pttt SN T | e ‘ AMF SMF
- gl NB-CU R—
NAS-SM } gNEDE bt } t d + NAS-SM relay NAS-SM
=11k gt (£ | sl |
JLiLd= 51, T St ST t
|3 21 C——|!
I 15! 12 |
I L | I
[RRe 3+ T Hr——{we ] e -
PDCP | Lol ! PDCP TP L+ sce
[eoce - L ™ oG L s |
RLC T RLC FLAP | - R M T F1-ap | -
| Ll | I
MAC | MAC SCTP T + ; T SCTP | N11 N11
NR PHY +——{NR PHY [ L % P 1P HHL 1P 1P ‘#—
I ] I
| (. } | !
| ]! ot |
| N il I
I | T I
I T ‘ E"=‘" ] 12 L2
| | L ,‘=, L1 L1 L
! ! R =T L
e )N T ____ NN
NR-Uu SRI protocols F1-C NG-C
N -
(@) 41T w
3~
UE Satellite with on- NTN Gateway gNB-CU 5GC
board gNB-DU
. UPF
[P - N E e m e
{ gNB-DU L BX gNB-CU \
PDU T —+ : S+ + PDU
. g E ! |
I~ IT! I _—1|
| 12 BN |
1 15! ! |
sDAP | = i i SDAP |
PDCP_ |+ 2 : +——-{_Poce :
| |5 |
[ Rc} RIC | [ GTP-U H IR GTP-U GTP-U } : [GTPU
MAC H-+—H ™AcC UDP. UDP.
| il 1 : ‘ uop_| | woe ||
[NRPHY NRPHY] [P | 200 gy T | { ® f 1 L e |
| | |
| | 1 : |
| | N l
| | 1 :
| + |
| | 2 |+ : 5] 2 : L2
| | |
| | L : 11 [E] j 11
| | 1
N _____ 2 S\ _____ /
NR-Uu Protocols of the SRI F1-U NG-U

(b) * = T g
BI57 ~ %= (N Al 2 LI BAF2i s 6 PR 2 2T A B
7k kiR - 3GPP TR 38.821
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2. tp g ReROF2IP

B2k o e NTN 3~ 2 2 (gNB)& ¥ H ~ 22 0 47H =
> 2/(CU-DU splity s b 416 » R 5 F 27 BB @ 0 6 R &
FoEifedMXd XFHFERTEXE ISR &AL
1 Pre-6G - 3GPP 4 47t A& & &4 gz ? -+ 3GPP
Ry R4 2 2 38.801 ¢ > %3 & ¢ H < (Central Unit,
CU)# &~ 47 5 =~ (Distributed Unit, DU) 4 &) eF e 30 ¢ 49 & 7%
PR A R R E Ak
WA RERNBFHEY AL OHE ALY EH K
4§ 58 1o 0 & B & 3T & M F iy (Radio Resource Control,
RRC) v 4 # #i 35% %= F {+ % (Packet Data Convergence
Protocol, PDCP) ¥ i& {7 & #]ch% 1 = % -~ PDCP {r& 544
¥t ¥4 (Radio Link Control, RLC) ¥ i& {7 & ] end 2 & & ~3b 1+
K # Sk 4] (Upper-RLC) e ™ & & #t4aEs 47 41 (Lower-RLC)

g

qw,

Jer% 37 % 3t RLC {r4i48 73 B~ 41 (Media Access
Control, MAC)f i {7 &~ & eh% 4 = & ~ 30 b K 4048 5 B4
(Upper-MAC){e™ & 448 5 ~41 4] (Lower-MAC) & & {7 4 & e

% 52 % -~ MAC {-7 %2 k& (Physical layer, PHY) & i& {7 4 |
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% 6 kK R 4K (Upper-PHY) e & % 48 % (Lower-

SR T 2 k23t PHY {est#g RF 7 52

Low-
MAC
ow-

\C

High- Low- High- High-
poce RLC RLC MAC PHY
1 Option 2 Option 3 Option 4 Option 5 Option 6 Option 7 G
High-
AL‘ i J—‘ Low-PHY

RF
‘ Data ‘ Option Option 8
Low- High- L High-
“—ES : 2z ‘ RC [* mac  [* mac  [* PHY &7
< Data }

FI58 - & ¢ H o2 o 4cH <A B2 %
7ok kiR - 3GPP TR 38.801

Low-PHY }T{

}_>

EYE CUEDU~HFHET 2T FRERIof g2
s A 2 T O B P i m # ¢ (Network Function
Virtualization, NFV)78 4 - £ 7¢ gNB-CU £ gNB-DU 4 &) 3¢
HH* 95225 A FFEBF1 1984 2¢ gNB-CU
fFmhs + ¢ RRC 2R #c4f i fie 1 2 (Service Data

Adaptation Protocol, SDAP)z 2 PDCP % $p.# 5t > @ gNB-

DU ] # RLC &# MAC 12 2 PHY % its i o

5GC
‘1’ NG TNG
NG-RAN |
eNB Xn-C eNB
% gNB-CU
Fi+ TF1
eNB-DU eNB-DU

BI5O ~ sk 4§90 8 Ao gl 20 B %
%4 %% : 3GPP TS 38.401
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3GPP » A% 2> %2 §¥ H Ay o 4cH A0 1R
o 4oB 60 1o FF LI LAY B Agpdl T e g 2
T o & #(CP-UP Separation):7 4% 4p M /i & - # gNB-CU
- Hdre P AR EEP H -4 5 (QNB-CU Control
Plane, gNB-CU-CP)2 A+ % & ¢ H ~-% = T 5 (gNB-CU
User Plane, gNB-CU-UP) - i 8L & 32 5 4o e 52 2F (7 ¢ I 382
SR R BB R g o 2 B A D R R R D
FTHP o RApEY EH SRR OERR BT TR ZELD
iyt & o

gNB-CU-CP 2 & § # A& % ¢ >»RRC £ PDCP # 4] %
# i o gNB-CU-UP # RI§ §r 23+ 4 ¢ - SDAP 11 2 3f ¢ ficdy o

Frer 2 TG ﬁ—%ﬁ'ﬁ;@@E'] fi o i % o

FI60 ~ s £ 7 B A2 gl 2% 2 TG 23Rl

F#L & % : 3GPP TS 38.401
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hikyp 3GPP erptisFT 7 4R 4 ~ 2 38.806 HikmrT 4R 2
“rde i A BEEHY o - B A £ (gNB)F J - 1 5G gNB-CU-
CP- % & gNB-CU-UPs 1 2 % & gNB-DUs #7 & & o @ — 453
CEELTFF N €% B gNB-CU-UP 43 - & gNB-
CU-CP » # #— 5 gNB-DU i 2% — 1 gNB-CU-CP » % if &
BE SR FHET 0 AF aadERs § ik gNB-CU-CP -

3 & i & Z(functional split)en= N Z BB E 7 FR*
BB 3 o Jgr@ﬁﬁ]f&w % i o b 3GPP engkjisFT 1 3R 4
v % 33.801 ¢ » & Flhoim B BT A BB AT R R
FedgE  UF 2 JRIFE > 4o R et PRIFR TN
HREFRHFEFFHQOSe FIZANE 22 F2 fY HA
BARE AN BRI G M B R LR
ARV R R M B Mg o 3GPP s 75 44t
& 7 % % (Upper-PHY)fr ™ & 9 48 & (Lower-PHY) & i& {7 & 2|
g T RE- BTG

O-RAN Alliance i & F_#] % 3GPP i2 § 3 {* chit 5 4 &
(low layer split)7¢ (4= B] 61 #7775 ) » ¥ 4% icpb 2 oh ek § F 12

Sa o FBEES FENBHMENR KB RN AR
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1% 483 & £4f 2k gNB-CU-CP # gNB-CU-UP % gNB-

DU o H 74 2_er F 2z 3\ 8 40 45 B 2 i H ~ (O-RAN

Distributed Unit, O-DU)~ # & ™ & » 2 f ¢ H < (Lower
Layer Split Central Unit) » 2 Bz g mEPF R a g § ~
(O-RAN Radio Unit, O-RU)#% i * o> £ & s F 4 w (Common
Public Radio Interface, CPRI) & g il * X a BT 1 &
(evolved Common Public Radio Interface, eCPRI) /i & 4pi& -

O-RAN Alliance #7#] T 2x 3% @ S4B M it 1R & 3] ehgf H 4

B 61 7 -

eNB/gNB

O-DU

LLS-C+ +-LLS-U
LLS-C+ {-LLS-U

O-RU O-RU

BI6T ~ B\ | MR P- i A & MR 4 2l(low layer split)
74 %3k : 3GPP TS 33.801

O©ITRI.
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O©ITRI.

Pre-6G O-RAN & ¢ & ~ § §# RRC -~ SDAP 1 2 PDCP
FH TG R HE T CRE LA T e g 2T
B e R B 1o a A $0E 2 DU & 0% 8 ~(Radio
Unit, RU)A| § § & 48kt 47 4] RLC 22 448 75 B~ 4] MAC 2 2
FHA PHY TR > 2 ¢ 2 3| Pre-6G * = 3K i ch= fF
PAog gl £ F B S F B R EHE SRE T

i 45 3GPP et 2 i b2 & P{eM T A h% > FE
R T aRL v 2 339260 R B R MBI RRT LS
£ o fo 4 F & +7 (O-RAN Security Threat Modeling and
Remediation Analysis)¥ 7 3% 4 > Pre-6G hF £ b ' &4 57 14

RN~ PG L &P 45 3CPP Tk R
» = % (Threats relating to 3GPP-defined interfaces) - O-RAN
T_& B 4 e < # (Threats relating to O-RAN-defined
interfaces)~ 35 %/ 75 41 5 (Spoofing identity)- % :z(Tampering)-
% 2 (Repudiation) ~ 7 3t 45 & (Information disclosure) ~ e &7
Fi.i%(Denial of Service) 7 % % § 4+ 1# (Elevation of privilege):

HY 44 Pre-6G A3 £ b 'k A $740% 13 #957 o
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213 B2 R e d L HATAR £ b GER

® AR

ol S

3GPP #_& e it /i &
o

N2 4 & = %

N3 4 & = %

Xn-C /i & = %

F1-C /i & = %

NR-Uu 4 & = %

O-RAN
TR &

T R A

O1 /e =%

02 io =%

Al g = %

E2 i & = %~

Bzw @ 4w (O-FH)E =+ 5 M-Plane)

™ 4

#zw @ 4 & (O-FH)$z41-F & C-Plane) %
%’ﬁ

Eaza 8 4w (O-FH)F % T % S-Plane) =
‘%’JJ

5] 25 4 5
(Spoofing identity)

Fg 3k & = (Default Accounts)

33 % 75 5<%k (Weak Password Policies)

% AR % 75 (Password peek)

® #&%’ﬂ 1 P~(Direct Root Access)

e 23 31 T (1P Spoofing)

R
T & #% ;% (Malware)

# #.(Eavesdropping)

#it %8 % =< (Software Tampering)

3 th

< 22 % (Ownership File Misuse)
# % % 2 (Boot tampering)

El ERee(log Tampering)

OITRI. 1 ¥ H = ;E ERata

ﬁ?i(Tamperlng) @ ? = —:— FE v E Ep\ F‘I (OAM traffIC
Tamperlng)
& ~ UL (File Write Permissions
Abuse)
* % i #@ f& & (User Session
Tampering)
IR S Ty ivi

%21 (Repudiation) % 5 pr i (Lack of User Activity
Trace)
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w® f fEsE 5 o &
4 4 A 2 (Poor key generation)
LB E EE'L( oor key management)
33 % % % & # (Weak cryptographic
algorlth S)
% > ¥ %7 (Insecure Data Storage)

J& ¥idp k% (System Fingerprinting)

& & #25% (Malware)

B A 2w 3 i 2 (Personal Identification
Information Violation)

7 % > g & 2 & (Insecure Default
7@ (Information | Configuration)

disclosure) FhEP g3 0 e L+ (File/Directory
Read Permissions Misuse)

FTHmE-2 % > %R 5 (Insecure
Network Services)

¢ & JRi%+(Unnecessary Services)

P #&4% % (Log Disclosure)

¢ & i * (Unnecessary Applications)
##.(Eavesdropping)

B ERASGERREERE 2P
(Security threat caused by lack of GNP
traffic isolation)

oL f2 [ 7 F R % O*F % X A

(Compromised/Misbehaving User
Equipment)
fe %7 PR 7%(DoS) F iv4% FA(lmplementation Flaw)

e ET PR3- 3 & > 4 B JR 7% (Insecure
Network Services)

A % 4% 3 (Human Error)

#AE & * %% (Misuse by authorized
users)

N : Az @ ¥ H# 042 & [ PR 7% (Over-Privileged
Hr
# & 4 £ (Elevation Processes/Services)

of privilege) F A 4 B o~ # T% » (Folder Write

Permission Abuse)
oG AE % B ~ 8% * (Root-Owned
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w® f fEsE 5 o &

File Write Permission Abuse)
% 145 % (High-Privileged Files)
# 3 FHE-72 % > ¥R 52 (Insecure
Network Services)
% iE 2L B e FL PRI 3% B 4 i (Elevation
of Privilege via Unnecessary Network
Services)

7 %k : 3GPP TR 33.926

(2) BRARRBFRRE 2RFBH

Pre-6G it #-¢ F & 5B+ T 5 pdeng B g 1 X £ 7
ek BT e~ Pre-6G A % ¢ o FlutHOY IR bl A 3K
% b G SRATE ¢ > GSMA 22 3GPP £ it ek 1 4 e 2
ZUER K B E > RS X NESAS i # »2 3 3% & 2 &3 en
2R LR RRAE SRR HEES 2ERER KA Y

7 iy 3GPP #i4] %2 SCAS» A-HA S P EAAL 2 &
Foo A FE A EehT » K & o

FHAR LT ERGRIE AR AS AW AT B-§ &
7% SCAS £ 7 & R ip| > T d TEXF R F & HRNE THFEFR
FR IR R R F R E S BORIEE

O-RAN Alliance = 7 4riz O-RAN O-CU £ O-RAN O-DU %

O-RAN O-RU R e & 2R3 » 22019 # 6 7 = 2 Rl B £

94

& 2] % (Test and Integration Focus Group, TIFG) » 37 z_% /i
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2RIEST P R4 E IR O-RAN I3 F % E iR 45 0 £t

3

B O-RAN RIz#E#pe > Al L K & ihLE FFE - 732019 & 9
Tz B plE e F & ¢ o (Open Testing and Integration
Centre, OTIC) -

B> Open RAN Jf g enfr & B 42754 » O-RAN Alliance *¢
2021 # = = % > & 8t | % (Security Focus Group, SFG) » %
2022 X%t 1 iF ez % 20T s B R
Open RAN g 2 &-end 2 F 5 {o¥ > g e > Bt g sk

PR R R ERSER PR R4 TBRRIES S Y < OTIC

Ex

b A FF X BRRETEGRFEAS o 7% SCAS IR & sLondljirut
Wi gk & = Open RAN 747 » 72 (% Open RAN ZE 7 4
FIT G & 2 TG T U RRAES >R 2 (NESAS)R %
B2 % p

(z) BR{ABRBFPRERY ShTER P

Bk o FBS 2- f6d HMAMT H TN Bt AR
THAMEY > LRI GSM i ¥ winm ikl Ry ¢ L

WAFAR A RRIZAE L R P2 WRZAERTIE 2 DT

196
OITRI. 1 ¥ H = ;E ERata



T AR ZR
f~

Industrial Technology
Research Institute
BELH BB R RIF D RFL ww % 3.0
Bk ok (s q&:g Bty - LFFIN DT R FE FIF
B DRI EREN AT ERY i N ¥ER
SERREREPN AL BB 0 U2 S S 2D B E TR
#E R SR E RO S AR ST PR A E ST
s e 2N LE2 B X miﬁﬁ,xf ’f&ﬁsﬂ » I T iR
LA B R R EEE Y TR R
RPN BFRF SRR N kM o TR TR oo A 1R
AT eI B A DORIFREWE  E A~ B A TR
g~ FOoR 0D i e
2 FRE N AR E GSMA ¢ SRER P wEiE R
Mk Keene A

% GSMA Doc CVD-2019-0024 71>+ 3% 433

ﬂ?Tfﬁ‘?BGPPa’

2L35 & 5+ (Coordinated Vulnerability Disclosure, CVD) § i &
HRAEEE G &7

T o

3GPP thy = 1 iv# v-% > R% ’Fﬂ«ggé‘«“‘ 4141 5G
Ry SenF 2 PL DN EY IR 07 A FenfRy T R
AR

R
2% >3 5 A7 7 78 P (Study on 5G Security
Enhancement against False Base Stations)

.
r %
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%1 ’r;};t%q;rt T # 7% Apple ~ B & Lenovo ~ B R (T
#» Motorola Mobility ~ s&;x # #:  vivo~ B A g1 f #3d 3
OPPO -~ = % Samsung ~» # 5 Huawei~ » 2 ZTE & & 5 %3 1%

FeadFucd s, RER e 7% E 2 Vodafone ~ T-mobile ~ AT&T -

hn
A
S
P
a5
=
03]
=
»n
>
o
D
e
@)
3
o
[
A
(m
)
O
(0]
S
0
)
>
()
o
(¢)
=
@)
3

Orange ¥ M 7 R FiFhl 4F» # g4 7 3GPP =y R4 < 2

RAEMER P2 > Bt BAL LB EG AR ST REMRT
ks L LG > I E ST Y R F R

AP LR P R

IS
m
H N
o
P
st
.
3
ke
pat:
e
2
b
—p
e
ol
3
3
IS

At EAR 2 FBS 4RAL AR T TSR S R %

—\
<

Lé/v > f’rﬁvxﬁ' %;{,ﬁﬂ;}ilh—miﬁgﬁ *#_Qr.—r BT o _‘E’ ¢ k=2l d

W

B3 (FePre-6GC T2 W R ¢ 5 % © T 4 5 it UPF~ 55
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THop I 5y AMF ~ SRR RIRE # sv AUSF ~ i 8 g 25
SMF ~ %i— Fld @ i UDM & e T4 E 5 50 NRF > & 24
= (gNodeB, gNB)#|# * Amarisoft sngic#8 & 5 o * =% % UE

P & B E* Amarisoft engcfg * %% UE 2 = & 248 o

[AUSF| |[UDM| | NRF |

Naust Nudm Nyt

Name Nt Nier
/|AMF| [sMF| | PCF |

Samsung
UE

Amarisoft
UE

csTI ﬂiﬂﬁﬁ?nﬁﬁ

yyyyyyyyyyyyyyyyyyyyyyy

<
Z
Pr-6G GC
— UPF [¢ DN

SESEV e s
TR KR A E R

d 3 Pre-6G » $iu&E * il » £ (Authentication Vector)
Tk A% oo &V O E B A 47 F (Sniffer) £ #F e £
(Authentication Vector, AV) - ¥ %8 % j Pre-6GC iz gNB #
¥ Replay AV » ;?55?; Amarisoft =fic 8 * = 2K & T il B IR AR
B > 4B 63 #77 o &F #5 e & Security Mode Command ¥ 3 i%
Null Security e N se BB 2 FMHE S > E 2 8 Far iz
BodoTdrqmoez b 248 » 2 i (UE)% 23k 23k 5 # £ 32 5G-
IAQ » r2 2 2b Security Mode Command ¥ % % Null Security ¢
IR EEE R
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(@) ~

Pre-6G UE Pre-6G gNodeB Pre-6G AMF Pre-6G AUSF
Replay Authenticatio
Authentication

Authentication and key Agreement

<

~ Information Request
NAS Security Mode Command (NEAO, NIA0)

A

AS Security Mode |
ommand (NEAO, NIAO)

Algorithm
NULL

N ¥

Ciphering
NEAO

ALY

Integrity
NIAO

Encoding
X000X000

F63 - 3 h 5~ o
+i@:$?%gﬂ

Destination Protocol
192.168.1.80 NGAP/NAS-5GS
NGAP/NAS-5GS

Nl kil

Lengt Info
146 DownlinkNASTransport, Authentication request
142 UplinkNASTransport, Authentication response

Source
192.168.1.6
192.168.1.80 192.168.1.6

v Plain NAS 5GS Message
Extended protocol discriminator:
0000 .... = Spare Half Octet: @
. 0000 = Security header type: Plain NAS message, not security protected (0)
Message type: Authentication request (©x56)

0000 .... = Spare Half Octet: © i%&#ﬁ%. *ﬁ‘ g)ﬁ'fg'

5G mobility management messages (126)

NAS key set identifier - ngKSI
A

~ Authentication Parameter RAND - 5G authentication challenge
Element ID: ox21
RAND value: 06059f2dddd63d6644da6@a8adcedb3s

v Authentication Parameter AUTN (UMTS and EPS authentication challenge) - 5G authentication challenge

Element ID: 0x20
Length: 16
v AUTN value: ea5560df9acf90015d713d78a236ae23

SQN xor AK: ea556@df9acf a » . 3 -u
AMF: 9001 Amari-soft$? Samsung® = 3 3 3% € 3 3%
Authentication Response > ¥ if i§ 3%

MAC: 5d713d78a236ae23
I/‘i%, A AN Fde %iﬁp;}i,ﬁ"i‘ﬁ%;ﬂéﬁ‘_ # & e

AR EE

o4 -

Source Destination Protocol Lengt Info .
192.168.1.6 192.168.1.80 NGAP/NAS-5GS 118 DownlinkNASTransport, Security mode command Secur]ty mode
192.168.1.80 192.168.1.6 NGAP/NAS-5GS 146 UplinkNASTransport, Security mode complete

192.168.1.6 192.168.1.80 NGAP/NAS-5GS 222 InitialContextSetupRequest, Registration accept] Command ¢ %

v Plain NAS 5GS Message
Extended protocol discriminator: 5G mobility management messages (126)
0000 .... = Spare Half Octet: @
. 0000 = Security header type: Plain NAS message, not security protected ()
Message type: Security mode command (©x5d)
v NAS security algorithms

i¥ Null Security

0000 .... = Type of ciphering algorithm: 5G-EA@ (null ciphering algorithm) (@)
.... 0000 = Type of integrity protection algorithm: 5G-IA@ (null integrity protection algorithm) (@)
0000 .... = Spare Half Octet: @
Source Destination Protocol Lengt Info

118 UplinkNASTransport, Registration complete

192.168.1.80 192.168.1.6 NGAP/NAS-5GS

~ Security protected NAS 5GS message
Extended protocol discriminator: 5G mobility management messages (126)
0000 .... = Spare Half Octet: @

.. 0010 = Security header type: Integrity protected and ciphered (2)
message authentication code: ©x00000000 |
Sequence number: 1
Plain NAS 5GS Message
Extended protocol discriminator: 5G mobility management messages (126)
0000 .... = Spare Half Octet: @

. @000 = Security header type: Plain NAS message, not security protected (@)
Message type: Registration complete (@x43)

$ A A FRd R A I E

Amari-soft #* 3
:,#,;J{ i}‘. #ff 5G—IAO
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Destination  Protocol

ID: ex2e Source Destination Protocol Leng Info S . d
192.168.1.6 192.168.1.80 NGAP/NAS-5GS 122 DownlinkNASTransport, Securi: mode cg ecurlty mo e
56-EA0: Supported 192.168.1.80 192.168.1.6 NGAP/NAS-5GS 126 UplinkNASTransport, Security mode rejdg ‘l FAg
o . ommand* %

v Plain NAS 5GS Message
Extended protocol discriminator: 5G mobility management messages

n NAS message, not securi

= Type of clpherlng algorlthm 5G-EAQ (null ciphering algorithm) (6)
... 9960 = Type of integrity protection algorithm: 5G-TA® (null integrity protectio

.. = 128-56-IA3: Supported

0000 .... - Spare Half Octet: 0
Samsuno- * Source Destination Protocol Leng Info
(=} 192.168.1.6 192.168.1... NGAP/NAS-565 122 DownlinkNASTransport, Security mode command
5% & éka i} 1 192.168.1.80 192.168.1.6 NGAP/NAS-565 126 UplinkNASTransport, Security mode reject (Security mode rejected,
-2 1##; X

ﬁSG IAO criticality: reject (0)
- ~ value

v NAS-PDU: 7e@05f18

(Null Integrity) e e
x

mobility managemen
- ea e: Plain
lessage e: m rejec X! .

SGMM cause: Security mode rejected, unspecified (24) Securlty mOde re.] ect

B AL P E HERE RS &

RI66~ 2 h %~ k{7
TR A HFEE

(T) HE* A1 FEDTERP

B iy~ 15 7 vc NWDAF £ 2297 B 8 4048 P~ e B2 0 e 4574
(Non-Real Time Radio Access Network Intelligent Controller,

Non-RT RIC) 5 Pre-6G i iv¥ E# A 1 A Ef-S BE Y chie e
it BRI RERMEY S AR T IR SR
Bsenp g Y JRIS o ReitBcyp A AT B 8 L ik
(Operations Administration and Maintenance, OAM)z & Pre-
6GC et it T > T 5 Pre-6G B * ## i 2o jc b i i
Pre-6GC 2_ #F 3R 4t = 2 F 3 - Pre-6GC sz L #5741 # it (Policy
Control Function, PCF)# 1/ 42 45 3 & ficyg 4 45 7 dc 04 47 % %

TR R s oA R B i (Network Slice

Selection Function, NSSF)¥ 1335 5 f #1755 % EH i £
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Poisoning Attacks @
' -
Evasion Attacks O *e
-
.
* -

.
* .
.
ML APl-based Attacks @ °°°°°°

A~
Reconnaissance | () |

O .t
. .
Zero-Day Vulnerabilities Detection @ .t
.
.
K
Next-Generation Malware

BI67 ~ H » L 15 F 2 Pre-6G i sient > = P
7ok kR o Al for Beyond 5G Networks @ A Cyber-Security Defense
or Offense Enabler?

H — Identity & Access Management
.

. @ RESTful API Security
& .t i)
- . *
- - -
.
.

------- ,a Network Anomaly/Intrusion Detection

"
@ Root Cause Analysis
.
* .
Moving Target Defense

oA 1R E L A A s A 1 (Intelligence Radio)i
WG L F Rl TEY PBEEY RE AR
WA IS P e M A B ATHS R TR R - B R R

TREREIE B op ARTA RSN B F A R

T

\:&

Bl enl FEl o PR AT > EME ST FREDE ROV A
Bt o Pre-6G & % e ik f L B 5 B R SR = hp
B it o

Pre-6G it #it g F 4 R TIsp p & 1 chipe BRI 3 32
BE 2Pk oL ETIRIE ~ ST g ¢ B AR o i A0

LW A F g e d 46 (Intent-Based Interfaces)™ it %

PRIREBRE G ARERAN L AT cema R B
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(X ARR b BT EHCA] 0 A BB A ORENE aoidfed &

9N
B
3
o
=
N
(e)]
®
=H
ok
[
:H4=
.
i
B
st
Q
Py
>
zZ
A}
1
1+
flm
2
=
o

PR AHFERY ER DA F o E@ii%%éﬁfé_iﬁdfﬂ‘i)’jﬁé‘é & 3
T RE Y ] s AR ik f A i (Poisoning)

LLAPEES K p el f A EF e

7o ",

g 3
.‘.

Retraining A

Adversary

(@) Jef FHE V&

(R
Channel Busy [ T TTTrreeseeseeeemeeneeenesss T A

Transmitter Receiver

NN/ dle Channel

Poisoned
model

(b) fea i LK &

684 it A 1 EfWELY T LW
7ok kiR o Al for Beyond 5G Networks : A Cyber-Security Defense
or Offense Enabler?
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3 E & 2 %3 (Malicious UE)¥ Pre-6G ey 42 54 s i
ﬁé%%ﬁ?ﬁ%ﬁﬁﬂﬁﬁﬂﬁﬂ’ﬁﬁﬁﬁﬁé4ﬁ%%7

W2 om0 SRR LB E T B aELEL o BE R Pre-6G (R ix

|

EEE T PR C ORI PRV SR

FERAA A AR P ERY SR FRL
Sl a7 o

Pre-6G #yic e iS4 1A Efc B BV $> &% 2
BRI AT TR A THERSRDT A EE o g
ERYPHBE-HBR ERY 2 Bhat F g (4 SUPl)H

PR BT PR G270 B o

Surrogate
Attacker

Traffic’s

Features Benign

Anomaly
Detection
Module

FBO - B4 % = 4 i B LT LW

7k k& o Al for Beyond 5G Networks : A Cyber-Security Defense
or Offense Enabler?
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R

% 3.0

(=) #3% % 2(Quantum Safety) ¥ #4%

(=

FEF L 0E NI FHE R

¥ (Quantum Computing)# it
#2744 & (Peter Williston Sho)# 412 4 f /% & % (Shor's
algorithm) £2 ;& % - £ % % (Lov Grover)# ) 2. £ % % /7 & ;2

(Grover's algorithm) » #-3F 1% ¢ F MR F hH R ég e B
(Symmetric Key Encryption) £ 2 # £ 3% 4 % (Asymmetric
Encryption) s sie 78 3 g% o

i ¥x £ B B 74k & o H #8772 (National Institute of
Standards and Technology, NIST)%# # his & + pF X 5 £ 3

LiES

&

3% 2 (Report on Post-Quantum Cryptography) » & + 7 *&

GEIEY BURE Rk

% (Symmetric Key Encryption)#s 24t

F-3% e % (Asymmetric Encryption) & St engl 5o 2 14 o
14~ E 3 FHHRGF BT FE 2 i
TS E Y %4l * ik £+ Y cnfirdf
EOFF A B o
newy T spnmen |n | GReEmes
SHA-2 ~ SHA-3 N/A s S lic | F R RE g
B o2 | '

RSA #4278 /= ?Lﬁvﬁu—;\ S N L >
PR SRR AE | o, |AE R L
(ECC) z ﬂ'f?—} % o e =
TR RIFE £ 4
(Digital Signature | Z=¥F 7" 4¢ 2 g I I
Algorithm, DSA) ' ‘

TR %

O©ITRI.

=>L $
Ky g
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I'ZQ#QE: 2020 i;f’?%“—k g » AT :ﬁﬁiﬁa}i}\’ﬁ KQQ?%%

\_

SEE imEP A I Az T3
B2 | TuEREFT AT o

BT I B B R E R AT R LR O AR B 20
IR R AL A TR AL - MECH R LA PRI ST
i 38 4o 2245 & % 4% < 3 (Diffie-Hellman Key Exchange,
DHKE) ~ x 2=—#% f & #F[F]l+ & (Elliptic Curve Diffie—Hellman,
ECDH) » R-S-A = X % ¥4+ % /% ¥ $ #71%  (Rivest-Shamir-
Adleman, RSA) ~ #fFl v st #c> & § & ;# (Elliptic Curve Digital
Signature Algorithm, ECDSA) - k7@ » igd $gpiasav & * § 3 2+
FWIE AR B ERGE

GRS BAE PQC A LIRS P ERAE 0 LRmE o

A FL AR SRR 2 c AR E S RBE  BES BB

B g ant B A E S AL o 2 2006 £ By -

E s &+ %55 + ¢ (Post-Quantum Cryptography, PQCrypto)s >

£ B NIST ~ g+ ETSI ~ ji&c#ic ~ Google ~ 4 p ~ & g +
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(EERAE s AN AR S R A

h B & 4% 4 (Public-Key Cryptography) = & » {5 £ + &
BEOFY e 50 RBHBE ~ 745 Y K4 (Learning with
Errors, LWE) ~ % % & % # & (Multivariate Public Key
Cryptography, MPKC) ~ % 7 #2/% & ;% (Cryptographic Hash
Function, CHF) ~ %5 % 7% & (Code-based Cryptography) 4z +
P ¥ 5 R % 75 & (Super-singular Isogeny Cryptography) -
AVRL P NI RS TSR T UEE NI X EF A
= P B & 4 2 72 3% (Public Key Infrastructure, PKI) -

¥ R RIRE SR 7 4T e 2017 &3]0 B F F L ehk
69 BisEF RAMEIFE 2 o £ R FILE BT AT 5B w = eh
HEER % > 2022 #:5 1) CRYSTALS-KYBER 7 5 = B £ 4%
4v % (Public-Key Encryption)éis £ + B &8 g5 2 > I iF O
CRYSTALS-DILITHIUM -~ FALCON ~ SPHINCS+i% 3 #c i~ & % /%

¥ ;# (Digital Signature Algorithm, DSA) 5 & F %8 £ /% & 2 o
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1. R ¥ Pre-6G i« 3u7f #in% 23R AL

AP G AR AR Pre-6G i S ehE 2RAL 0 24 WS
AV E MR P- R an% 251 2 O-RAN Alliance %
3GPP 2 {538 4L 87 gk jiep™ § 4R 2 o

&4t 6G AL AR >332 FCC 245 2021 & 12
poE i e TR ok g B 2 (Future Uses of Technology

Upholding Reliable and Enhanced Networks Act, FUTURE

Networks Act) ; £ T 12 {2 {7 #+ i€ 3 e §& 7 % ;2 (Understanding
Cybersecurity of Mobile Networks Act) ; 2 T # R 7 % #5%it
4 ;% (American Cybersecurity Literacy Act) | » #4341
o B A e8GR R G| R R g A e
H RSB 7P i s e A GRAL o
EFREHE > 2§ 2 HErE ¢ (EU-US Trade and
Technology Council, EU-US TTC)s% » 1 1% -3 i vz
> ¥ i £ 4 (Working Group 4: ICTS security &
competitiveness) ™ #- 6G Fx p » H 1 & cngiE2 - o 3 @

A F e w R 3R GSMA Fl e itk i & > g

b

NESAS ¥ % s Pre-6G & %2 % > i o
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2. RERAPBRFERAREZEE S O-RAN hEF RN £

¢ % O-RANAlliance sz é "o @it | (5 > Pre-6G
TREE FoB e g3 JENT R IR o AR R
B ek #1055k (Prague Proposals) 0 7 13 iz i
Pre-6G it #c Al 883K & & Jpdd g L ¥-5_Pre-6G 7% ¢ =&
TR B4R Tl Pre-6G TR ¥ XFET G Th
et gorl KA BB EH 0 LT v SR Pre-6G 4p
PeRLGA KA DT A T e

A FIETREPIRERF I P AAS L HEH
fited » O-RANZEH 11 2 @58 5 ECF S enieid K i 7 4
#% O-RAN £y £ 12 %88 EConilldp 2 A A 3
# 7 &4 O-RAN Alliance = % » & x4 GSMA 1] z_sie i
X HE % > FHES % NESAS» 52 3GPP 4] 2 & 7 % Fa i
% SCAS kFHEA Feh% 2> M MA B FEF Ty

Ris
A}

fk”*%%‘ﬁ“a“ﬂuﬂ,éfﬁ LR EL T P

#H A SDRED FERL 4 o
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AL BGEER FEEHHAS 3GPP % = 1 v e

% 2>+ (SA3 Working Group - Security, SA3 WG)z& & 3 37
3GPP A 4gs A £ & 57 % /(%1528 SCAS 4~ 1 3] ¥ %
WA FHATH AP RIE RG] 0 0% 31 ivey 103 KM €
R FPEE R R R Re® R NRIE R B RE <
T T ¥£7% NTTDoCoMo ~ & #4p b iRl & 6] o Bois 304 2
R18 3 o A p BERIGE 5% Gl » 3GPP engljiriR it~
33742 ¢ > BH» § RHAFTHELIFL RS » REE
BodE 725 T4 REE SCAS- 4 #F W 2 1%
# ¢ TAICS Ff3->t 2023 # % = % - &t 5G Open RAN F %
RIFFRF AL S 7 g (e 37 L TAICS TS-0053 v0.3-5G
Open RAN 35 % RIzE A4 iR3EIE B > 330 TAICS F et =

o

‘/:l.
[
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E2 5 B <lucas@cyber00rn.org> Wed, Apr 28, 3:15PM ¥ &
to 3GPP_TSG_SA_WG3@LIST.ETSI.ORG, 122:f ~

Dear SA3 folks
The current 3GPP specifications has already defined the disaggregated gNB
architecture and security requirements for F1 and E1 interfaces of the disaggregated gNB
in TS 33.501. However, the test cases described in TS 33.511 (SCAS for the gNodeB
network product class) did not cover those security requirements for disaggregated gNB.
Do we need a separated SCAS for the disaggregated gNodeB network product class?
We are looking forward to hearing from you.

Best regard,

Lucas

Yi-Hsueh Tsai, Ph.D | 3GPP Delegate
Cyber-Security Technology Institute (CSTI)
Institute for Information Industry (lll)

W70~ %31 v (SA3)T F £ 34k

T kR AR EFE

O©ITRI.

RS

T R A1 ArE 2 Pre-6G & 3 4 % O-RAN f ¥

3

B g 2 S ARG T AL S g R
é‘%?iﬁf/'*ﬁ‘ﬁ‘/%é/?'Féui7}341%3?%‘3 F.ﬂ i%‘?iﬁﬂfﬁg?‘

&
Ak £13

’
o~

& R R B T APTNL AT L 50 FURATE

2RI AR AL 0 4 4 6G BT iR MR 0 R
ISO/ SO/IEC 27002 : 2022 iz 4178 P » B o F%F 1R i+ o
(International Organization for Standardization, ISO) ¢

2022 # 2 " 15 p =% B 3735 ~ ch ISO/IEC 27002 : 2022 F

WE > RRE PHEFRE-T AL Eu el VE - & (Information
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security, cybersecurity and privacy protection - Information

security controls) » & F % > ¢ = & 3t (Information

Security Management System, ISMS) 1§ iF45 51 - # #2013

\

5% 4 IS0 27002 £ 4T 5 5 4 BT #1244 B 5 B35 -
RGBS SRR 2R3 %0 F

R i%gﬁ%“g’ﬁ¥'i~*“ PR 2B Ef R E T o $

3 AL
=R

&

- B E S PR R A g B

(Control Attributes) :

(1) #4132 f& (Control type) : 34135 % o p¥ldeie 4 » FIEF
LERZBRES o

(2) F 3% x4+ (Information Security Properties) : 474135

% F B4 (R4F vRa 7 2 4514 (Characteristic) -

_‘41%-

(3) B % 2 1= 7% (Cybersecurity Concepts) © i3 414 * &

ISO/IEC TS 27101 ¢ & if chie e & 2425 7 T &K i)

‘;F

(4) & iTii 4 (Operational Capabilities) : 314 % &7 iF

(5) =% 24g 3 (Security Domains) : Tl TR & S

% 475 (fields) ~ & %50 4 (expertise) ~ PRI A 5 o
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d >t Pre-6G ¢ seaxin* 5G ek w7 H ISO/EC

HEag o P 15

215~ A FFE A N4 ISO 270024 4158 P 2 4 51 $H PR £

¥ 1SO 27002 #5241
TP /353

514 F . &

. : (Information Transfer)

¥ f2

Z # (Privacy) At LR 515 & B - 4]

f (Access Control)

e o ZEREPR NAS e .
{7 8 1 S T e 5 ¢ CloT 37 % #icenms 515 % > £ 41
(CloT) PR (Access Control)

%8 PC5 /& hH #
F' E R

#%iE PCS /i o adrdf
FAER R

% PC5 /1 & hR 4%
F" R 2R

L 4 (redundant) @ ﬂi%] 514 F = & #

2R P A

5147 = # T W
(Authentication
information)

B 75 4 (V2X)

R X e (Information Transfer)
L UPRATHST 514 F @ i
e R = (Information Transfer)
JJ2iE 2 PDU €340 51 F & > 5 i
AR B2 UP % (Policies for
éfi" ES AN information security)
31 31 (URLLC) 51 F 3 % 2 sc {

PR e B (Policies for
RIS 2 A information security)

514 F = &
(Information Transfer)
514 F = &
(Information Transfer)

Mt B+ g p M

QoS & ¥ ik
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B AL B R R E D AL mu) L % 3.0
o ¥ 1SO 27002 41
<% 28 ™ 2% R
w2k Pre-6G x L pr
~ 514 F = @& #
AT e a3 PoE N
pF R AT Ry i 3 f%zzf‘fﬁé e (Information Transfer)
(TSC) PR LR 514 F o @ i
fe 35 (Information Transfer)
Pre 6G LAN i =z 217 5% & F
s el (Authentication
Pre-6G LAN Jrormation), s
Pre-6G LAN group ¢ (I£’ i P ‘Kfﬁ‘
P olicies or
REFTE L 2R information security)
3GPP # & chie s (515 & B ¥ ]
= 4 (Access Control)
O-RAN =z & chieit /i | 515 5 B 2 4]
m o R (Access Control)
S -
5|7 8 5A1 7h o WP
(Spoofing identity) (Authentication
information)
% #c(Tampering) 515w P dn
PSR (Access Control)
517 I # T R
T 2uf2 (Repudiation) | (Authentication
information)
46 E (Information 518 % P X
disclosure) (Access )
- KEl
e 43255 (DoS) (5A1ciessh; >
# % £ (Elevation 515 & B = |
of privilege) (Access Control)
ALK A HFE
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|

AR RAIE E R R RT X AR P RS

RS B3T F 3GPP ¥ - Lo RAEEY B8N TR

p;;

5> 4w #4F 6G ik sz 2 ISO/IEC 27002 : 2022 ehF %
¥ o
FERTHA-66 52 AT X R
A FIEA K B6G £ R hkie RS EagdRz gl
# IRix(Everything as a Service)eni: & » #-51 &k & fE 4 #d -
LT CFR O RT R B RE BB OERACR R
REPEIEFREL MR M T LPR G EF DT 2 E

P EalRB R R B TR 6GC AXFEE A

N
i
(‘ﬂ
()
—h

)

o 3
End

e G REFERYIEF FS IHE  HRAMEERARES
2R i B e R TR JRTE R AR M R T T A T
AR T X R P R FIPEFERNT L RTR T RF 2
HRAF L Z 2R FTL LN LT 066G B ITE R R
iz ded RG> HIEARA K 6GC FTX R IR F T FE A X

o ds 2

\\\Xr

5154 o L 3-H 7 23 P & 1 B5G/Pre-

A
v

6G/6G i ks Piv o 4| 6G A HF X B2 F B R

Mt B 22 BG FTE Mk AT E 2 BN TR BRI E
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EfE P MR EE AT F R F A SEE AR 58 6G AT

R hTA 2 3T L E AR o d A pEE 2L 66 F X
W kAL BaER o
(-) 6CGEABI - PR FASPTHHRFES L
6G fhe ¢ & % i 2 oF kS A VT LR F W P
AETRE AFECAIML s BRI ERT B 6G B E N2
1‘]& ~ Open API 3.0 » 1™ #-4-4 6G B AFTHMITA L o
1. 6G % ¥ A (mmWave)id i3 chx >4
(1) 4%
&R APk A AEE T 24GHZz 2 0 g ﬁ;f]%j Fpe v g
MR EE L AR E ARG HE . L FRBREY
O IE R T - R P ARBT e B e R R
Sub-6 fr mmWave % 5}t e 3 o
(2) =%
#FC(Eavesdrop): #EEF 7 1 X SR L FERIP S A
AR R R SRR B KPR SR

B AL o
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B.

(3)

A.

C.

+ 3 s ¥ (Active jamming) @ € * FHE BT~ AT
Bug R FARS AR ) KA B KR m Mo R
EH PR RRATEEFELE 0 B - 48 DoS -

7~ 24 sz # (Pilot contamination attack, PCA) : (% &+ % )A
FHELCHRL( 7B HREFERT © Bk oG
Bt FRR)EFHE A UEAFHE A 6

BoS Rl 0 R E SR AGA T (7B A

Bk fp I ERY C BoBEmLRSIES

7S

i * peiap B 4 (Frequency-hopping spread spectrum,
FHSS)Ho i » i jezfer g speh 2z B G eh a7 B4R
FoO o B

% 1§ 1% il 17 (Covert Communication)$tjir » #8315
ol PLULRRRELFRFFR
B H T A s FiEEE R S e IT DAk IR

PP LR
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#E

2.

SAR B 2
(1) 4%

REGETEERAREETE R R AN R SR

B ML ot L2 MINO $ask § am - 8228 5G 3
FOEXRBEFUFRL B OB E F T AFATDRT KA

$6G [ % g A R €7 L AT 8 L F
gk

RS IH ,rq,:@ F#) 10 6912 & & K g Lo
AR Ok B 5 e B A 0.1THZz~10THZ /i »t pi 2+ 8L %
2 [ AR X RB G S BRI AR ESE A AR

Rl AR EFRE RO SN U A T L 53 5 66

(2) = % : ##k(Eavesdrop) » &= A% R (1 GHz 2 10

THz)» "3 A k@R adfad oz £ P HRER
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#E
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R AR R TR R B T R
HES X

(3) ikt & * FHSS $uiir > tddfrshsr ¥ sfedi2 B (2" 4h e

i

e AT P gk L R

3. VLC ¥ 8 i & eh > %

O©ITRI.

fAfl* 400 1 800 THz 2 fF en¥ i%fi}ﬁ%&:ﬁ%ﬁﬂr’g i f

Lo Flpt DRI FEY > VLC £ 5 %

(1) &

v kil i (Visible Light Communications , VLC) &_-

LGRS

Pl o B 5 A — k> VLC/%E 5k 1+ 3 Hojtw(Light Fidelity, LiFi)

e 2w e ARG POE(de WIF) { % > 0 d 3N SR & Sigp

Lhﬂ”ﬁﬁzﬁﬁ—??& S TR OAR S ‘#3.1%;;4 5&xd§j&fﬂ%ﬁ%

pe

A KA L

RF s %> 1% iod B 4 p a4 Ry o

VLCILIFi chR F Bl &2 7 5% 5P 4o

21k AR HOEE I 0 FRECE o 7 i~ o SHE-3 SH VLC/LIF

saie ch LOS BB A iR 5
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FE LA BAAS R R E I AL

(2) = % : #;#.(Eavesdrop) > 5

r\?vfé?% 1’2"_"‘ %

w
H
H
4%5

B)PEIVICT & * X FEHRT T EREN LB

FHRFFD

FHBEP T MIMO VLC ik .t

AV R IR XS

r N LY @;%]Fm wﬁ;fg*&& e o i iR * AL

R =g
o RN
4. & F75 e A B DLT
1) 4%
“r3) DLT > £o8-Scdp B A 47 5 ] B £ 003 i { seeide %
W ER T F R R R e R T AR DS SRS BE e
FIA e

o [ pF o d 3t DLT ki iie en b il @ B A e
‘/‘E—r'kr"#:@i%’ 7“&%’1"\:’3 Qgﬁjépg)—i’j’juiiﬂigg\:j\o

P e R R e £ @ b A B LT B A 4T

e
AP

6G ¥ HHiE 12 T B T AL fRAS 0 UL
W RHgnfe DUT ek (73%% it 4 #maMagas 2 g

B bt RHSP L  T R R

L e L

PRREM TR DRI T i A AR A
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R BRI AR AAFL wut % 3.0

se ¥ = AlI/ML 1 ;,FFF'X %ﬁﬂ?;}ij\/&,ﬁi Al/ML ng’Pﬁ
FL ¢ # s (poisoning attack) -
(2) = %

A. P 3T amv ity RBAAS I Y YT BIEPE

Ei \'—'l\.‘s

2% E'.F‘«E PRt IR e o € FIR RV
f -

C. £%sz# (Replay Attacks) : £ sz #x fiw st »
EEARREICE DR T EL R MR- R 5 iy
ol er? ERGE D T RAEIRCL T p oo R
i )G Tt T R R AR £ Mt fEoT
FARE L Pl B8 -

D. & 475\ %R 7% (Distributed Denial of Service, DDoS) :

FAEB PRI g AR T R R LAk (7 o
TN L E e v PR E S Rk gAes E Rl

TFB E‘;i fg‘ o
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LA AR

#E

et RS Y REEL EE D% 3.0

(3) 73k

A.

Pk g fa g 4 cndo B 4R 2 SR e ka2t g

o

i

o R DU R E B (e R R

S b LB IP)ed s g o

¥

bt 2 SV R €3 A 1% o - L R

L S NAEFRR Y FAT L E
PEMELTEF R B RS

Thengid, G RRAGRER G FEMRERY 0 B
SO B R deF R Y G R e
Tl iR A B oot TR, S i
gBLE 2 gpcbiRa e o BB ASREE S & B
ER Ay o o AR S DT AR e g

SRS O BARDREAAR P 2RI ROER R
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D. & iv W3F PRI ~ i@ MRARPRFE o d 304 7 3852 #F » %

PR P RS RArRRKAE o TR HH S F T

195 AR AR AR T 2R

5. BT &MAT 2R VRAN 0% 2 1
(1) 4%

VRAN o 228 RAN 23 8 6G % 2 M pe i Hpis o
VRAN £ 7 @ 58 RAN #pfe chsd iy » (e A fi ¥ JRAZB 1 ik (7
TmREL(blhe RECAFTE ) 2 2 L AERFHF LAY
e TR

VRAN fr2z;t RAN 3| 2% 22 6 0¥ 4 a BEL R

R ET RE =N SRR P

i * Open Source hp i B3 F fUL T ¥ | 1 B 347 fe
Feilbesg Bt ol B BRI Sl F R frg 2
VRN D o BIEEERT v T A RE S L T

WHER I FPH B TRE RJIF c Ao ok AR * S XL
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HF L BB RT R P A2

iR g ()40 55 library B) KB 2 W %55 > RUEF €

Sl
(3) 17 3%
FERFR R VR iz B g1 LR FHN Y Sk e

AR EROE 2 TP EE S LRI REFE 2FE R

FHEERMIC M 2t s E S AR R

S o 2ATE SRt R ER L &
T d A% g FOTRIEER P B TRUA R & B R

6. 6G B % ;' % 1 / Open Source % 2 |4
(1) 4 &
6G B 3 3\ % Adp & 66 HpFer i A o Y - &
R @ VHBNFHE  EEBHEITIAREE T
REBF% (7R~ (F 2 {FENEN-6CHFHFNEH
G B RS 45
A, BTN A 66 B S e Bnaus T oo 7

R E BT R g e B g R B R R I

e iT o
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B. &#M:I6CRENEHLT B 7 UEHT D
e* R EERBMRE TR R R

C. VHER: 6GRHNHET 1A EFE - FRIATE
To* 7R BT AT R A

D. FE®™ :6GR#HNERE G FEL R ¥ UFR
PAEY ~pdRitfep BRI N R RR O

HEiL T o

47 ¥ (supply chain attack): A4 18 & R 4asc ¥ > i
WA EDFRAFLANERRAL LT B EARE
R g A W A~ B R AR o 508 i Rsar
RPHBEERTBRAENE R oA G ik kL

FIFERG -
(3) 7 &
B REOREREREORFRE 2 Fh LR DR

BB EE RIS TR ERFR L L i E 2 =

LA

She

_p

_.JB

p-)

e

—\‘\
o
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HF L BB RT R P A2

7. Open API 3.0 sh=x >+

(1) # &
OpenAPl» i ¥ fs 22 APl> £- BT % chj* 42

i & v A Server Side Web AP s * = 3¢ » 35 - 3 X
FOLEEARN D FER SR e RRA -

A, ST R D RESREDRET o RS SR PRI
SRTER S e
oy I L s oY ek la B AP B
AT RHF IRIREE o

C. ¥ A APl % ¥ fo 7 2 B en APL i 4

A 4r B 4 ¢ EB 4 o

D. DoS s=#/DDoS sc# : if:if =

(3) i 3%

A B SR 4N B

i

B. Rkt &4 o anl A R B
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EE D% 3.0
D. A Al APl = 23303 T AR o

8. A fF T 5B h AIIML h% >

(1) 1%

1AE T 6G f iRk~ B T 6G BB 4R
Bl r Al e R4 1 FE#a 224 6G N3 mp b1t
#

Ea Y it L BG ¢ L A1 [ AR R

R IR PSR R 125

f%?*—’\‘i"_é,\‘*ﬁ—a/(‘l

!

RORF I RF AR A
DRI R ER EEPEE
PRI Ao B BE N FILEREY v B E R N

% BCI ¢ eid 13 o F]pb 0 4 LA E Hjis-F 2530 I 6G i

#? uMUB ~ UHSLLC ~ mMTC 4 uHDD JR3% P 4 o &iT

LR WA B Y bSPTIR T
pi i

BEFVEAIFED- BAL BEFVEF 7 NEH

2

m

M

TE BB AT R %Y Y TS D HEF R

BSERAIFESIE o FAUT NG
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A.

£ B 4 ¥ (Supervised learning) £ % " i 1% # 1
(labeled) % zn @ & 47 o35 18 R AU Fp Rl g = 50 o
Heiz @ T R R T e g Y i d
s - @ 2 E R UHESIERD SR S
REFIEYV ) FRS3 g - EY AR E
RAARDTD L2 (R R T e
IEALARE KA o § RIS TR EH 0 g LS

HF AR T B YT e A TR P S

f‘m
d
f4~
E _v

g% (T o

\n-
‘F“i

|

=5 F 3 8 ¥ (Unsupervised Learning) 3t 3k 7

FEE LA RIS PR TR vk

EX

% e B 73122 §F4p (Co-occurance Grouping) ~ 45 !
AP ¥ 2 B (Association Rule Discovery) ~ 25 =
%3 (Clustering) > # 53 5 & & T FEend] ] o

b ,Eg,\‘g 33 r"ﬂ;}’i‘]“'}'g F, ‘} %‘;#ﬁgfwﬁﬂ ":!-»'fld-’# i

=

B oo gL E;;E»;ug 3#Wo, e ;E»;\: LSO D S N S K I

A4 T S B A AERR] o R iEHeh N0 ) g
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PF BRI R F Y AL wElt % 3.0

SR FHESHA TN Fand e 2 B E R M Gk

Bt ERELF(BFC-ALRTLELES -

C. %1 ;Y8 ¥ (Reinforcement Learning)sndF i d_7 7 %
BEEROTH EBFIRATHY A FV 0 e Lk
BEAPREALGFRADEY > AP ESERBR DL
[ § = w 4 (positive / negative reward) > & ® p &

RESERTES SIS AP S P T

o

E P ERDER S RVIERDP R ER AR I E

A. 6-%—;%'?/5;@]“-%—:ﬁ?i#&%gﬂg}m)”‘ ‘}la/“,\mal’ﬁ'

THA DR AN € nggﬂfstyﬁi;—]ﬂzﬁﬁ?ﬁiﬁﬂﬁﬂﬁ‘; 4 -

B. i #¥ sz (Evasion Attacks) @ &d, :f—cﬂ?—"ﬁ hAoicp

BB BT Y AR T LB R~ Rk

)

F o B ARk St o - g 2 AR g Ay

N
3

B~ WARPRIPE o
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C. A#HX PRz HFioid 7 Ko 1 @ Giot 8 AH K

R BT 0§ R R/ R 4 o
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v 1.5 A. L. Imoize, O. Adedeji, N. Tandiya and S. Shetty, "6G Enabled Smart Infrastructure for
Sustainable Society: Opportunities, Challenges, and Research Roadmap," Sensors, vol. 21, 2021.

v' 1.7 W. Jiang, B. Han, M. A. Habibi and H. D. Schotten, "The Road Towards 6G: A Comprehensive
Survey," IEEE Open Journal of the Communications Society, vol. 2, pp. 334-366, 2021.

v 1.13 D. C. Nguyen, M. Ding, P. N. Pathirana, A. Seneviratne, J. Li, D. Niyato, O. Dobre and H. V.
Poor, "6G Internet of Things: A Comprehensive Survey," IEEE Internet of Things Journal, vol. 9, pp.
359-383, 2022.
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Analysis of loT in Real-Time Location Monitoring of Employees Inside Underground Mines by Using
BLE," Sensors, vol. 22, 2022.

v' 1.17 Z. Zhang, Y. Xiao, Z. Ma, M. Xiao, Z. Ding, X. Lei, G. K. Karagiannidis and P. Fan, "6G Wireless
Networks: Vision, Requirements, Architecture, and Key Technologies," IEEE Vehicular Technology
Magazine, vol. 14, pp. 28-41, 2019.

v 1.18X. You, C. X. Wang, J. Huang, X. Gao, Z. Zhang, M. Wang, Y. Huang, C. Zhang, Y. Jiang, J.
Wang, M. Zhu, B. Sheng, D. Wang, Z. Pan, P. Zhu, Y. Yang, Z. Liu, P. Zhang, X. Tao, S. Li, Z. Chen,
X. Ma, I. Chih-Lin, S. Han, K. Li, C. Pan, Z. Zheng, L. Hanzo, X. S. Shen, Y. J. Guo, Z. Ding, H. Haas,
W. Tong, P. Zhu, G. Yang, J. Wang, E. G. Larsson, H. Q. Ngo, W. Hong, H. Wang, D. Hou, J. Chen,
Z. Chen, Z. Hao, G. Y. Li, R. Tafazolli, Y. Gao, H. V. Poor, G. P. Fettweis and Y. C. Liang, "Towards
6G wireless communication networks: vision, enabling technologies, and new paradigm shifts,"
Science in China, Series F: Information Sciences, vol. 64, January 2021.
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K. Noordin, S. M. Sait, K. A. Al-Utaibi and F. Hashim, "6G Wireless Communications Networks: A
Comprehensive Survey," IEEE Access, vol. 9, pp. 148191-148243, 2021.
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Journal of the Communications Society, vol. 2, pp. 836-886, 2021.
v 1.5 A. L. Imoize, O. Adedeji, N. Tandiya and S. Shetty, "6G Enabled Smart Infrastructure for

Sustainable Society: Opportunities, Challenges, and Research Roadmap," Sensors, vol. 21, 2021.
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7th International Conference on Computer and Communications (ICCC), 2021.
v 1.7 W. Jiang, B. Han, M. A. Habibi and H. D. Schotten, "The Road Towards 6G: A Comprehensive
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v 1.9 L. U. Khan, S. R. Pandey, N. H. Tran, W. Saad, Z. Han, M. N. H. Nguyen and C. S. Hong,

"Federated Learning for Edge Networks: Resource Optimization and Incentive Mechanism," IEEE

Communications Magazine, vol. 58, pp. 88-93, 2020.
v' 1.26 Q. Yang, Y. Liu, T. Chen and Y. Tong, "Federated Machine Learning: Concept and Applications,"

A.CM Transactions on Intelligent Systems and Technology, vol. 10, pp. 1-19, January 2019.
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(2) Vertical Federated Learning : 4-®]105 » & & %2 & ch
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(3) Federated Transfer Learning : 4-#]106 - %22 4 hi #L i
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v' 1.26 Q. Yang, Y. Liu, T. Chen and Y. Tong, "Federated Machine Learning: Concept and Applications,"
ACM Transactions on Intelligent Systems and Technology, vol. 10, pp. 1-19, January 2019.
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v' 1.26 Q. Yang, Y. Liu, T. Chen and Y. Tong, "Federated Machine Learning: Concept and Applications,"
ACM Transactions on Intelligent Systems and Technology, vol. 10, pp. 1-19, January 2019.
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v' 112 Y. Liu, X. Yuan, Z. Xiong, J. Kang, X. Wang and D. Niyato, "Federated learning for 6G

communications: Challenges, methods, and future directions," China Communications, vol. 17, pp.
105-118, 2020.
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v 1.2 M. Alsabah, M. A. Naser, B. M. Mahmmod, S. H. Abdulhussain, M. R. Eissa, A. Al-Baidhani, N.
K. Noordin, S. M. Sait, K. A. Al-Utaibi and F. Hashim, "6G Wireless Communications Networks: A
Comprehensive Survey," IEEE Access, vol. 9, pp. 148191-148243, 2021.
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b. Federated Distillation : 4+-®]109+ * 8 # & ¥ (transfer
learning) > 1| * g 3" S eh4g fe -7 (teacher model)ﬁvﬁi%]
NIFLERER KPR - B § E R (student

model) o i8> 7 U TRE 4 FA > & F A D

Knowledge Transfer StudentModel

B 109 - Teacher/Student model
PR KRR SR ST T 1.3

B. Efficient Inference : 3.3 #2416+ > & F FhKR Mo
KERZFRTE DI o 7 IEd T 2R IRE s

@ o

v 1.3 C. D. Alwis, A. Kalla, Q.-V. Pham, P. Kumar, K. Dev, W.-J. Hwang and M. Liyanage, "Survey on
6G Frontiers: Trends, Applications, Requirements, Technologies and Future Research," IEEE Open
Journal of the Communications Society, vol. 2, pp. 836-886, 2021.
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a. Pruning : - fEHCA B i g LR R 2
L i B/ £ (R110) 0 3 @00 @4 (SR pi8 7 ik & 1

R SER I & s N W R s (R

2

b
=
bo
e
=
Y

% % ¥ (edge device):rhf 4 2 -

b. WeightSharing: & £ & 3 € k> #A %
Bolic® o KA P I E snendin s o 4B 1110 48 WO0,0=
WO0,1 > W1,0= W1,1 > W2,0= W2,1 > %#c& 5 R4

A e1/2 -

Original Model Pruned Model

110 ~ Model Pruning
PR KRR SR -5 T 1.4

Woo = Wy

J\J(\\ L]
. weights= | Wip = Wy,
. Wz,U = W2’1

111 ~ Weight Sharing
TR KR FERRE-FT F 14

v 1.4 J. R. Bhat and S. A. Algahtani, "6G Ecosystem: Current Status and Future Perspective," IEEE
Access, vol. 9, pp. 43134-43167, 2021.
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(2) 6G @ﬁ%l B »endi £ 8§ 3 (Communication-efficient FL for
6G)
ARSI e ,ﬁﬂ,zmi)iﬁ&rﬁ@%] T L B g

®RGE6G WY [ L L E Y S o -

A.  Systemlevel: j&_k siend & Kk o FALaA & (4ol
) XEAG(rE RS - BrRdZRaIXY)
WEEY 2 EEe2 Pt ol ? 34 s @ di(3ck 4
fesble )% &7 FRY SR T HBE I Y F 2 R
B2 B2 2 i £ 8 3k kL (Asynchronous
FL System)#-¢ it | 3 chg & 8 % % 2L (Synchronous
FL System) @ i »c 5 % > R FIACA L ATPiB 417 F 2
FIrg PR B IR A BT By AR RS

FRR o

Device 1
Device 2
Device 3
Device 4
Device i
Synchronous Federated Learning Asynchronous Federated Learning

N : Computation [ : Communication
B2 2 8 8 5 44
FARAR R R e T4 112

v' 112 Y. Liu, X. Yuan, Z. Xiong, J. Kang, X. Wang and D. Niyato, "Federated learning for 6G
communications: Challenges, methods, and future directions," China Communications, vol. 17, pp.
105-118, 2020.
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RE AL BB R RAPED AL wul ¥ 3.0
B.  Algorithm Level : &iw &% § & 7 #5d 117 > U g

a. Accelerating Model Convergence : ¢ * # 3% zero-
order - first-order, second-order %% #% - & T "% ;%
(stochastic gradient descent, SGD)i & & & > i3]
PR Y & e o 4oB113 0 d 2 SGD { ATH A € 4r

KEHS SR A > #-F B4 3tk ) local minimum @ S i T et

A A
3 7, han //- s
( ' -~ \ ) ‘\ - T ‘ .‘ \\
L S, \ \ ’K 5 l\‘\ e
NN e *\\‘\. \ 14 N \ LR \
) \ \ L\ T~ )
Sl | NN y,
e ) R
Gradient Descent Stochastic Gradient Descent

F113 + GD £ SGD 1 #
FA KR AR HE-£T T 5

b. Reducing Communication Overhead: ¥ i d - & ffir

i (sparsification)e1= 3¢ -4 & R 5 4ot T 0L A KR

“ﬁ
v\\ }4

S L

h2 AR e R o F B F ok

e

By os iR LA M R R RARI R R el

Il

a3 R R

v 1.5 A. L. Imoize, O. Adedeji, N. Tandiya and S. Shetty, "6G Enabled Smart Infrastructure for
Sustainable Society: Opportunities, Challenges, and Research Roadmap," Sensors, vol. 21, 2021.
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#E

LA AR

et RS Y REEL EE D% 3.0

(3) 6G * i g 1 & & i (Secure FL for 6G)

d 706G FE M EE B L B EFY AP RELT § 1Y

£KPBRPRR AR F g > T T

g

Robust Aggregation Algorithm @ %)% & %A g % >

FREEREBLITR BB P

o w f1* g filter & regularization <77 & k> B
AR |

Robust Detection Mechanism : ¥ - i# & g8 i+ ¥ &
BIELZEENEL T FSEBEFTY IR oA -
A F KRR A R R BT R ERLEE D
R dp e o

Reliable Reputation Management @ % % € 7 5
*LiE G - 1 M4 dp - % (E (reputation) ;ﬁ d v KT

GEB ST ARIT ER cRBAEEELRLEE (T

\...\

ESE
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(4) 6G £ w1 enE & 8 3 (Privacy-preserving FL for 6G)
WEFYRERFATTEP RN AR PIEER
sz # (membership inference/gradient leakage attacks) > # d

IJ’T"';

“'-’\—k

A. Differentially Privacy : & B8 /2 4c %k 58 2 sx T E
Uoih- Blodiid S B BRSO 0 @ i R st ik
PRt RE RN H - sgkhp B - FHEE AR

I,R—FE‘%T‘ o 2P R AR TR n%ﬁ'ﬁ:ﬂlj tEae > Flgt o B
ECI IR R 4 AN E R PR £ S AN KR TR

B. Deep Net Pruning : ¥ j§* i #-3] i i+ & fie-pruning
LG 0 B R L B ACTRRT 2 s )
FES 0 TR PR R AT g o

C. Gradient Compression : d >t 45 & 7 2 F a973F &3 4
(semantic information) > I’J:%F—‘F'f v ,%%'1}" JEETHE R A b
TR e Flpt B AL BORH R L A TS YR
R E o BlAe B R RS A BRI RS g

r}s LA Fﬁ ’fﬁ'ﬂ@i ég/ﬁii{‘y
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6. B AREHGEE R

=

TR Y AR B R AR A E TR

B B EERET RS SHARE RS B £ AL

QTR U G E S AT 2 AL A

LEBTRG VAR EE P RT L ST B R
/8 £ (weights) (% & 4 5 4 iz (Deep Neural Network,
DNN)B-AI 7 ac F R 22 % £ eppr F 30 42 < & e & o Fgt o
- BRI e o R EHEEY U AL
PRZERE TRTRICE - 50 RRE- PR AR
(model compression)z* 3] 3 4 (model pruning)&_p =+ £ F*
R R e o dhd P EHCR ) g @%ﬁf’lﬂ BT B o]
L AR R o fe PR R4F S RS BOA AR et o Bl
Google # i & #-3] & 45(Online Model Compression, OMC)
AR R ST S Y S s A F & PR AR
Hpo e ¥ N FEROM KRRAS B2 R E TR B g Bk

¢ g BT SUEDAR Y OMC ¥ 1 #4T] Rdkehp
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#E

R BARR R AL H P AL wElt % 3.0

T%’*fr'@ﬁ%lg\; A FE 1§59%’P\—:'52’:§§f§#9 ‘f‘—" AR
# K oo PruneFL R 838 * 3] T4 Hiim £ 5 A w8 fep @ &
i 3" (Distributed and Adaptive Pruning) =375 85 & 5 3 = ;2 o
AT R EEL BB T R A E R

BUEARY EP - MA WA R-HBT RS TIIFET

PEEY A P RETEFF % 0 FIRAIOT FE £
B BCA TR L miq\@%] TR PR R FIE R
~ 2% B (Lottery Ticket Hypothesis) » 21 F % < -] e
m1,m2> mli=did R - B~ A Mg - & Slicd
4o M2 bR AW A S YRS mlaE R € m2
FoHdTe Mipg o
6G Matitiidpthe - AL RER Fd R 0 VER Y
Y38 B fa? X LIFFERRR R b4 ER B
Faligopsky R ¥ EBSPIRRF RS Tl A

ML def - #- AERATRY I EHUEIF AL
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W14~ FEF R
TR kR : Augray ~ Peru-Retail

R TR EAE R TR e R 2 FE TR

W T Eikm iz A- 4 Edge Device(dr< #8)3 7 - 2343

H5E6G 38 & § »ecnm £ &y (Effective FL for 6G) ; f5d # is

-4 e 2 & (Model Pruning) » # H it A—- SR 7> 7 &

Feagsetalap g chr g > E 66 Matlhi ik TA S R
ke prig e o

ATE PR S HER OB SR IESEY O F &

REIR 52 B PR O BRI SR g T R

(M#FEFAEFHTE2 P Fd B2 75— 350403 > A
EFEAR LR - FR S FHE - FRREEPIE A S

~ A seeEE) o

v Augray : https://www.augray.com/blog/augmented-reality-solutions-to-engage-in-store-
shopping/supermarket_price_01-1/

v' Peru-Retail : https://www.peru-retail.com/de-ikea-a-walmart-la-realidad-aumentada-revoluciona-el-
retail/
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(2) it ® Bienm LY BT R LA

e
=
g

W
=
%‘_
=
X

Device i# it o (%88 ? Z & A~ e 2 5 H ~)
WRINS > L BABEF Y DR o Foflr L& gD
FALR TR X R B2 R AT O SR B

)

FES 0 2 WA D F IEGREE (e 8) B pFs

v ERGIHR R ERIUE v BRIAT
- BARBRERENIGER - REER B
- EARERER « #HETfEedge device# 1T
| solution lsolution

Federated learning Model pruning

Original Model Pruned Model

SHEBIR : Effective federated learning with model pruning

B 115 ~ Effective federated learning with mode pruning
T kR APHEE
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(=) FHr= %

F % 4d 2% e F R1.8 (Effective FL for 6G # 5 Model
Pruning) :& 7 £ s o LB E F Y il d# > 5 | * 7
o kiR ende 2 TR B BERI T R cheTE HECAA S R 2
FLRT o m&Ep 4o

1. 7 %A%

(1) =a% @ R ifs 28 o

(2) FHE b p2EFTFEEEFT &R -

A. CIFAR-10"28: § — s # 520 Uil B4 % fo3t 3 4R

REZPPGFRE - v AW BEY Y &% R L

PF AR - o ZI10B A B RN PRI Fijor A B AL
BT E S EH W R R FE B S it
B o

B. B&f#s i d AR B oRI60 4

] [e it fﬁj FIRB T f’rﬁv ﬁjﬂ%v]{ﬁ; Wik e g
FRT R XV ® g ¢ FHic R R

£40575 &

v 1.8 Y. Jiang, S. Wang, V. Valls, B. J. Ko, W.-H. Lee, K. K. Leung and L. Tassiulas, "Model Pruning
Enables Efficient Federated Learning on Edge Devices," IEEE Transactions on Neural Networks and
Learning Systems, pp. 1-13, 2022.

v' 1.28CIFAR-10 and CIFAR-100 Datasets. www.cs.toronto.edu/%7Ekriz/cifar.html.
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116~ Z #87 F P ER
TR KR A EFE

(3) B B L AT A S B %

HACRT7 > B9 B EE Y A 5 BIA C Server
Client> 4~ %] 12 & %% #% % (virtual machine, VM) = 3% 4%z -
Client 1245 & 3 s s FF s (7 03] 15 L ¥ R
(gradient) ; Server § # sk i Client =4 - & (8 ie

7R { 3o 2R {8 Server i a3 Tk 3T (4010%

Client ; £4F F i FE T e ag o & np 4o !
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FH AR A E

|

Client| |Clent| ......... Client
ltrain ln'ain

—[modell *[ model}

gradi} ﬂadiem

Server

BT ~ 8% 5o T s & 8 % w8 2 B

P

L

A mE&EFY Serverzhv &k 23 2B Client %2 ; Client
AT R EH w £ (Run)& 2% i Epoch 2 4 1 @ 4
B oo ApREFR B 4o o
a. 7% % %:Win 10

b. # %2:15-10400-NVIDIA GeForce GXT 1660~32GB

ram

c. i#x#%¥ : Python 3.6 ~ Pytorch1.7.1 ~ Flower 1.2.0

B. #7419 4 @ #2018 i) S BSB B S o 7

B TR R BT R R A AR i T 0 b
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l”&?ﬂ&xﬁxﬁv Mf#} LAY - B
mask > & 2 {5 B E B A ¢ $HAL mask hidct 5
PR PRSP EE PR R AT

a. iv# x3:Win10

b. A %2:15-10400~NVIDIA GeForce GXT 1660-32GB
ram
c. # 4% : Python 3.6 -~ Pytorch1.7.1

(torch.nn.utils.prune)

2. RS

(1) CIFAR-10 : 50,0003 2" s pe # & &) 5 T > > & & B 45
i Client g * & p jpz e RF ALK > d 208 w|#cn

7 104F » g2 4 i * EfficientNet-BO - EfficientNet

%_ Google Research % # # ICML 20191 i® o
EfficientNet 345 5t = &) ¥l % > & & 7 BOx| B7%
8 i H ¢ EfficientNet-BOHA] =+ &) 2k B &P

W gr & 4p ¥ B i EfficientNet-B7H57) =~ B+ > B g

R RS BN d s GPU A 48t
WEF o F LR KRR EAVRERLE o

EfficientNet-V2(4 . = <t &) 3]+ > 227 S~M~L»
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XL4pept)icd 7 4 GPU éi@ (722 > 2 R # R {4~

AR AL~ RERS (B RERR T BT
Server; Server A pE AR T W G TR FHA T K o £
At BRE PR T a0 40 & 350 & B B 0~50%

$HEFER) T T LB ET4% T4% ~T4%~73%~

BABTAR 0 B LI Xk o M LHE AR L BB
FOARBCAIRHEE R RRAE S blheF & R T 4
LA (L FES K3%) 2 F e ay "E R B2 edge
woacie f R(EEA A 2 EE S HETGR Ach- L)

ERR A% R M AN T I T
https://github.com/justin61013/FL/tree/main

#.35 ~ CIFAR-10% %% % %

FEER % Bl | FyEE
(¥ P edge #reic § oK) | (B PerbEz (# i e
edge = »xic 3 ) LR)
0% 100 MB 74%

(1562.79M & FLOPS -
3.61M i % %)
10% 80 MB 74%
(1406.51M & FLOPS
3.25M 1 % i)
20% 60 MB 74%
(1250.23M & FLOPS
2.89M i 4 %)
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BT R B AP FH AL wul % 3.0
30% 55 MB 73%
(1093.95M & FLOPS -
2.53M 1 % #)

40% 53 MB 71%
(937.67M # FLOPS -
2.17M T %#k)
50% 50 MB 63%
(781.39M & FLOPS -
1.81M % #k)
FTHkR: A3 H R
Q) FEFHE  ZARB AT AR F255%F o

P 203 £ R 0 5IE RS PR 0 442 3,000% i o A
W3 Client # * & p jh2 ! RF R d 20 3F
Bl S o At E R F ok dhie ik 28 4 EfficientNet-V2-
s RS MR b @ 3 Server ; Server gk enig ¥
W TR EHAI T A o EAF Y R BB DI A Tar e F

e % o 36 0 fig B Mt 40% R R T 0 1 AE s A

b
VS

TE BT AR o A AT

2HE R "% A < o I FE

=
(# Fedge #hrcic F &) | (BFPeROH2 | (BERY FHLR)
edge # i § RK)
0% 160.84 MB 93.5%
(2924.13M # FLOPS -
20.38M & % #c)
10% 147.98 MB 93.4%
(2631.6M i FLOPS -
18.342M 1 4 #&)
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BF L BB R R E Y RS wu % 3.0

ST R % B < ) T FEE
(¥ Pedge it F &) | (BPREIH2 | (BERY FHLR)
edge #2za Z &)

20% 132.6 MB 93.4%

(2339.12.M # FLOPS -~

16.34M 7 % #<)

30% 114.64 MB 92.7%

(2047.09M i FLOPS -~

14.27M & %)

40% 88.42 MB 92.4%

(1754.48M & FLOPS -

12.23M & %K)

50% 85.1 MB 87%

(1462.1M & FLOPS -

10.5M & % #k)

FR&R: A F R
3. Rk

(1) £ # LA K6G L& T oo i 20 HIRES Y H

o i

L)1 6G F BFE LR i o R

@E BT P LAENLT A NF 0 Fa

kB chE 1

e bz 5 10 J5d @ * model pruning 7 % 0 3

L i

Pt E G

W) B33 T R SR KR (e )

FEWT FES o B & Android/iOS en-T 5 2 4Tk 5 e
R AT R R AR 0 AR ERE RBEK T

B LT - R -
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(2) 2% 7 & 22 B %8 9" K 32 (heterogeneous
device)

A EE AR D PR RGK S B E e B @ AT
Sl R F UL AR 2R ) AT # 966
MAttic tde® @ BE L gL e 2 G REE

Bhat A B SRR U B o

AR - GFERSEe- HRAIERST > @ F6G

Mg a iARMUEBE BV AR L W BLHE 22t > 4o

Ruf
b
=

BemoPeid PR R R TRE > FIRE
FhenFaa % 2R e
(3) @AM BMEFY ORI » ¢ Z T A B A AR
#-¥ d Federated Continue Learning/ Federated
Class Incremental Learning j& ¥ :x 3L - 4r§]118 > %%Ei
IF FFjE_global f- local = i & & 218 > & #-3]w E#
BT B AR M Ak 3R o @ AT R

= eqx‘r«gd\‘

At T F
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®118 ~ (=) Global : # & & i client sF #24% = #A) 8 5
(+)Local : Client i # 1+ 7 §4 473 S > ¥4 7 P b + 3
KRR R - T2 1.32

Ri

2

A BERRFEWF T ¢ Ao 37HF B (unseen class)#-& &

ol B9 & B Fr - B EE Y SRR

S S B 6 BRI KGR B Fral M i

w

oo % F A RATE B PF 0 F i ATH A A Y T

(ATHE RV RiFH 8 Frx i o

Hospital A Hospital B Hospital C
Public Health System & i
(Central Server) . SARS-CoV (03') )
PP P _____’E . P oo,
Fe——— -y N
1 = Ac{eno ’
:- ly o W Ee) 4==p Influenza
lo.7 e E' _____ = 5 ]
r = S COoVID-19 (19°) ic“ig ¥
1 - —b‘ g a Human
1 A - RhinoVirus
1 [ ba :]—* N ==
|
\4 ,
B, |
‘. = .I. 1 —————————————
2 e e e e .l COVID-? (30°) I
Selectively Transferring | Indirect Experiences

BI119 ~ B & H 4 10 3E1 ¢ 3% 3w 37 5 (i )
TR KR AR R A2

v 1.2 M. Alsabah, M. A. Naser, B. M. Mahmmod, S. H. Abdulhussain, M. R. Eissa, A. Al-Baidhani, N.

K. Noordin, S. M. Sait, K. A. Al-Utaibi and F. Hashim, "6G Wireless Communications Networks: A
Comprehensive Survey," IEEE Access, vol. 9, pp. 148191-148243, 2021.
v' 1.32 Dong, Jiahua, et al. "Federated class-incremental learning." Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition. 2022.
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B. 27wl v i g HEN BT g S G2

(catastrophic forgetting) > 4- 120 5 & ##38 e p 47
W(EF )iz B AP s n T (% )k

Wodl o e FIATHT ] (dn ¢ )ede 2 A F 4R BB Y

r | Assistant Client

Target Client on SVHN

|
I
N\ Positive Knowledge Transfer |
r + ~ 84
| :Iﬁw
| 113
I | | 580
I A ——— 1_J 2 W o
78 —A— Mo Transfer (CL)
- I ‘=0~ Positive Transfer (FCL)
I 76 —a— Negative Transfer (FCL)
j 123456780910
DO, i s ' i i e Epoch
B120 ~ 2 & 8 B 322 © 3rap W B B B ap wl enpe w5
KRR -5 FRA.2

v 1.2 M. Alsabah, M. A. Naser, B. M. Mahmmod, S. H. Abdulhussain, M. R. Eissa, A. Al-Baidhani, N.
K. Noordin, S. M. Sait, K. A. Al-Utaibi and F. Hashim, "6G Wireless Communications Networks: A
Comprehensive Survey," IEEE Access, vol. 9, pp. 148191-148243, 2021.
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EF LA ISR RA R R L g

AMFEREF-F 2TV AR RF OSSN TRRI %R
BHIERAG T E AR R T H L F 5 48.5%[2.1] -

P3R4 20208 5 AR 3 22021-2026:07 H-FE 5 E 0 4o B]121

T
-
=

o

Global Blockchain in Telecom Market
Market forecast to grow at a CAGR of 48.5%

USD 1,037.8 Million

USD 143.6 Million

2021 2026

RESEARCH MARKETS

@121 SR ERFT RHLAZ A S &
FAL kiR F;Lzmwﬁ %4 F 2

'—\E"’

jﬁﬂkrfﬁ% Plhigd  FITREH SRR Y %

BB Rt 3 0 o 2 B0 B AT F 0 ik Al d

TEEHRME YT N

v 2.1https://lwww.researchandmarkets.com/reports/5555949/blockchain-in-telecom-global-
markets?utm_source=GNOM&utm_medium=PressRelease&utm_code=mhrq3r&utm_campaign=1
671646+-+Blockchain+in+Telecoms%3a+2022+Industry+Analysis+-
+Global+Market+to+Grow+from+%24143.6+Million+in+2021+to+%241.03+Billion+by+2026%2c+W
itnessing+a+CAGR+0f+48.5%25&utm_exec=joca220prd
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