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* ANSI/CTA-2088-A

» AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Cybersecurity best practices for
operating commercial unmanned aircraft
systems(UASS)

6.2. 1% &~ #w) * U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance

* U.S. Department of Homeland Security
CISA, UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

* ANSI/CTA-2088-A

* ANSI/CAN/UL 2900-1 Software
Cybersecurity for Network-Connectable
Products, Part 1: General Requirements

* AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance

* U.S. Department of Homeland Security
CISA, UAS Cybersecurity
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6. 2. 24 B PR3 5 # 0P

* AUVSI, Product and Device Security

* ANSI/CTA-2088-A

* U.S. Department of Homeland Security

6.2.3 s %B ¥ inE CISA, Be Air Aware UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance
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Cybersecurity for Network-Connectable
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» AUVSI, Product and Device Security

* NIST SP 800-53

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity
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* ANSI/CAN/UL 2900-1 Software
Cybersecurity for Network-Connectable
Products, Part 1: General Requirements

* AUVSI, Product and Device Security

* NIST SP 800-53

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, UAS Cybersecurity
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* ANSI/CTA-2088-A

* AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Protecting against the threat of
unmanned aircraft system (UAS)

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, Cybersecurity best practices for
operating commercial unmanned aircraft
systems (UASS)

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance
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T.1% 8 % st
Z > Hp

VA I

13Kk B35 BLe R
C2E Rk SRR PRIE

*

b4 %, 4t s 7%
OER L SRR

R EL

AT ,:l'i lﬁit<3,%€ »

Rl i S

OB LB b RIR

EEEal i A

6E B R REE R

#2 7% 4 P

JIEHE RE S %G

B

ﬂﬁﬁﬁﬁ@?%ﬁ

FrHRREPE

.9%iﬁéﬁiﬁiﬁﬁifi§$%

X rp R

CI0E ke

T

1E R R E A

B % 2
>

rUE

TAICS TR-0022 v2.0:2023 4 % 4 33 7 % b
Ei= 450 v2
TAICS TS-0041 v1.0 &4 54 4 3 %5 % 5t

A5

L

8.1- #% 2> | 8. 1.
£ R

ik T_ % ¥uag L

i

* AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Protecting against the threat of
unmanned aircraft system (UAS)

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance
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» AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Protecting against the threat of
unmanned aircraft system (UAS)

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance
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ArFEER

* AUVSI, Product and Device Security

s TR TEXBE FH LT App AT X R
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* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance
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e
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* ANSI/CTA-2088-A
* AUVSI, Product and Device Security

8. 1. 587 8 ¢ *iFF ¥k iR

* ANSI/CAN/UL 2900-1 Software
Cybersecurity for Network-Connectable
Products, Part 1: General Requirements

* AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance
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* ANSI/CTA-2088-A

* AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Cybersecurity best practices for
operating commercial unmanned aircraft
systems(UASS)

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

* U.S. Department of Homeland Security
CISA, UAS Cybersecurity
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* ANSI/CTA-2088-A

» AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Cybersecurity best practices for
operating commercial unmanned aircraft
systems(UASS)

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity

8.2.3J.ii%f£%/ia

» ANSI/CTA-2088-A

* AUVSI, Product and Device Security

* ANSI/CAN/UL 2900-1 Software
Cybersecurity for Network-Connectable
Products, Part 1: General Requirements

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity
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* ANSI/CAN/UL 2900-1 Software
Cybersecurity for Network-Connectable
Products, Part 1: General Requirements

* AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity
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* ANSI/CTA-2088-A

* AUVSI, Product and Device Security

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and Data
Protection Guidance

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity
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* ANSI/CTA-2088-A

* ANSI/CAN/UL 2900-1 Software
Cybersecurity for Network-Connectable
Products, Part 1: General Requirements

» AUVSI, Product and Device Security

* NIST SP 800-53

* U.S. Department of Homeland Security
CISA, Secure Your Drone Privacy and
Data Protection Guidance

* Blue UAS, Product and Device Security

* U.S. Department of Homeland Security
CISA, Be Air Aware UAS Cybersecurity
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[3] ANSI/CAN/UL 2900-1: “Standard for Software Cybersecurity for Network-
Connectable Products” , Part 1: General Requirements.

[4] ANSI/CTA -2088.1: “Baseline Cybersecurity for Small Unmanned Aerial
Systems” .

[5] Association for Uncrewed Vehicle Systems International (AUVSI), “Green
UAS Frameworks” .
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[6] Code of Federal Regulations: § 89.320 Minimum performance
requirements for remote identification broadcast modules” .

[71 ETSI TS 103 701 VI.1.1 (2021-08): “CYBER; Cyber Security for Consumer
Internet of Things: Conformance Assessment of Baseline Requirements” .

[8] FAA 14 CFR Parts 89: “Remote Identification of Unmanned Aircraft” .

[9] IEC 62443-2-1: “Establishing an industrial automation and control
system security program’ .

[10] IEC 62443-3-3 “System security requirements and security levels” .

[11] SEMI E187: “Specification for Cybersecurity of Fab Equipment” .

[12] ITU-T X.1521: “Cybersecurity Information Exchange Vulnerability/State
Exchange Common Vulnerability Scoring System (CVSS) ” .

[13] NIST 800-171A: “Assessing Security Requirements for Controlled
Unclassified Information” .

[14] NIST SP 800-53 “Security and Privacy Controls for Information Systems
and Organizations” .

[15] NIST SP 800-38A “Recommendation for Block Cipher Modes of Operation:
Methods and Techniques” .

[16] U.S. Department of Homeland Security CISA, “Protecting against the
threat of unmanned aircraft system (UAS)” .

[17] U.S. Department of Homeland Security CISA, “Cybersecurity best

practices for operating commercial unmanned aircraft systems (UASS)” .
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[18] U.S. Department of Homeland Security CISA, ” Secure Your Drone Privacy
and Data Protection Guidance” .

[19] U.S. Department of Homeland Security CISA, “Be Air Aware UAS
Cybersecurity” .
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