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MEE

=)

~]

E(N)

2 EE, -

02:5e:06:23:b8:98:a8:d0:be:c2:f3:dbae:59:81:50

EERTH Ve T2, c FESmAEIHSRNERREE
B EEETE., - ENESE  E

ER RIS EER )

o

9

)

EHEA(H)

» BT B RIIR B 3m ey B SRR RAB R I K -

BEEE: @ &R - pEET B3 [
& root@192.168.3.109 G FIiEiEs
B maoxe =1 B Ed 2% roct = [l Q2 o ewes %
B # - B #i -
_I I NN . frootf
Z8 A ]/E AL 2E A =glEREE
<l FEE® I 2018/10/23 F507:23
IISExpress ExREY [ ] anaconda-ks.cfg 2KB 2018/10/23 T 07:23
MobaXterm BEEEH
Mobizen EEEH
My CamStudio Temp Files EEEH
My CamStudio Videos EEEH
My Wels Sites ExREY
Visual Studio 2017 BEEEH
537 Office iz BEEHN
g=EE BREH
|
. v
< > < >
0B/1.71GB%0/22 EEE 2EEZEE 0B/1583KBE0/11EER 7 EEEEE
&  sFP-3 0:00:27
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A~ X% ODF £ T AE#
E

A WIinSCP % " ODF Zswéatt T B | 48R % K £ L4 £ Linux E4#4% >

HATAT R~ L KIEL °
A=

STAF| A AKX o 4% "ODF Esgspia T B | % % Linux 24 > %%

FUTH R ZRES -

— RRAGERKX

()FX— : BgRER

# cd /root

# unzip MODAODFWEB-V3.8.2.zip
# cd modaodfsys

# dnf localinstall modaodfsys* -y

QFX—: % L%
HEIE =8 o
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— -~ REZX R
(D)FX—: g

# cd /root/poco

# dnf localinstall poco* -y

RFX= g LEREK

= REODF EmspmiEr A ERKX

()FX— : #EREER

# cd /root/modaodfweb

# dnf localinstall modaodfweb* -y

RQFX—: s Lok

# wget -O /etc/yum.repos.d/modaodfweb-v3.8-el8.repo
https://free.nchc.org.tw/odfrepo/online/modaodfweb-v3.8-el8.repo
# dnf upgrade -y

# dnf groupinstall "MODAODFWEB Group" -y
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79~ E$h ODF E384kid T A ¥ 2 X 28300k &

# systemctl enable --now modaodfweb
AT 352 AR AL A FE T EF S 55T ¢

# netstat -tinp

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp O 00.0.0.0:22 0.0.0.0:* LISTEN 748/sshd

tcp O 0127.0.0.1:25 0.0.0.0:* LISTEN 902/master

tcp O 0127.0.0.1:9981 0.0.0.0:* LISTEN 26766/modaodfweb

tcp6 0 0:::80 i LISTEN 744/httpd

tcp6 0 0::22 i LISTEN 748/sshd

tcp6 0 0:1:25 i LISTEN 902/master

tcp6 0 0 :::9980 i LISTEN 26766/modaodfweb

ho R 3R 9980 AR4T > Xk "ODF Esshti T A X2 K | RRAFTEE » &7

NEMBE 44 BARBRELETETRE -
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B~ BEERRE
(1)3% & 4 A ¥ SR B B
AX AT @A 2 A AR > B TERE T RaEIPEE | o ARG E R
BT A E 0 BN EATEIE R E > —HEERLT
1. 4 A AT IP 5B ARF (140 © 123.23.45.123)

2. 1% A FODN 44 % AR % £ #% % #% ({5 4= - odf.moda.gov.tw)

3% A modaodfweb x # F - 52 /etc/modaodfweb/modaodfweb.xml &4
W% BB T
<wopi desc="Allow/deny wopi storage. Mutually exclusive with webdav." allow="true">

<host desc="Regex pattern of hostname to allow or deny." allow="true">localhost</host>

<host desc="Regex pattern of hostname to allow or deny." allow="true">10\.[0-9]{1,3}\.[0-9]{1,3}\.[0-9]

{1,3}</host>

<host desc="Regex pattern of hostname to allow or deny." allow="true">172\.1[6789]\.[0-9]{1,3}\.[0-9]

{1,3}</host>

<host desc="Regex pattern of hostname to allow or deny." allow="true">172\.2[0-9]\.[0-9]{1,3}\.[0-9]

{1,3}</host>

<host desc="Regex pattern of hostname to allow or deny." allow="true">172\.3[01]\.[0-9]{1,3}\.[0-9]

{1,3}</host>

<host desc="Regex pattern of hostname to allow or deny."

allow="true">192\.168\.[0-9]{1,3]\.[0-9{1,3}</host>

<host desc="Regex pattern of hostname to allow or deny." allow="true">123\.23\.45\.123</host>
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<host desc="Regex pattern of hostname to allow or deny."

allow="true">odfl.moda\.gov\.tw</host>
<host desc="Regex pattern of hostname to allow or deny." allow="false">192\.168\.1\.1</host>

<max_file_size desc="Maximum document size in bytes to load. O for unlimited."

type="uint">0</max_file_size>

</wopi>
FomA LM IR BN > AR E 0 £ #HEE modaodfweb

4 AR5 BP 7T °
# systemc restart modaodfweb
B INEAL SN T i B)3E & E A4 LT &4 port 3% © 80 ~ 9980

BT % 8 7 ODF £ st 5 -

(2)4# B ODF API 6938535 2
2 F 46 F ODF APl i 4745 % > B B 2. X JR A4 C 4% ODF APl {5 X % 4 F
ODF Z#éhss T B » L/BA R XA P HATEAINY R E S AEEF EAF 0 3%

= A modaodfweb * # b > 152 /etc/modaodfweb/modaodfweb.xml &5 N
0 REUATFEE -

<server_name desc="External hostname:port of the server running modaodfweb. If empty, it's derived
from the request (please set it if this doesn't work). Must be specified when behind a reverse-proxy or

when the hosthame is not reachable directly." type="string" default=""></server_name>
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3% fr</server_name>aj 0 <...... default="">%% #F A b ODF Z3$ 48 T B 84 %
BMURL (—BEALTE O B89% 0 54w 192.168.3.1:9980 ) - Ri% 417

#% i > F % E modaodfweb 4 AR B Bp o]
# systemc restart modaodfweb
(3)xx &8 A SSL /&

MR A% ) XM EAF £ SSL W8 LB > RIFT BT R & X k) SSL > &=

FH AT L4 GCAT BT HMEE R -

https://gcp.nat.gov.tw/

WIEAF T 2 4% 0 A 4A R 69 /83 L2 £ modaodfweb E A% b o T A IEE

¥ & # 4 letc/httpd/ssl B 4T o
* Apache httpd 9% &
%4 % Apache httpd &9 SSL 441
# dnf install -y mod_ssl|
# vim /etc/httpd/conf.d/ssl.conf
BB T 34T CHRB TR ey 23RE )
SSL CertificateFile /etc/httpd/ssl/certificate.crt
SSLCertificateKeyFile /etc/httpd/ssl/private.key

SSLCACertificateFile /etc/httpd/ssl/ca_bundle.crt
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T 0 EBIRF
# systemctl restart httpd
 ODF Zuméhig T H X 42X
3% A modaodfweb x # F - 152 /etc/modaodfweb/modaodfweb.xml &5
Nz HEATiEHK

<enable type="bool" desc="Controls whether SSL encryption is enable (do
not disable for production deployment). If default is false, must first be

compiled with SSL support to enable." default="true">true</enable>

EoAF b4 & 8934y 0 B R AR 8y false 2 A true -

BB A5 LT SABE AL B (86427 #2 E ik httpd &9 SSL /&% 48 F]) > 6]+
Sl

<cert_file_path desc="Path to the cert file"

relative="false">/etc/httpd/ssli/certificate.crt</cert_file_path>

<key file_path desc="Path to the key file"

relative="false">/etc/httpd/ssl/private.key</key file path>

<ca_file_path desc="Path to the ca file"

relative="false">/etc/httpd/ssl/ca_bundle.crt</ca_file_path>
AR5 B E 4L Ey modaodfweb &4 AR 7By 7T

# systemc restart modaodfweb
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REB L3R 0 B RETT SAE AT e B4k AR

https://yourhostname:9980 - % "ODF sk T B2 | (—4

HAwFEANZAT) BRBRBMAE > FBROKFH > LABE R e T A

kB 2k
é?dfﬁiaﬂ °

https://yourhostname/odfweb — % 82 " ODF & 3% 4 45 T B 49 3% £ 47 % [
Eidt

o> ME

b (—BRERAEL TN T ) AL TR AW ERE -

RE
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https://yourhostname/odfweb
https://yourhostname:9980/

%~ %% ODF 3548 T A 77 Z K kit

- RRELRHE

(1)PHP s %
e K RKey AMP (Apache ~ MariaDB % PHP ) %24 > B % Rocky Linux

A PHP JR KB % » BB ABARZEB2RA > HHHIEL T ¢

# rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-

8.noarch.rpm
# rpm -ivh http://rpms.remirepo.net/enterprise/remi-release-8.rpm

B ¥k PHP 69 &4k & (kA8 ODFWEB & % % # 2 PHP 8.2 > 3 4 1%

B R RA)

# dnf module reset php

# dnf module install php:remi-8.2 -y
# dnf upgrade -y

# dnf install php php-common php-xml php-gd php-json php-mbstring php-
process php-pecl-zip php-intl php-ldap php-imap php-bcmath php-gmp

php-pecl-imagick-im7 php-pdo php-mysqind curl -y

ZHE 7 PHP & > ZRMEBAT K E:ER > 2k ODFWEB #hT 2R 3 7 12
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# vim /etc/php.ini

memory_limit = 128M 2zt A memory_limit = 512M
post_max_size = 8M 2 & post_max_size = 256M
upload_max_filesize = 2M 2 & upload_max_filesize = 256M

;date.timezone = 2 % date.timezone = Asia/Taipei (¥ x AT @ eI L4 -

A% o b Asia/Taipei)
X RE httpd AR > #5540 F

# systemctl enable --now httpd

(2)MariaDB & B %

TR %% Ek B MariaDB » B % Rocky Linux 8 P9z 44 MariaDB jr A #: % >

#3598 B IR A 69 MariaDB > 353147 34 T 454492 # MariaDB 10.6 :

# curl -LO https://r.mariadb.com/downloads/mariadb_repo_setup

# chmod +x mariadb_repo_setup

# .mariadb_repo_setup --mariadb-server-version="mariadb-10.6" --skip-

maxscale

# dnf install MariaDB-client MariaDB-server -y
% & B gy MariaDB R 7% > 354 40 F

# systemctl enable --now mariadb
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BT R 474648 MariaDB 693835 > #5440 F -

# mariadb-secure-installation

HIBLATRE

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and

you haven't set the root password yet, the password will be blank,

so you should just press enter here.

Enter current password for root (enter for none):(#: enter 4& 4 &%)

OK, successfully used password, moving on...

Setting the root password or using the unix_socket ensures that nobody
can log into the MariaDB root user without the proper authorisation.

You already have your root acount protected, so you can safely anwser 'n'.
Switch to unix_socket authentication [Y/n] n + Enter 42

... skipping.

You already have your root acount protected, so you can safely anwser 'n'.
Change the root password? [Y/n] y + Enter 4

New password: & A\ 5§ — 2k &5k B & 2 E (root) 5 25 + Enter 42

Re-enter new password:# A % — = &k B2 3 B (root) % 45 + Enter 4&

Password updated successfully!
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Reloading privilege tables..

... Success!

By default, a MariaDB installation has an anonymous user, allowing anyone

to log into MariaDB without having to have a user account created for

them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y + Enter 42

... Success!

Normally, root should only be allowed to connect from 'localhost’. This

ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] y + Enter &&

... Success!

By default, MariaDB comes with a database named 'test' that anyone can

access. This is also intended only for testing, and should be removed

before moving into a production environment.

Remove test database and access to it? [Y/n] y + Enter 4

- Dropping test database...

... Success!

- Removing privileges on test database...

... Success!

Reloading the privilege tables will ensure that all changes made so far

will take effect immediately.
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Reload privilege tables now? [Y/n]] y + Enter &

... Success!
Cleaning up...
All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!
TRE M EEEAFFE

CEE)FFRARZEHEREIOOt EH > F—TEEL2EAEF -

()R K &M EF 2/ & phpMyAdmin
BT TR TR B RR - RERKRRTE (B KA EEHE -
# 37T % K phpMyAdmin 32 2 49 B 7 @ ¢4 MariaDB £ 22 T A > 2 # 54 4o
T

# dnf --enablerepo=remi install phpMyAdmin -y

%A F openss| & & — 5 ey 32 BF AR B > 55T

# openssl rand -hex 16

AT EEEARR > BAAVIMIELSHERTHEONE » 5540 F

# vim /etc/phpMyAdmin/config.inc.php

BEUTFT2E%E > $1EAGSERAFELEEE ABAES L1647 %2

EFRBANEEE AR LT ITRE > NB 4 F AT
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$cfg['blowfish_secret’] = "AI A & 4+ &) 32 AF T ayrE#F B,
$cfg[ TempDir] = ‘/var/lib/phpMyAdmin/temp’;

F] B vim % & /etc/httpd/conf.d/phpMyAdmin.conf pg 7% » 37 38 3% & #4520 A% 2L
TFTERNB -

# Apache configuration for phpMyAdmin
Alias /phpMyAdmin /usr/share/phpMyAdmin/

Alias /phpmyadmin /usr/share/phpMyAdmin/

<Directory /usr/share/phpMyAdmin/>
AddDefaultCharset UTF-8
<IfModule mod_authz_core.c>
# Apache 2.4
Require all granted
</IfModule>

</Directory>

<Directory /usr/share/phpMyAdmin/libraries/>
Require all denied

</Directory>

<Directory /usr/share/phpMyAdmin/templates/>
Require all denied

</Directory>

<Directory /usr/share/phpMyAdmin/setup/lib/>
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Require all denied

</Directory>

<Directory /usr/share/phpMyAdmin/setup/frames/>
Require all denied

</Directory>
TFREBERAS > B EHEE B AR B BIRFE o

# systemctl restart httpd
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(4)35 & — 69 B O B4R A & IR S RLHE R
BT H SR R AH A root {2 A IR AE B R B A PR s LR -

7T i i phpMyAdmin #73% — @ RV e — AR A PHRIFO MR EE R > 3F
AN phpMyAdmin 6948 8 > AAXHF A6 > BAR @A T ¢
http://yourserverip/phpMyAdmin
HFAQ
B HEEE:
root
EE: {Z IR T Y]
i

#y O\ | E)| &9 root tE 3% B E 45 0 BA phpMyAdmin £ £ & » ko F A ¢
41; O .;:Emauun,s(hem _ :Z%;;n‘! . -: ::::: ﬂ ;0(3:";3‘52 ;u: UNIX socket

* ERE 10
@ : root@localhost
o {EIRISFITE : cp1252 West European (latin1)

&S (Language) @ | X -Chinesetra ditional v

@HRIM | pmahomme v | Viewall

« Apache/2.4.37 (Rocky Linux)

* EEEABMIRS : libmysql - mysqlnd 8.2.25

* PHPHFEESF : mysqli @ curl @ mbstring @ sodium @
* PHPHEA : 8225

* KRAHEM : 5.2.1-Lel8.remi (Bf)
o HREXH

> BEXEA

. HRk

. BEE

* IBEHE

. 12

0, HRBE ’
FEAEEEREEN B FARE

s
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http://192.168.3.109/phpMyAdmin

B L@ e ERE, R THAE R B -

phpMyAdmin |-

e O mEE | [ sQL G RE |- pmass| S @8 2 BA S BE U mE b

RiTER =E o B
N ERERIE—E
; ERERE THRE FE 2HER o StEFiRHE(Grant) EHE
[J mariadb.sys localhost &  USAGE = &y REER S EW S Unlock
[J mysql localhost 2 ALL PRIVILEGES 2 S IRERER S EH 5 Lock
O root localhost 2 ALL PRIVILEGES 2 & REER S EY & Llock

1 D2 EEgEE: g Ew

o |

5 S ERERE

WATHE TERAERIE, T 2K RREH AV ERERNGIMA

A localhost | -

T8 1E FA ARSI

CmARA
ERELH: | SEANTAHR v | | modaodfweb
e | @EXFA | |localhost @
B | @EXTHR | IR Y : iR
s
sl B MySQL 238 v
mrEm: (EE )
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Bl mAETHR - SEHEHERAEMGR

Fi 84 354 HE B o

0 AR RAVE T A s A R

o]

4{ REHER ¥ 2E ‘

FEE MySQL fEREEELIFE TR -

Lan | e

]

¥ SELECT ¥ CREATE

¥ INSERT #  ALTER

# uppaTE #  InDEX

¥ DELETE ¥ DroP

¥ FILE #| CREATE TEMPORARY TABLES
¥ sHOW VIEW

¥/ CREATE ROUTINE
¥ ALTER ROUTINE
¥ EXECUTE

¥  CREATE VIEW

¥ EVENT

¥ TRIGGER

|
it
i
I

GRANT

SUPER

PROCESS

RELOAD

SHUTDOWN

SHOW DATABASES

LOCK TABLES

REFERENCES

REPLICATION CLIENT

REPLICATION SLAVE

CREATE USER

REE@RMER T > #&T " AT EARA PIGEEE -
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-
6

m\\f

R E @ho T AT 0 TR T AR S EEE AN &

B 2 1 B

 BEWET ENERE -

CREATE USER 'modacdfweb'@'localhost' IDENTIFIED BV '#+x'jGRANT ALL PRIVILEGES ON . TO 'modaodfweb'@'localhost' IDENTIFIED BY 's#+' REQUIRE NONE WITH GRANT OPTION MAX_QUERLES_PER_HOUR @

MAX_CONNECTIONS_PER_HOUR © MAX_UPDATES_PER_HOUR © MAX_USER_CONNECTIONS ©;

(5)An &1L E k&
FARAANARZE ) phpMyAdmin £ 2 2@ > BB EZd@mu bt ey T B E

e TEIWERE | 89 LB EA " modaodfweb | 0 T 4B gLE A |

&y 2Ry T utf8mb4 _unicode ci | 0 &4 TS | R R o

HEE L[] sQL | G HE o #HE S EH E EA | S BE

=EiEs

modaodfweb

utf@mb4_unicode ci W | Bir

-47-

i Bk A A

[TARE ] [58] [ Z£ PP EXE]

’



TR E @A T

phpMyAdmin
REleq§
=ITfEA HENRE
= e
¥ information_schema
%ji | modaodiweb
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= RRODF s T

() LFxEEER

MMl 2, b %% 18 TMODAODFWEB-V3.8.2.2ip | #% » M /B4 Z & A T

il

FEE o
# cd /root/

#1s -la

* odfweb-4.0.2.zip

(2) 5% R84 38 3% % B G H R

HBAFIHES 2T

# unzip odfweb-4.0.2.zip

# mv odfweb /var/www/html

# rm odfweb-4.0.2.zip

rm: £ & #&pLiEigE ‘odfweb-4.0.2.zip'? Y + Enter &2
# cd /var/www/html

# chown apache.apache -R odfweb
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RBleAn&ZLMER

AAKROTAXRRZEMERE T FREAZDFRE S BB R T HE -

http://192.168.3.109/odfweb » BA Z @4 FE °

Ministry of Digital Affairs O

B d

grzx MO

HiEEEEERN
ERELTE
BB
o
HEFEMNEEE -
BHEES

IMEEE T SQLite {EASTEE

SQLite RiEAL SRS HILE » #
H SRR SRS EE
B o

SEAS AR TR EIRET 1S
£ ' TEEFA sQlite

=EIGENE 7 FMRSEANF A~

E AT ODF Web 3B % - ODF Web 32{+FER

-50-


http://192.168.3.109/odfweb
http://192.168.3.109/odfweb

HhBITBILEREEY TERE LM R T FE ) > w BT A
BEqmbe) "RAEZMAMEMNE ) #4F T MySQL/MariaDB | & 3f4y > AT

AL T H R A

BHEEAE  EAFLEER R (W) NE R EEAE L4
BREES AN SFEL — 0 F(W)BATR T TR AL A A E S
BHELME  BEAFLER -G E(R)BATRTHENE LA

HEEANENE -
HEH#FUE

Jvar/www/html|/odfweb/data
HEEHEE

S0Lite MySQL/MariaDB

BHEERSE

modaodfweb

BEHEEE

BHEAE

modaodfweb

HREE

localhost

B AT ERIRRE TR o (Flu :
localhost:5432)

FEIGENIE 7 FIMRSEEN A ~
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(A&ERERARR

ERREBHET "RREE | AR EETRENFEERE  TRIEA
ERi)

THESBEATHEENRE S HRUATH

EHe AR 'ODFEsmhmET A AROGERZEMELE -
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(5) A% T M BRIk FEAH R

ZERRE > BEEERAGEMNEERBOERBAE — R EIZXT 0 FIRE
FE B AR BRERFOHR > FEEUTHEE
*‘ SEMEE = 28 ‘
FEE MySUL S SRS LTS -
— R | e — Em
¥ SELECT ¥ CREATE L GRanT
I#| INSERT ¥ ALTER L super
¥ UPDATE ¥ TNDEX || pRrOCEsS
|#| DELETE I+ DROP ] RELDAD
l#| FILE || CREATE TEMPORARY TABLES ] SHUTDOWN
[+ SHOW VIEW ] SHOW DATABASES
¥ CREATE ROUTINE L LOCK TABLES
[#| Al TER ROUTINE || REFERENCES
|+ EXECUTE | REPLICATIOM CLIENT
[+ CREATE VIEW | REPLICATION SLAVE
[+ EVENT L] CREATE USER
¥ TRIGGER
TRBIEE@RMAETHES BT "H4T PR

2L

axX A °
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= iR Hux (£8)
(EEEARHM - BTRARE

Madmin EAG e E @i F ¢

» a2 B8 @

admin

BEtR{EAER

FEELFANAME T ETRAZEELEE "EAXRE ) > §HAUATH

B"EEZM® o
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(2)3x % 2 # Logo

dadmin BAG e E @4 T

admin

HEfRIEA RS

7R B SR PR B T HY

HE=E

fEmRE

FEHELFAGEAME T ATRAEELE THERE | > BARRKEE
Wit AAEAFZEERTHEL BT LAY "Hhaixth, cdB LA IHE

' 4o F B AT o
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Mtk ALAMETARAETHOETHEGHE -
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admin

HAREAER

2 AE 1A

MR R PR B EY

1I .J"I"'._ E__"E": '-F-E-'

FEHELLAGEAME T EATRAZELE "TREAEK ) O BTREE 3
Barel & ey e A F8 > 2% "ODF x4 WEB Je Btk | ey "B

o s2RLA LT RE

(4)3% % ODF £3u4mig T At

Padmin EA ey EZ @4 F -
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admin

HtRIEAER

7R B PR B T HY

fEFRE

EFAA

aitEA

FHELTANBEANME T ETHRAEELE THHERE | #ARKTE
mig o AAFEBRETHG T AHe "ODF x4 WEB ERTH |

THRAEFHE® > W TFTEAT

3% 7t " ODF xx #f WEB J& A 7t 1+ &) URL(B AR5 port 3%) | e Ay A % &\ &

ey IP B3RSE - R #Fay6]F 4 © hitp://192.168.3.109:9980

-59-



ODFX{$WEBFER Tt

TG T A S84 0 Bri Ak | ODF st Web J& A U | #4893 T

T BETRETEGLETHEHERT > &EBEEL T — A -

ODFWEB_Manual;

ko R A B GEX g E R > MARREZRERAT > W FEATT

-60-



[M# ODFWeb x # /& A7t #

AAEBAXARBBERLEH SAEMA BT HGR @ L BRABKIS £
FHEER Websiey A& 83 A% eyt R &% » 24k ODF iR ey
PR E RS A AR M AR I E R A REVAREP o AR $ ODF 45 X
@AY 0 LB F B MMR B R MR £ ODF 254 SAUER B - it
Fl=# % B £ R 3o K169 % X IR B 44§ ODF X fE 4§ K46 - A ODF
S T AR F RN PR AR 55 RSB > SRS % ODFWeb
XHBE R HEE A HRERZ Nextcloud FIRZE ok 77 2 M #t - At
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ldap://192.168.3.174

—47—18 Base DN : iz T A e " 143 Base DN 4> E% &%

M BARES S TR AD 3 NEA S E -
A E BT

LDAP /AD #&

Idap://192.168.3.62 389

CN=Wu.Mary,OU=2 752, DC=ossiitest, DC=com,DC=tw

Save Credentials

DC=ossiitest, DC=com,DC=tw | {&HBase DN JE: Base DN

e/ LDAPERESE (BB A2AEREE)

BERER | - ‘ i

BT RET T4 AT —EREEBRENT -

-95-

Ta®

fi

= Expert



Al fEHE  EARGNE

£

Listing and searching for users is constrained by these criteria:

Only these object classes:

| #EHELDAP Query

LDAP 3

B EIHERREY

fEEEEE ) E

C BTHET T

person

The most common object classes for users are
organizationalPerson, person, user, and inetOrgPerson. If you are
not sure which abject class to select, please consult your directory
admin.

| e

Schema Admins

Server Operators [
Storage Replica Ac@mmlm%
System M anagetTAccoums Gn
Terminal Sgrver License Serve.
Users /

Window/s Authorization Access
Fp—H <
Bz

(&(|(objectclass=person)))

b

wESH@ EE || #E |

B BB > RTAELNFE ETREET

Baeaax 2 3t st H AR A

BT T4 st
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RIEEEERE: ez

Read-only Domain Controllers =7
Remote Desktop Users =5 5 IR
Remote Management Users
Replicator

Schema Admins

Server Operators

Storage Replica Administrators

Al #2881 DAP Query
LDAP iBE22:  (&(/(objectclasg=person))(|([(memberof=CN=275—7},0U=

T EEERE | 2E 3 EA% \

=5 @

=L
<

geem || 2R

[
]

BTROER  TAEAEIBTHIRA—BETEALNGEE > E3T " BRERT

VB REAEA ASe R RER T EAELE -
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ERETFE  SUEELERE

LDAP /AD #&

Eirez EREE BANSE FE

EZ 7T ODF Web SriEfE EEes - BEREl TEERIIEERE:
LDAP / AD [EE 4% ¢

LDAP/AD EFE{E: ||

HittSls: HREEE

L1

e SEEELDAP Query

LDAPBESE:  (&(&(|(objectclass=person)){|(|(memberof=CN=255—
FiLOUZEF5E0, DC=ossiitest, DC=com,DC=tw)
{primaryGrouplD=1107)){|(memberof=CN=275 —FL 0U=
73 DC=ossiitest,DC=com,DC=tw)
(prirgaryGrouplD=1108)))}(samaccountname=%uid))

mary BesEsE

o
il
ol
>I[
i
[a]
i
i
\U.EE
pii

EREEMA—EEREL > AH T BEREGLE o

User not found. Please check your login attributes and username. Effective filter (to copy-and-paste for command-line
validation):
(&(&({|(objectclass=person))(|(|(memberof=CN=32F—71 OU=2 77, DC=o0ssiitest, DC=com,DC=tw)
(primaryGrouplD=1107))(|(memberof=CN=22F5 —F OU=2F5Z[ ,DC=ossiitest, DC=com,DC=tw)
(primaryGrouplD=1108))))(samaccountname=marytest))
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BT e sAMET R

R
(EiliE

FEEEE T 4k LDAP Query ; o G T (|
(ou=%¥%32r)) , - i3 T " Verify settings and count the groups | &v FTZ & -
LDAP /AD 24

R

Groups meeting these criteria are available in TrfF ODF Web Ir{#BETE
Only these object classes:

i

it

HitELE

5

. #8881 DAP Query
(lQu=32%526))

Verify settings and count the groups

E1EEE

EE

TR T R AD B SRS 9 PR IEE S TAF

UEBAE A —RMRIRAI BN

4

AT XBPT » RELABARR LB A " @IREH -
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B~ R¥MT A

—~ FX— (BHERARLFTR)
3 A, ODFWEB #&4k it 69 37 3% Web 4 2 sk £ #7 (Web fr &) —# -

= FX= (BFX > FEHER)
# T 4 # # #9 MODAODFWEB-VX.X.ZIp &) R 45 4% > 36 1% % * 4% B 4% (K 4]
AL FANOOt 3R > TR E IR B SR AT ) ATAR R 45 -
# cd /root
# unzip MODAODFWEB-Vx.x.zip
# cd /root/MODAODFWEB-Vx.x/modaodfsys
HAAEAEHAEMEORALE —K TENBYORRAEN T TERETRE
U
# rpm -ga | grep modaodfsys — 4w F #k 89 modaodfsys sk AR F 7 A & & A
@& o
B IS4
# rpm -Uvh modaodfsys*.rpm
# cd /root/MODAODFWEB-Vx.x/poco
—HRFRAEIIRIE > AEMNA F RSB HBEIEL LT -

# rpm -Uvh poco*.rpm
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# cd /root/ MODAODFWEB-Vx.x/modaodfweb

# rpm -Uvh modaodfweb*.rpm

=M BB R -

# systemctl restart modaodfweb

BEFREHodiweb 22X > AT

B %3 2y ivarlwww/html/odfweb B 4 » 7 X 4o F -

# cd /var/www/html

# tar cvzf odfweb-backup.tar.gz odfweb

FH it — T AR %38 phpMyAdmin [ # - F #9454 4o T

# cd /var/www/html

# tar cvzf odfweb-db-backup.tar.gz /var/lib/mysq|

# cd /var/www/html/odfweb

EANGEEEK -

# sudo -u apache php occ maintenance:mode --on

P46 4T7H & > S A copy E X Bk 5L 2T ¢

# cd /root/ MODAODFWEB-Vx.x

# unzip odfweb-x.x.x.zip

# cd odfweb
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# cp * -a /lvar/www/html/odfweb

# chown apache.apache /var/www/html/odfweb -R
# cd /var/www/html/odfweb

# sudo -u apache php occ upgrade

w14 % #~ 7 [Update Successful] K& F+& &7 -
B B e 2 AR K

# sudo -u apache php occ maintenance:mode —off

& h 0 EHEANE BB TR °
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18 ~ S22 #i4E A LibreNMS

88 LibreNMS

LibreNMS

PHP -

4o F

=)

&

4= HF

MariaDB ~ SNMP 47 & £ & 478

2 Web 1L/ &
ERAEEE S RS
PR B R B e ik

WHEBRERE

% HRAL 0 L 3R A

% # Nagios Plugin (Service)

XAk 5 A B s

ZHTENERY XN @

— £ B R &) 4 3%

’

B % B ¥ % % F £

BEEMEE AT RN

EEBEAM L L o LibreNMS 424 T ZAE#H > 5 5177 S4B R B % &

BIRNIER o
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ICMP
SNMP
AGENT

APPLICATION
SERVICE

BRI AR ICMP 8 B & B2 F 694 R - 33 L SNMP 82 2 78 B 64 & okt
B o — 5T 0% Agent BUR B 3 da bt 1 & 45 THLA F LR R B A
B -

SH 4760 6 F A1 42 4% Application o) g A 3 /8 69 2 A SRR Y X ®
5 R B B 5 09 4K DU BS P2 A& B % B Service &4 #% %] 5 B A1 & B AR 75 09 AR K

FE > M B9 A48 2 Nagios &4 Plugin ## % e94& % -

¥ mA)- 43+ B, © https://blog.jason.tools/2019/10/2020-ironman-21.html

— 2%

V3 T'3 X018 L)

# dnf install epel-release -y

# dnf upgrade -y
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# dnf install git cronie fping jwhois ImageMagick mtr MySQL-python net-
snmp net-snmp-utils nmap python-memcached rrdtool policycoreutils-
python httpd mariadb mariadb-server unzip python3 python3-pip python-

devel python3-devel

# dnf install -y https://rpms.remirepo.net/enterprise/remi-release-8.rpm
# dnf install yum-utils -y

# dnf module reset php

# dnf module install php:remi-8.1

# dnf install mod_php php-cli php-common php-curl php-gd php-mbstring
php-process php-snmp php-xml php-zip php-memcached php-mysqind
(2)#73% librenms 4 fA %

# useradd librenms -d /opt/librenms -M -r

# usermod -a -G librenms apache

(3) F # LibreNMS

# cd /opt

# qgit clone https://github.com/librenms/librenms.git

(4)3% 5 43 B #E 7R

# chown -R librenms:librenms /opt/librenms
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# chmod 770 /opt/librenms

# setfacl -d -m g::rwx /opt/librenms/rrd /opt/librenms/logs

/opt/librenms/bootstrap/cache/ /opt/librenms/storage/ /opt/liborenms/cache

# setfacl -R -m g::rwx /opt/librenms/rrd /opt/librenms/logs

/opt/liborenms/bootstrap/cache/ /opt/liorenms/storage/ /opt/librenms/cache

C)REHMTHRERNRE

# su - librenms

# ./scripts/composer_wrapper.php install --no-dev

# exit

(6)xEEME

# systemctl enable --now mariadb

# mysql -u root (L ATE X EBE R E > FAFIE4 2% mysql -u root -
p)

B R E WL IRTF AT IATATF 354 (password 3FH /X34 5x 16 B4E A 49
B RES)

# CREATE DATABASE librenms CHARACTER SET utf8 COLLATE

utf8_unicode_ci;

# CREATE USER 'librenms'@'localhost’ IDENTIFIED BY 'password’,
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# GRANT ALL PRIVILEGES ON librenms.* TO 'librenms'@'localhost’;
# FLUSH PRIVILEGES;

# exit

PRAR S 8RR A

# vim /etc/my.cnf

it £ [mysqld] T #7388 4T
innodb_file _per_table=1
lower case_table names=0
M ELE) B R R IR

# systemctl restart mariadb
(7)%% PHP

# vim /etc/php.ini

4% ;date.timezone = #4715 & date.timezone = Asia/Taipei (%2 %& > %
JBAEAT T 6 SR M4 )

(8)3% & Apache

# vim /etc/httpd/conf.d/librenms.conf

E P T (ZE2%2% LibreNMS 85 £ 44 F i F R BRF o 2308

% —470y *80 R H b 3855 > 4o *:8080 % )
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<VirtualHost *:80>
DocumentRoot /opt/librenms/html/

ServerName librenms.example.com

AllowEncodedSlashes NoDecode
<Directory "/opt/librenms/html/">

Require all granted

AllowOverride All

Options FollowSymLinks MultiViews
</Directory>

</VirtualHost>

= ¥ Ex# Apache

# systemctl restart httpd

(9)4% A SELinux

# vim /etc/selinux/config

R15 85 H oy SELINUX=enforcing 2z & SELINUX=disabled
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(10) 7. %35 B 5 K s 78k LibreNMS

# % 4 LibreNMS & E #R 48 A 8 A8 1y K g
# firewall-cmd --permanent --zone=public --add-service=http
# firewall-cmd --permanent --zone=public --add-service=https
# systemctl restart firewalld
A B A BRE S KA
# systemctl stop firewalld
# systemctl disable firewalld
(11)z% = snmpd
e ey LibreNMS 8 # 2% % 4%
# cp /opt/librenms/snmpd.conf.example /etc/snmp/snmpd.conf
# vim /etc/snmp/snmpd.conf
# H 69 RANDOMSTRINGGOESHERE & A E R B Y F &
TR A R oG F B ER snmpd (352 BB 6 £ ELBATIL S BR)
# curl -o /usr/bin/distro

https://raw.githubusercontent.com/librenms/librenms-agent/master/snmp/

distro

# chmod +x /usr/bin/distro
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##E snmpd % E 4
# vim /etc/snmp/snmpd.conf
R — TN (ECHRBEMNT BERAFFIR > BHFRASBRHFIE)
extend distro /usr/bin/distro
¥ B E snmpd AR
# systemctl enable snmpd
# systemctl restart snmpd
(12)3 # i R REH
# cp /opt/librenms/librenms.nonroot.cron /etc/cron.d/librenms

# cp /opt/librenms/misc/librenms.logrotate /etc/logrotate.d/librenms

(13)i& A LibreNMS #n453% 5 48 B & 4714 & & B

i 47 ) http:// 15 89 LibreNMS £ # IP/install.php ( 4= http://192.168.3.1/
install.php )

FEMER LRR T RRET (RTHEY —BEERZMATHENERE LK
BEBH AU R A BOREREZET—FSHT) » wRERARFTRFHE
3 config.php e9#257 » #4548 R ey~ F &4 3 69 R % 5k 2| config.php +

3t 4% B ) /opt/librenms/ T (st /opt/librenms/config.php ) -
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(14)85% 2 4 B 42 3 Mo B K A
T BAK B P E A BT

# firewall-cmd --permanent --add-port=161/udp --add-service=snmp --

zone=public

# firewall-cmd --permanent --add-port=6556/tcp --zone=public
TR RN KAEHL R

# firewall-cmd --reload

# systemctl restart firewalld

R ANT FBAR 5 KA

# systemctl stop firewalld

# systemctl disable firewalld

(15)4z 4 B A Ak B 3% = #4669 SNMP R

Fe A B ¥ X M B2 SNMP AREs
# dnf install net-snmp -y

R T RAE 0 B FOEARE PRy £ E sy/etc/snmp/snmpd.conf g 54 A

https://github.com/librenms/librenms/blob/master/snmpd.conf.example Hx4X, -

1 4% 2 + & RANDOMSTRINGGOESHERE 2t % public =& E 5 & o

# systemctl start snmpd
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# systemctl enable snmpd

i

(1) RALE 09 K B #7342 LibreNMS +

FEANLbreNMS » Bz e R TR ER !

2t #% T Devices | — " Add device | » %44 % "Hostnameor IP | R# A &
B KB EIMAB/RIP EE TH e "Community ; (He B3R e 4542
2|6y public KB EZRBANNET S ) > KK % T Add device | 4z -

Add Device

Devices will be checked for Ping/SNMP reachability before being probed.

Hostname or IP
SNMP m
SNMP Version v2e v port udp v

Port Association Maode ifindex ¥

SNMPv1/2c Configuration

Community

Force add OFF
(No ICMP or SNMP checks

performed)

Add Device
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M H 7 AR 0 A% LIDreNMS B 4744 B 4 E ke Fegg - 25 %
"Devices ;| — "Manage Groups | ° k44 B4 T 5 435,69 B A 397 3% e 4% B

EEH ReHRBMTEOENRA®D

()& E E AT X

2L8 LibreNMS 49 8 /> @ TR 35 04 Alerts » k1% B8 :E B & g4 Alert

Transports > {2 A 89 Z & F 254 Create alert transport » 3t £ 8k i 04 432 5
P o 4 Transport name sy A T 493k e 448 > 4o " EFEH4 ) & > Ak
& Transport type % Mail > & 4% Default alert t74%& 2 ON > 2k 4% 4 Email 32 A

BN B4R E FEHAF G T FEH AL

(3)x 2 E4HHM A
2L# LibreNMS 48 B 1 @ TEs% 84 Alerts » 5k 42 254838 8 & 44 Alert Rules » £
A B)Z @ P 254 Create rule from collection @ 3t fe 3k i eh ¥ 3242 P 34 F

Service critical » k4% 22 H 4% Jr 44 Select » Fa12 £k g HEAE Y » #%
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Rule Name 3[4y 20 2 7T 4 ppaay 4% (40 ODFWEB B & %4k ) > it
Severity 2¢ % Critical » 4% Match devices...... FRAE A BB 24 (T A
Devices F#%%]) - it 4% Transports Az s Ae " 3% 2 LA X | — &
PRI e e X 0 A& AR T Save Rule Bp g sk 0 EARILE P BR > (25

critical &9 3f 4y &5 2L & warning » Bp o] 52 & 3 B 8925 T o
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&~ Ry B R
AR BRABORER  ERER —ROHHFTAFRZEHRATHE -
FRATESBEERMOKRR | BRARETHL  HEATHEGHZER —

XML -

— N %ﬁ\
(1) A 4t B X
HARARBEANGEBEX > £ ODFWEB &9 X #% E AT
# sudo -u apache php /var/www/html/odfweb/occ maintenance:mode --on
H + apache % &3 # ODFWEB * # &y Web AR 548 A% > Rt 2 &
JE4# A Rocky Linux 8+Apache 484 R 3 F 8935 > SHE R AR B4 A&
4o www-data % - /var/www/html/odfweb/occ B & occ 354 8y fEfr B » %
IR B EE R A R # A ivariwww/html/odfweb F @ 352t A B E - 2B L

BINE A  HWA B AT A0 S o

(2)tatr 2 A H
EHATINT 454 0 B A SR

# rsync -Aavx --delete /var/www/html/odfweb /var/www/html/odfwebbackup
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H F lvar/www/html/odfweb &= ODFWEB 3 ZrF 2 £ oYL B » 2R A LHEN
o FSE A EFENME o mivar/www/html/odfwebbackup 71 % &%
H

B E 0 T i A AL B 4% 0 de/root/odfwebbackup st B e R B & o

() ftr 28 3%
FHATAT LB E R R BABE
# rsync -Aavx --delete /var/www/html/odfweb

root@192.168.3.1:/root/odfwebbackup

# & fvar/www/html/odfweb = ODFWEB 2} 28522 # th B > 2 AL 20N
o FHEU AN EF R EMGME > @ root@192.168.3.1:/root/odfwebbackup
A B atreaf & > H F root@192.168.3.1 & £ E f 9 1Ak & 89k
SR IP AL E o HEU AT Ay 6938 9 B 55 1R SR 4w moda@192.168.1.1 -
B SRR R AKX B R0 69 B AS 0 SHBL B AT 7 MR IR T AR EAY B R 0 4w/home/
moda/nextcloudbackup » #4780 > 23545 Z RN FE G > F AR IEEIEH

B

(4)i% i& NFS %, Samba # 4

% %% 38 NFS 5 Samba {7 > # L% KM e - 4o nfs-utils  cifs-
utils % -

# NFS mount £ R4 > SFHATR T 354

# showmount -e 192.168.3.1

-116-



# mkdir -p /mnt/nfs
# mount -t nfs 192.168.3.1:/home/nfs /mnt/nfs

# & showmount -e 192.168.3.1 &4 IP 3528 2 Tty NFS X B (47 2L

T EMLFERIB A ) » mkdir -p /mnt/nfs 935 /@ b E R BT R ERKE HN

G342 ¥ B 4% 4 4% 0 H 1% 69 mount -t nfs 192.168.3.1:/home/nfs /mnt/nfs A
AT 7 89 192.168.3.1:/home/nfs 2L & NFS £ 4T R ey & > 18 7 a9lr
oot/nfs 2 & mkdir 354 Fr#7 3264 B 4% > K18 50 7T sk B4y 2l A eh 7 X
TR RER -

%7 Samba (#3555 #F ) FIMRE A ABATUF L

# mkdir -p /mnt/cifs

# mount -t cifs -0 username=Username,password=Password '//IP/share'

''mnt/cifs'

H ¢ username=Username,password=Password 3% & A 4o

username=abc,password=123 iz $5 & [ A 7 4838 55 AR B3 6948 A 5 4 A% 91
F 55 > 1% 7 69'llIPIshare'ss 24 4'1/192.168.3.1/share' 2 F B +T 38 45 64 ¥ p4 g1

HAE A EH & -

O)EHEHE
EA TP EH (T2 ODFWEB &9 * # 3% % 4 22 % MariaDB

W) EM) EHATRT 4

-117-



# mysqgldump --single-transaction --default-character-set=utf8mb4 -h

[server] -u [username] -p[password] [db_name] > nextcloud-sqlbkp.bak

Hd [server]3 R R AF M Bk B oy E# IP 3% URL > 4v 192.168.3.1 > %% &
% % ODFWEB &4 £ # L #47 » 8| % localhost ( R44£5% > % @ ey RILITFF >

IR By ¢ [server] & #: X34 4 localhost ) -

[username]z & 4 B &9 A & > s ODFWEB 3 & F i 69 3¢ 7] Bp %

modaodfweb -
[password] &[username)iz Bl {¢ F # 4 % 25 o
[db_name]& & B £ 4% > AR Fftah 547 BF & modaodfweb -

7 1% 4 nextcloud-sqlbkp.bak R figty i R 6948 & > 16T SABL A H 47T
Wy A BEEA @ LEAR AR R A E > B AR e LBBAE 0 FARE

By A2 BATHF AT AR89 B 5% -

(6) 48 5 4 AR X,
TR R L E R R ARy TR SEAT AT 454 B P 4 B A X GR AR A i Ay
# sudo -u apache php /var/www/html/odfweb/occ maintenance:mode --off

ERERANTESE  FMANBAMERAEN TS -
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(7)E sty

AE RMBHTRAR "R EAM, B T HBNFS & Samba iy, 0 F
ZRAN TG EEN C LAAEL SSH &4 - K SHA N 2EN
EMH o FREERAKT X -

L@yt X8 g A Crontab 69 7 X 34T 0 HHATR F 454 ¢
vim /etc/crontab

FEEPRALTRE

# BB NERMEEIITHEEE M EHG

0 2 ** 0 root rsync -Aavx --delete /var/www/html/odfweb

Ivar/www/html/odfwebbackup

0 2 * * 0 root mysgldump --single-transaction --default-character-
set=utf8mb4 -h [server] -u [username] -p[password] [db_name] >

nextcloud-sqlbkp.bak

o mysqldump e 4 ERFA LY THHEMNE ) —F > XRHHMHE

NFS = Samba > 3% 4% rsync 4 692 5B 8L 2 3 X sk | %8 NFS & Samba #
By — B P IR BRI E S -
= &R

Fotrtdm TEAGEERX | B AR
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(1)#e R H#3B R

FHATA T 152 B RE Mk BAEE
# rsync -Aavx --delete /var/www/html/odfwebbackup /var/www/html/odfweb

H & lvar/iwww/html/odfwebbackup £ #m K B E  FR A TEKE B
ey g > dlvar/www/html/odfweb 8] % ODFWEB 2f ZErF 22 £ oY1 8 > 2 R

HRENI D FEA A EFRENME -

(2)#¢ B3 B R
FHATR T LS B R R B E
# rsync -Aavx --delete root@192.168.3.1:/root/odfwebbackup

Ivar/www/html/odfweb

H + root@192.168.3.1:/root/odfwebbackup &4 B ##egfrE > R
root@192.168.3.1 A M B b FIIR S e9tRIFE IP L & » FH A FTIERE
B0 69 38 3% FIAR 55 #L0R 3R 0 4w moda@192.168.1.1 » B 3%4% Al A E ity 89
A 0 EU AT ILE ey Bk & 0 4e/home/moda/nextcloudbackup - #

THE > 2354 B R A ERE > FE AR ML 55 0 mivar/www/html/

N

odfweb & ODFWEB 2f 2852 £ 940 F » 2 R A REWIL > F158 A3 Bk

RHEPME -

(B):B R A # &

AT F AT BRI AR
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# mysql -h [server] -u [username] -p[password] -e "DROP DATABASE

[db_name]"

# mysql -h [server] -u [username] -p[password] -e "CREATE DATABASE

[db_name] CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci"

# mysql -h [server] -u [username] -p[password] [db_name] < nextcloud-

sqlbkp.bak
AHERNULBEZFLBLETY "HHBERE | —& °
(4) %8 BA 4 AL X,

TR XA FARBATUATHELUERE N EERER

# sudo -u apache php /var/www/html/odfweb/occ maintenance:data-

fingerprint
R BHATU T IEL B EEHRERX
# sudo -u apache php /var/www/html/odfweb/occ maintenance:mode --off

EMWAPRRTR
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%k 2XREIAEFRA

— ~ &% ODFWEB %4 % 4
FRBAFMZEETFEL S FHE ODFWEB 488 2 A R U 7 A th 4
BRBAFHF  FEEF2REHKD > A2 EAER B BREHKHM
R ARENE — RS 0 3 AN 200 AR TR MR > 24 % 4
B 200 A LR 2 HEFR > R T HEELEBRBRUEFERMGE) > THB

s ERYE T BB - T TR | - TODF E34his T A2 IRE

=~ 2% OpenSearch &K

A AT #54 > 42 % OpenSearch £, :

# curl -SL

https://artifacts.opensearch.org/releases/bundle/opensearch/1.x/opensearc

h-1.x.repo -o /etc/yum.repos.d/opensearch-1.x.repo

# dnf clean all

# dnf install opensearch -y

TR U A U F Sh AR R

# lusr/share/opensearch/bin/opensearch-plugin install ingest-attachment

BRIt 3% € Ak Bk gy OpenSearch -
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# systemctl enable opensearch

# systemctl start opensearch

= - R OpenSearch £ xR %

HATATF 454 #E AR H| 2 4 09 OpenSearch iR 7 & & A i ¥ =2 R ?
# curl -X GET https://localhost:9200 -u 'admin:admin’ --insecure

o B BB TF e AR OK T o

"name" : "odfweb.moda.gov.tw",
"cluster_name" : "opensearch",
"cluster_uuid" : "pN-50sKMQ7ywQE07N8G5Ng",
"version" : {
"distribution” : "opensearch",
"number" : "1.3.13",
"build_type" : "rpm",
"build_hash" : "07ebac12b8942b51d9d4ada93a95aee76dcle8el”,
"build_date" : "2023-09-19T722:09:07.067953Z",

"build_snapshot" : false,

"lucene_version" : "8.10.1",
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"minimum_wire_compatibility version" : "6.8.0",

"minimum_index_compatibility _version" : "6.0.0-betal"

2

"tagline" : "The OpenSearch Project: https://opensearch.org/"

FETRBAITRTF 34 » #ER B AT A £ EEay s A7 & ¢

# curl -X GET https://localhost:9200/ cat/plugins?v -u ‘admin:admin’ --

insecure

name component
odfweb.moda.gov.twingest-attachment
odfweb.moda.gov.twopensearch-alerting
odfweb.moda.gov.twopensearch-anomaly-detection
odfweb.moda.gov.twopensearch-asynchronous-search
odfweb.moda.gov.twopensearch-cross-cluster-replication
odfweb.moda.gov.twopensearch-index-management
odfweb.moda.gov.twopensearch-job-scheduler
odfweb.moda.gov.twopensearch-knn

odfweb.moda.gov.twopensearch-ml
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odfweb.moda.gov.twopensearch-observability 1.3.13.0

odfweb.moda.gov.twopensearch-performance-analyzer 1.3.13.0
odfweb.moda.gov.twopensearch-reports-scheduler 1.3.13.0
odfweb.moda.gov.twopensearch-security 1.3.13.0
odfweb.moda.gov.twopensearch-sql 1.3.13.0

W ~ #FARK OpenSearch £ K% =2

(DEAHK

152 letc/lopensearch/opensearch.yml > £ 514 3% oA F =47 :
 network.host: 0.0.0.0 -> % & AEAT 1 @ £ T LA R AR IR TS
« discovery.type: single-node -> ¥ X # AR 7542 R,
« plugins.security.disabled: false -> plugin g& A 222 # &,

EMEEE RTUERER » FBRRARARRBREFER  wREAL

EXBREFER 2V BBEBATUTHAE -

(2):A% IVM 53¢

152 letc/opensearch/jvm.options > FHE LT — 4789314 -

(ko Aoy EMze e84 4GB)

e Xmsb512m
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* Xms512m

(4o R Aoy E#4ze &84 A 8GB)
* Xms1024m
* Xms1024m

(ko R Aoy EMe &8 A 16GB)
e Xms2048m

e Xms2048m

B AR BAINE
hok — 4644 F ODFWEB B - 2 4% A 80 32 ey X M F » AR B 42 A3 2 X
WREIRFEEE » T AR WEG T XEAT > AHEEF AR > BARGRE T Ko
T AL
BB R T R AR T 14 0 A%/ etc/opensearch/opensearch.yml pg %% o
e B F &4 plugins.security.ssl.http.enabled: true
A
plugins.security.ssl.http.enabled: false
B F ¥4 OpenSearch iR #% :
# sudo systemctl restart opensearch
HETRAGARAESL e EANMPIHETT > doF
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# curl -X GET http://localhost:9200 -u ‘admin:admin’

# curl -X GET http://localhost:9200/ _cat/plugins?v -u ‘admin:admin’

kot —2R > BT UL B H e ODFWEB % % & Ui & A8 48 3 3 4T R 3K -

N RBREEAHE

(1)3% = OpenSearch SSL
FREARGRDRE > Hlhe | B FARAIRITE S - B2 RATA% ey SSL

B FHBUT S TR BAT
* RAKRREH C EHE B BIREE (FARRENG R EEUE
55 0 B AL SB AT )
# cd /etc/opensearch
# mkdir oldcert
# mv *.pem oldcert
# openssl genrsa -out root-ca-key.pem 2048

# openssl req -new -x509 -sha256 -key root-ca-key.pem -subj
"/C=CA/ST=ONTARIO/L=TORONTO/O=0ORG/OU=UNIT/CN=ROOT" -out

root-ca.pem -days 730

# openssl genrsa -out admin-key-temp.pem 2048
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# openssl pkcs8 -inform PEM -outform PEM -in admin-key-temp.pem -

topk8 -nocrypt -vl PBE-SHA1-3DES -out admin-key.pem

# openssl req -new -key admin-key.pem -subj
"/C=CA/ST=ONTARIO/L=TORONTO/O=0ORG/OU=UNIT/CN=A" -out

admin.csr

# openssl x509 -req -in admin.csr -CA root-ca.pem -CAkey root-ca-

key.pem -CAcreateserial -sha256 -out admin.pem -days 730
# openssl genrsa -out nodel-key-temp.pem 2048

# openssl pkcs8 -inform PEM -outform PEM -in nodel-key-temp.pem -

topk8 -nocrypt -v1l PBE-SHA1-3DES -out nodel-key.pem

# openssl req -new -key nodel-key.pem -subj
"/C=CA/ST=ONTARIO/L=TORONTO/O=0ORG/OU=UNIT/CN=nodel.dns.a-

record" -out nodel.csr
# sh -c 'echo subjectAltName=DNS:nodel.dns.a-record > nodel.ext'

# openssl x509 -req -in nodel.csr -CA root-ca.pem -CAkey root-ca-
key.pem -CAcreateserial -sha256 -out nodel.pem -days 730 -extfile

nodel.ext
# rm -f *temp.pem *csr *ext

# chown opensearch:opensearch admin-key.pem admin.pem nodel-

key.pem nodel.pem root-ca-key.pem root-ca.pem root-ca.srl
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o K15 #1y B A vy opensearch.yml > it & #7 & 4 ¥ &) opensearch.yml ;g

P LT

# mv opensearch.yml opensearch.yml.orig

# cat << EOF > opensearch.yml|
network.host: 0.0.0.0
discovery.type: single-node
plugins.security.disabled: false
path.data: /var/lib/opensearch
path.logs: /var/log/opensearch
plugins.security.ssl.transport.pemcert_filepath: /etc/opensearch/nodel.pem

plugins.security.ssl.transport.pemkey_filepath: /etc/opensearch/nodel-

key.pem

plugins.security.ssl.transport.pemtrustedcas_filepath: /etc/opensearch/root-

ca.pem
plugins.security.ssl.http.enabled: true
plugins.security.ssl.http.pemcert_filepath: /etc/opensearch/nodel.pem
plugins.security.ssl.http.pemkey _filepath: /etc/opensearch/nodel-key.pem

plugins.security.ssl.http.pemtrustedcas_filepath: /etc/opensearch/root-
ca.pem
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plugins.security.allow_unsafe_democertificates: true
plugins.security.allow_default_init_securityindex: true
plugins.security.authcz.admin_dn:

- 'CN=A,OU=UNIT,0=0RG,L=TORONTO,ST=ONTARIO,C=CA'
plugins.security.nodes_dn:

- 'CN=nodel.dns.a-

record,OU=UNIT,0=0ORG,L=TORONTO,ST=0ONTARIO,C=CA'
plugins.security.audit.type: internal_opensearch
plugins.security.enable_snapshot_restore_privilege: true
plugins.security.check _snapshot_restore write privileges: true

plugins.security.restapi.roles_enabled: ["all_access",

"security_rest_api_access"]

EOF
# chown opensearch.opensearch /etc/opensearch/opensearch.ymi
# cp /etc/opensearch/root-ca.pem /etc/pki/ca-trust/source/anchors/

# update-ca-trust

FHETRME EFRRAIRITE S

# cd /usr/share/opensearch/plugins/opensearch-security/tools
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# OPENSEARCH_JAVA HOME-=/usr/share/opensearch/jdk ./hash.sh

> SEWAMES > BT AELEMNER

#In -s
/usr/share/opensearch/plugins/opensearch-security/securityconfig

letc/opensearch/opensearch-security -> % 3 2 #1222 & B 6938 € B 4%

# vim /etc/opensearch/opensearch-security/internal_users.yml -> &2
admin tk3E+ 8y hash W& » MR 2 H BB AEAAERNLE > £ demo

user & ;g 2 7T LA M| 4R 5k, R SRR
= hash:

"$2y$12$NWyKQehOLC30GcoPxG9q7edDFAYNRDgdV7S4N.

SVozmZmgYdPF6Sa"
= descriptioin: #2 & 49 N 22 Ak, Admin User
s FPR%E LT
# systemctl restart opensearch
# cd /usr/share/opensearch/plugins/opensearch-security/tools

# OPENSEARCH_JAVA HOME-=/usr/share/opensearch/jdk
Isecurityadmin.sh -cd /etc/opensearch/opensearch-security/ -cacert
/etc/opensearch/root-ca.pem -cert /etc/opensearch/admin.pem -key

/etc/opensearch/admin-key.pem -icl -nhnv
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B MR TREANEREFRAZE AT » BT UE A — 4698

HIEL > RN EBRACTENYINE > BRRALETUER EMF -

# curl -X GET https://localhost:9200 -u 'admin: #7 &4 58 #5' —insecure

"name" : "odfweb.moda.gov.tw",
"cluster_name" : "opensearch"”,
“cluster_uuid" : "pN-50sKMQ7ywQE07N8G5Ng",
"version" : {
"distribution” : "opensearch",
"number" : "1.3.13",
"build_type" : "rpm",
"build_hash" : "07ebac12b8942b51d9d4ada93a95aee76dcle8el”,
"build_date" : "2023-09-19T722:09:07.0679532",
"build_snapshot" : false,
"lucene_version" : "8.10.1",
"minimum_wire_compatibility_version" : "6.8.0",

"minimum_index_compatibility version" : "6.0.0-betal”
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"tagline” : "The OpenSearch Project: https://opensearch.org/"

FETRBAITRTF 34 R B AT A £ EEa s A7 & ¢

# curl -X GET https://localhost:9200/_cat/plugins?v -u ‘admin: #7 &4 %% %' --

insecure

ho R A B F Ao~ 0 w4 & OpenSearch &R B L EEFEAT -

(2)4£ A Apache SSL #a 3f %

FEIEXRER T > #GHR A SSLEX A F > BEATFARNAZ ST > Zuar
ODFWEB # H SSL # X # # > F]#F OpenSeach ik AR 2697 AR K 4)
3% BT S F KX ER — & £ # E3% T 3 OpenSearch i 1% Apache a9 4X

IF ¥ MR 4 ODFWEB % » X2 H X4 F -
1. #73¢/etc/httpd/conf.d/opensearch.conf > W & 4e F
Listen 19200 (i& ¥ 84 port 38T 2L 4 37 > 4e4b4% A 19200 )
<VirtualHost *:19200>
ServerName 4 45 ODFWEB x# £ 4% ({54 : odfweb.example.com)
ProxyRequests off
SSLEnNgine On

SSLProxyEngine On
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ProxyPreserveHost Off

SSLProxyVerify none

ProxyRequests Off

SSLProxyCheckPeerName off

SSL CertificateFile I'F & #2442 fullchain.cer

SSL CertificateKeyFile I B #4482 . key

SSLProxyProtocol all -SSLv2 -SSLv3 -TLSv1 -TLSv1.1 -TLSv1.2

SSLProxyCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:

+EXP
<Proxy *>
Order allow,deny
Allow from all
</Proxy>
ProxyPass / https://{z 45 OpenSearch X # 1P:9200/
ProxyPassReverse / https://{x & OpenSearch % # 1P:9200/
</VirtualHost>
& ¥ kL Ey Apache :

# systemctl restart httpd
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BEH—T BArARFFH port 5% > e BB AT a2 -
# netstat -tinp

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 00.0.0.0:22 0.0.0.0:* LISTEN  560/sshd

tcp 0 00.0.0.0:3306 0.0.0.0:* LISTEN  10272/mariadbd

tcp6 0 0::9300 i LISTEN  13062/java

tcp6 0 0::22 ik LISTEN  560/sshd

tcp6 0 0::443 e LISTEN  30492/httpd

tcp6 0 0:::19200 ek LISTEN  30492/httpd

tcp6 0 0::3306 i LISTEN  10272/mariadbd

tcp6 0O 0::80 i LISTEN  30492/httpd

tcp6 0 0::9200 i LISTEN  13062/java

o 3t JE %0 7T BAIE i 38 SSL i & /7B OpenSearch a9k T -

AE AR R ARG port SEET o FIE B AP KGR T A M 45k port 3k o

+ - /£ ODFWEB L# X R EZXEEIXWREEH
3#4 admin &4 e9tEsE S A4S > %% ODFWEB # L A eytEsE B~ > 2hig

+ ERAARZRA ) BT o
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admin

HAREAER

L= U
=5 JE 1ok

MR R PR B EY

1I .J"I"'._ E__"E": '-F-E-'

2 A e R " Full text search | ~ T Full text search - Elasticsearch

Platform ; & " Full text search — Files | i& 3 @44 -
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BEAZmAS T  WERT O B:E T AXMF  HIRTETE 0 FK

RUATHAL > AR E IR o

« HF L %4 Elasticsearch | £ @& kiR

T}
JE|
1y

EXE-

Pt

 Servletgyfr & : FHEA  https://admin: 55 75

@yourodfwebhostname:19200

o %3] 3FE A odfweb_index(T LA 4 F)

o [EFE]> A B HAA RSB | FRHE standard

o ARMAEE I FHRFHE

© IR EHEE T RINBLENE

© BETHE D AF AR

s WRAMEKRD L EFHFZE 200

© M R4E PDF - 35 fRaF 4

o R4z Office : 51345 4%

XA TS 0 13 ODFWEB & B » # % & AT % 5109 T4F > FL 2

Console 3% > SATHAF 454 -
# cd /var/www/html/odfweb

# sudo -u apache php occ fulltextsearch:index
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FEEEFNUATHIME .
Options: []

Memory: 8 MB

— Indexing
| Action: indexDocument

| Provider: Files Account: admin

| Document: 3

| Info: application/vnd.oasis.opendocument.text
| Title: about.odt

| Content size: 112992

| Chunk: 2/2

| Progress: all/l

L

—— Results
| Result: 2/2
| Index: files:3

| Status: ok
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| Message:
{" index":"odfweb_index"," type™:" doc"," id":"files:3"," version":1,"result":"
created"," shards":

{"total":2,"successful":1,"failed":0}," seq_no":1," primary_term":1}

— Errors
| Error:  0/0
| Index:

| Exception:

| Message:

o
=
>.g§\
i

ALREBRZREXREAMFEZRLT -
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A~ 7£ ODFWEB L B2 XK E ik
ERBREMERBOLERE > Z22EALRE NI FEEA

ODFWEB & £ &m» AZ @A Lty » B AR EWE T wTH

. .-.-mdu . m 1’ {D‘

BEE > ehANFT IR MARHFNTE > KOFEFOSPEL > ok

TREHAMEHERT K

Files ] GDFWEE Nanualpt‘h‘

abom odt

LA b3t ODFWEB 2 Ak ##il b9 #0532 & B AL A A -

L~ BRERFEHEINEH
FRREXE IR b TS > RN B G ERET R Ar
AE E% e ODFWEB T AR B 3 ¥ #5 £ R 5IN A » HRBUUT 34 TR

T ITAE
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# sudo vim /etc/crontab

FRAGMBUAT AL

*[5 * * * * gpache php /var/www/html/odfweb/occ fulltextsearch:index
TG B - BHATUTF L

# systemctl restart crond

LliegnE c TERBOSHEEHEHEXREYER > BTURBERYE

KA AR TR GFERMLE -
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B~ MR AR (GCB)S 4 X #
UTFHREASFB I ERE(GCCB)NATERL AT > FaNETLHEUT

B4k

https://www.nccst.nat.gov.tw/GCBDownloadDetail?lang=zh&seq=1014

— AREHRRA

142 letc/login.defs LA & 48 %% ¢
« PASS MAX DAYS 90 %#nkiBIAX$#H  GCBRETAHI3IMEA

 PASS_MIN_DAYS 0

B}

WENB IR B R R PR
e PASS WARN AGE 7  H&EBEz &R & it

&2 letc/security/pwquality.conf

« minlen=8 EHHR R

« maxrepeat=0 BT REMREFAHRARKE

« maxclassrepeat =0 BV RGEHEBAFTLHRRAEE
* lcredit =-1 EHTYELFERLMIEF

 ucredit =-1 FEFEVERLIBEREF

« dcredit =0 w2V EEOERF

- ocredit =0 EHTELEROBECTF L
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=~ 23 sudo &%

o I —{AFIEHMEIE

# adduser % 3% FPEIE

e % sudo tg%E

# echo "Z B R &Y TR IE % 4% ALL=(ALL) ALL" >> /etc/sudoers

=~ R dnf £4ARR

1= letc/lyum.repos.d/ B 4% 79 &9 Rocky-BaseOS.repo 3% & 4% W & A T
% iE (Bl B 4T 69 2 2 Rocky-*.repo & & #% &, 35 i Sa el 6 15 iE)

AR

mirrorlist=https://mirrors.rockylinux.org/mirrorlist?

arch=%$basearch&repo=BaseOS-$releasever

#baseurl=http://dl.rockylinux.org/$contentdir/$releasever/BaseOS/

$basearch/os/

A

#mirrorlist=https://mirrors.rockylinux.org/mirrorlist?

arch=$basearch&repo=BaseOS-$releasever

baseurl=https://free.nchc.org.tw/rocky/$releasever/os/$basearch/
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It BAE 352 3 AT ROR
# cd /etc/pki/rpm-gpg
# wget https://free.nchc.org.tw/fedora-epel/RPM-GPG-KEY-EPEL-8
# wget https://rpms.remirepo.net/RPM-GPG-KEY-remi
# rpm --import /etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-8
# rpm --import /etc/pki/rpm-gpg/RPM-GPG-KEY-remi
# cat << EOF > /etc/yum.repos.d/epel.repo
[epel]
name=Extra Packages for Enterprise Linux 8 - \$basearch
baseurl=https://free.nchc.org.tw/fedora-epel/8\$basearch
enabled=1
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-8
EOF
# cat << EOF > /etc/yum.repos.d/remi.repo
[remi]
name=Remi's RPM repository for Enterprise Linux 8 - \$basearch

baseurl=http://rpms.remirepo.net/enterprise/8/remi\$basearch/
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enabled=1
gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-remi

EOF

g~ 2% % SSH Root B AR 4] > MRS ELE

PATA T 52

# sed -i 's/#PermitRootLogin yes/PermitRootLogin no/g' /etc/ssh/sshd_config
&2 letc/sshisshd_config » lw AT 2 TR %

Ciphers aes128-ctr

MACS hmac-shal

= #7EL By SSH ARF5 -

# systemctl restart sshd
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