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Abstract

Keywords : Cross-Domain Application, Cyber Security for Threat
Detection and Defense, Pre-6G Inter-ministerial Cooperation Working

Group

1. General Background Information

To proactively position ourselves in cross-domain application
technologies and lead the industry in innovation, transformation, and
development, we will formulate and establish various strategies and
collaborative mechanisms for domestic industries under two key areas:
application scenario analysis and verification, and information security
protection and detection. We will also plan and conduct initial validation
for the issues and technical needs that may arise during the realization of
the commercial transformation of the future 6th Generation Mobile
Networks (6G).
2. Methodology

This project employs research methods such as literature analysis,
interviews, and comparative analysis to engage with scholars and technical
experts in the field. Initially, we use literature analysis to gather and
scrutinize cross-domain application scenarios of Al-Native and Cloud-
Native, communication enhancement mechanisms across application and
network layers, decentralized service architecture technology, and
information security threats. Additionally, we conduct interviews to
summarize the dynamic development trends in the commercial market and
the application of information security. Based on the analysis results, we
will establish the foundational infrastructure of the cross-prototype system
and provide a comprehensive explanation of the empirical outcomes.
3. Key Achievements of the Programme Include.

(1)Cross-Domain Application
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A.The ITU has officially designated the 6G system as IMT-2030,
steering it towards the evolution of nine major application
trends, Ubiquitous Intelligence, Ubiquitous Computing,
Immersive Multimedia and Multi-sensory Interactions, Digital
Twin and Virtual World, Smart Industrial Applications, Digital
Health and Well-being, Ubiquitous Connectivity, sensor
communication integration, and Integration of Sensing and
Communication.

B.6G has evolved beyond the three primary scenarios of 5G,
which include eMBB, mMTC, and uRLLC. It has now
expanded to encompass six major contexts, which include
Immersive Communication, HRLLC, Massive
Communications, Ubiquitous Connectivity, Integrated Al and
Communication, and Integrated Sensing and Communication.

C.The characteristics of AI-Native in the 6G system need to be
evaluated from three dimensions: service, capability, and
architecture. We can start by considering its services,
examining whether they are sensitive to factors such as
latency, energy consumption, privacy, or service quality. Then,
by referencing the capabilities of computation and the design
of the architecture, we can pinpoint the key requirements that
Al-Native should emphasize for its 6G network system
functions.

D.Currently, in the market, there are two types of solutions to
achieve Cloud-Native: virtualize and containerize, along with
their associated software services. Cloud-Native offers
advantages such as flexible resource allocation, high
availability, fault tolerance, and adaptable environment

deployment.
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E.The research direction for communication enhancement
mechanisms across application and network layers
encompasses cross-layer message exchange, cross-layer
resource allocation, optimized network routing and
scheduling, cross-layer security, privacy protection, and
collaborative optimization and learning.

F.Open-source software like NS-3, OMNeT++,
OpenAirlnterface, and Mininet are extensively employed for
simulating communication enhancement mechanisms across
application and network layers, particularly in the context of
researching 6G communication networks. While these
software tools offer valuable resources for the study of 6G
communication networks, they do have certain limitations in
specific areas, including model accuracy and complexity,
challenges related to cross-layer integration, insufficient
protocol and technical support, and constraints in experimental
platforms.

G.Compare the performance of Convolutional Neural Networks
(CNN) and Class-Incremental Learning (CIL) algorithms in
identifying new product categories in a smart store. CNN
exhibits superior accuracy in recognizing new categories but
performs less effectively with existing ones, while CIL
maintains stable accuracy at the cost of longer training time.
The choice of algorithm should be based on specific
requirements.

(2)Secure, Reliable and Trusted Distributed Computing Planning.

A.The expansion of B5G/6G into the THz frequency range has
necessitated network operators to deploy more hardware
equipment, including base stations, in order to maintain the

same coverage. This increase in network deployment costs has
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prompted international standards organizations to embrace
network virtualization technology, enabling multi-tenant
deployments on white-label servers, with the aim of reducing
operational expenses for operators.

B.To enhance the efficiency of virtual components, user data
sharing is crucial. The ISO has initiated discussions on
integrating edge computing and blockchain to establish a
decentralized management mechanism. This allows operators
and users to share customer data without the need for a pre-
existing trust relationship.

C.Establishing a blockchain system and a decentralized
authentication mechanism within an edge computing
environment can effectively reduce latency and enhance the
feasibility of deploying decentralized systems in edge
computing environments when compared to centralized
authentication mechanisms.

D.By integrating the open-source program interfaces of
blockchain and the InterPlanetary File System (IPFS), we
developed a system where blockchain manages the file digest
values of IPFS. These two technologies were combined to
create a decentralized storage system within an edge
computing environment. In the pilot project, it was observed
that the blockchain's program interface could slow down the
access speed of IPFS. However, its impact on the reading
process was minimal and unaffected by the number of
blockchain nodes, making it suitable for data sharing
applications.

(3)6G Threat Dectection and Defense
A.Analyze the differences in network threats between 6G and

5G. In addition to advancements in communication
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technology, 6G will introduce new technologies such as Al
and ML into the network architecture. Therefore, there is an
early need to develop penetration test specifications for Al and
ML models within the 6G network architecture.

B.The analysis of traditional information security threats, such as
[P Spoofing, Denial of Service (DoS), and Downgrade Attack,
has not only not disappeared but is occurring more frequently.
These threats will persist in the 6G era, emphasizing the
continued importance and necessity of physical protection
measures. In the process of analyzing Al-Native Security and
in-X subnet Network Slicing Security, it has been discovered
that new types of Al models will lead to more sophisticated
and targeted attacks in the future 6G era, making them difficult
to detect. This underscores the importance of conducting early
research and development to defend against Al model attacks.

C.The analysis results of STIX format for network threat
information reveal a limitation in the (N-ISAC when dealing
with "attack IP" and "compromised IP" during cybersecurity
incidents. They can only present [Pv4 addresses, and cannot
handle IPv6 devices. To address this issue, two solutions are
proposed: adding an 'TPv6 Address Object' and specifying a
particular IPv4 address while including the IPv6 address in the
attachmen

D.The assessment of the security of Al models for future 6G-
enabled wireless resource allocation has been completed. The
results indicate that Al models are vulnerable to conventional
attacks, and therefore, continuous security measures are
necessary. Adversarial tests have exposed weaknesses in the
wireless resource allocation Al model, leading to a substantial

decrease in network performance, affecting both throughput
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and latency. Possible defense measures include pre-model data
filtering and detection. After an attack, re-labeling attack
samples can be used to train new models, enhancing their
resistance to adversarial attacks.
(4)6G Network Element and Commuincation Cyber Security
Detcetion

A.Taiwan's existing industrial computer and server
manufacturers, along with small base station manufacturers,
should enhance their understanding of the 3GPP and O-RAN
Alliance standard specifications and key technologies. They
can adopt the O-RAN Alliance's approach, utilizing the
NESAS developed by GSMA and the SCAS established by
3GPP for product security validation. This approach reduces
the cost of security patches during the commercialization stage
and enhances the competitiveness of their products in the
international market. In addition to meeting the security
requirements of potential customers, it also improves the
overall appeal of their products.

B.Given the long-anticipated importance of identity
authentication and access control mechanisms in 6G security,
this project has developed two major categories of four
security attack scenarios to assess the impact of these attacks.
It also recommends protective measures in alignment with
ISO 27001:2022 control measures, including "A.5.30 ICT
Readiness for Business Continuity," "A.8.9 Configuration
Management," and "A.8.16 Monitoring Activities." The aim is
to validate the feasibility of the mitigation plan, serving as a
recommendation for the development of information security

technologies for 6G network software and hardware.
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C.During the information security seminar in this project, the
majority of industry participants expressed concerns about the
increasing security threats as the deployment of 5G dedicated
networks continues to rise. They recommended that
government agencies study the extension of 5G to 6G and
establish relevant information security standards and
regulations. These standards should be based on those
published by multilateral organizations and advanced
international countries. Alternatively, the government could
consider the SOP mechanism for 6G security scenarios and
promotional procedures. This step-by-step approach aims to
develop a communication network security management
system, ensuring the resilience and security of the
communication environment in Taiwan. Such efforts will
benefit Taiwanese industry players in gaining access to the
international 6G supply chain.

D.In consideration of the international trends in communication
security and the technical focus of this project, we conducted
four technical exchange seminars. These seminars hosted over
50 participants from various sectors, including dedicated
network operators, system integrators, equipment suppliers,
security experts, and research institutions. The goal was to
gather perspectives on security themes within different
communication generations, which will serve as a reference
for the development of a secure foundation for 6G service
architectures.

(5)Pre-6G Inter-ministerial Cooperation Working Group

A.Three conferences of the Pre-6G Inter-ministerial Cooperation

Working Group have been successfully conducted. During

these conferences, participants from the MOEA of the
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Ministry of Economic Affairs, IDA of the Ministry of
Economic Affairs, and NTSC gathered to discuss and
coordinate various aspects related to the advancement of 6G,
with the aim of fostering 6G development in the country.

B.Completed three cases of supporting government or
telecommunications industry participation in international
organizations related to 6G applications and standards. These
efforts have aimed at fostering international cooperation,
exchanges, and engagement in significant global events by
harnessing the combined efforts of various ministries and
bridging the public and private sectors.

C.Published 9 e-newsletter, consolidating information on
domestic and international MICE events. This information is
made available to industry, government, and academia to
facilitate pre-event networking and to provide the latest
updates on international telecommunications, promoting
resource sharing.

D.Established three information collaboration platforms, which
include providing team members with a channel for pre-
application communication regarding experimental
frequencies, conducting surveys for participation in the 2023
and 2024 international conferences, and facilitating
communication for planning and collaboration in the
organization of the 2024 international conference.

4. Following-up
(1)Immediate recommendations

A.The existing outcomes of this project can be provided to the
TAICS (Taiwan Association of Information and
Communication Standards) for 6G cross-disciplinary

application associations, serving as reference cases for
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preliminary planning or proposing recommended standards.
For instance, relevant committees within TAICS, such as TC1
(Advanced Mobile Communication), TC3 (Device
Networking Working Group), and TC-5 (Networking and
Information Security Working Group), will regularly share the
results of this project's content. Additionally, they will provide
suggestions or propose standards in alignment with
international standard trends as needed.

B.By leveraging Cloud-Native combined with generative Al
technology in communication-related application domains, as
well as employing Distributed Ledger Technology (DLT) for
applications based on data privacy, we aim to collaborate with
relevant alliance/association partners, such as the MIH
Consortium and Taiwan Association for Blockchain
Ecosystem Innovation. Our goal is to propose directions for
technologies and applications that align with the 6G and 9G
trends in the future. Through active engagement, we will
exchange ideas, suggestions, and explore collaboration
opportunities with alliance and association members, utilizing
the collective R&D resources of this project to jointly
establish a preliminary proof of concept.

C.Coordinate the aforementioned efforts and information sharing
within the Public Sector Linkage Group, offering them as
references or fostering collaboration for other sub-groups.
Additionally, plan to invite exceptional scholars, experts, and
innovators both domestically and internationally to engage in
discussions within the Pre-6G Inter-ministerial Cooperation
Working Group.

D.The outcomes of this project, including recommendations and

practical cases related to information security in the Structured
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Threat Information eXpression (STIX) framework, potential
attacks when introducing Al applications into the nuclear
network, and empirical results from cross-disciplinary Al
applications, will be utilized to facilitate exchanges between
the Department of Resource Management at the Ministry of
Digital Affairs and relevant entities, such as the NICS, NCC,
and others. Furthermore, the results of this project will be used
to provide insights or advocate for the implementation of
recommendations to the overseeing authorities.

(2)Mid and Long-term Proposals

A .Drawing inspiration from the advancements in FIDO-
integrated communication applications and the ongoing
development of post-quantum cryptographic enhancements,
we aim to strategically plan the integration of cross-
disciplinary applications involving Al, hybrid networks, and
6G communication features. This integration will be designed
with robust information security and privacy protection
mechanisms, propelling the industry to proactively deploy 6G
application technologies ahead of schedule."

B.Continuously monitor future developments in Al regulations
and security from the European Union, the United States, and
international and standards organizations. Building upon the
trends and practices in promoting trustworthy Al, this project
will integrate Al applications with features such as security,
privacy, and resilience. The plan includes proposing
technology development and validation with a focus on
Distributed Ledger Technology (DLT), Al
applications/security, and Federated Learning (FL) as the

primary axes.
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C.Actively participate in cross-disciplinary 6G application
associations, serving as reference cases for preliminary
planning and proposing specifications. Examples include the
TC3-Device Networking Working Group and TC-5
Networking and Information Security Working Group within
the TAICS. Regularly share the outcomes of this project with
these associations and, as needed, put forth recommendations

or proposals aligning with international standard trends.
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RELFRR A PREFE ML 2B BB HER
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PRFERE S TEIRFES 2IHSWRIRT -
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BoHBmE2 2 Re FRPIGRRE TR - FRE LR > ME T
T2 HEREZCR AT RY BEF R PRIFEFEE R
PRELM
TRFHGHREFEERE
R¥p1 Al g FF e b ki > 2022 # 2 g ¥
Fwad 219 v E A BRI EFEEREER o FEP TR v &
dbrd K A 2 =8 o 242 0 Cloud-Native #7/& * PRF% > @ 5 2022 &
BT HAE 3 W@'&ima%ﬁ&%ﬁég GE izt 2
HMBEIERA PR/ FERER AT R i SRR
( Digital Subscriber Line, DSL ) % L& FAR R E R * 42 5 0 ML
TR MIEHIIE 5G L 2R SRAEPFET 0 FE e 2023 &£
PHUMALENE T L 45% 0 2229V E R 0@ fgt B
AEAHF FR 202 LA NAEE XL F L 1.6% 0 E 5 435
BE Ao
P U0 o % 3GPP £ (2023)# 6 7 13 p 1 16 p 2t 4 4 F
7%3GPP Release-19(RIDEHEF 4 € > e A 47 23R T 5 X A &
6G Ry 2 2 @ § 1~ i A I (Nokia)4oF) 3~ % 1 2 (Ericsson)
Yol 4~ R E AT RF i (Qualcomm)4r Bl 5 - 8~ R £ (LG)
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KT o BAR R AR AL wu R 2.00K
4o@] 6 & 2 £ (SONY)4r Bl 7 4 6G #2338 i 480 5 £ §E o 2 [
R BAREE R - KR35 3GPP RI19 R L 5G % 5] 6G %
m}}% R ?ji‘ % ¥ % 3GPP Release-20 (R20) % # B 4247 7 6G & & PR
i+ 2 % Ku(Services and Systems Aspects, SA) ¥ & 4 3 P~ 4 B (Radio
Access Network, RAN) % £ » i %" 3GPP Release-21 (R21 )& & B} 441
TH P66 BE -

Nokia #f fz 1£.2020-2030 & 6G f T f1 5 FF £ 0 4o B 3> &7 - B
A ARG o AR AR AR AU DER o ok B2 2
PEIE R AR st > 6G A 3R R * BB &2 9 > Nokia 1 e
Hexa-X v Hexa-X-1I 3 £ F 2 @ 734 0 B3 T - R
B 4E e ITUR & 4 B ¢ #8582 B R a7 dn+ ¢ (World
Radiocommunication Conference, WRC) 4+ Z_6G e7#f B frif i+ o % 3
ITU-R 2_ ¢+ > 3GPP3§%J§)’I~%1‘%—§“$ FEA - F- B 6G R
SE3- 42 2028 & 3GPPR21 # 4 % 02023 & F & 4% i 21+ ¢ (WRC-
23)(FE 232023 £ 11 2 2 BB )V it )?u 6G F7 3 iz 1F HE Bt - 20
T30 AT HEEER -

FBLAE S Fx ﬁ'ﬁﬂﬁ‘})ﬁl B 6GE B P oahw > R AR TR 33 2025
# %2 ]k 5L(Trial System) » ¥ 3% 2028 & fx# 6G 7 * F %k & >
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HF rﬂff- &%‘Apﬁ@* .3 ‘*%ﬂ%iﬁr wl g 2.0 %K
relation to

3
% IMT-2030
-

5G eMBB, URLLC, RedCap,... 5G-Advanced

~ - 6G specs Ggipecs 6G specs
6G pre-standards Er‘ec_]_s 16 UG ph2 ph3
A req.R20  SA2archatudy “SACTphzspecs | SACT pha specs
RAN req. study
- RANtech study
RAN R19

B 3 ~ Nokia % # 6G & /72 FF 42
»,};}J. ) ?ﬁ‘%ﬁﬁﬁ“‘f[ﬂ—-’ij = . 2.7
Ericsson >+ 2021 # 4= 3 #H # £ '3 % Next G Alliance » 28] 6G
RAP S HHEE € 42024 25 F > % - B¥ R 35 53GPP6G R
%%—%Q‘ 2028 £ d > T A 2030 £ B VIR ER o deRl 4o

6G specification

6G studies

~
S
& o 6G requirements

5G evo 5G evo 5G-A 5G-A

unlicensed, RedCap, Non-terrestrial  Network Energy MIMO, XR, Mobility,
relaying, device-to-  Networks, broadcast, Efficiency, AUML for Energy Efficiency,
device, positioning  52.6-71GHz RAN automation, XR ~ AUML, 6G Req.

4G

MBBevo
mioT evo mIoT NTN

B 4 ~ Ericsson % # 6G &2 .3 pF 42
TR kR ¢ R -5 TR S
Qualcomm % & 2024 & 42 > id 2 & # #-8_5G Advanced I| 6G
WEE o P iAo @ % PRI 242 N F Cloud-Native f2/4-2 % >

2.7 3GPP RAN Release-19 workshop, RWS-230012
2.8 3GPP RAN Release-19 workshop, RWS-230147
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BF LA BB AR AR
KA HB T INF P B 2 BT W 4o 5098 & & 3GPPR20
4

wul R 2.0 5K

2]

Rt ALEEY SR & 2027

BB AED R A AL Hpv > o B K2
EFEF DG 7 B F L n A g RN UE S B
R o & A3 P~ B 3 B i £ % (Multi-RAT Spectrum Sharing,

MRSS) > #ILEF 224~ BE ~ fopk s TR 4 o

Rel-19: last Release exclusive of 5G/5G-Advanced

—=

\

Rel-20: expected to launch 6G study

3G P P SCh ed UIe Rel-21: expected to create first 6G specifications

Caw | am | o | ows | aw | mm | o |

010203040102503040102030401020304010203040102030401020304

{,\3 We are here
aessets [0

L1 L21L3 ASN.1*ASN.1*

* 1% review
** Actual freezing (1Q delay)

| =~
| 5&“ | Release 19 -
Z L1 1213 AsNA
K i Workshop une] Release 20 [Tentative] 6G Study

B 5~ Qualcomm 3 # 6G & & 33| FF 42

TR KR FERE S-S T

2019 # LG ¢ 35 B & itk (Korea Advanced Institute of Science
and Technology, KAIST)* & = LG % + -KAIST6G# % ¥ = » LG
BEFEARS ¥ E AP A KRISS frd AR #1455 § 7t = 0
Fa LT Lk Xk EF 6G 1w Fje

R FORRLA] 2024 E g B Ak 6G kst E LG B H ¢
B SG L Bondicdpad R~ { Mena B v L B g

v

KTk B 3 4 % = (Ambient Internet of Everything, AIoE) s 4 » 5 @

7 —

T i B 5 e £ RIS A AR 126G 7

2.9 3GPP RAN Release-19 workshop, RWS-230264
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EF LA BB AP R AL gl ¥ 2.0 %
PG AERE 0 LG P 22026 # B 1 Pre-6G Hji 0 6G Ff 2+ #-
2029 ERIFEH 0 AeB] 6 Ao o

+ Rel-19 time schedule should be kept tightly

— The Rel-19 completion time is closely rdated to the start of Rel-20, when the 6G study is expected to begin
— ‘Workdoad of Rel-19 should be controlled moderately to be completed on time within 18 months per WG

ﬁ_: “-“-\ll * Vision  # Technical requirements * anmau
&g‘ Trens Vision WRL2E R WRCZT
h H N Evalustion MT-2030
i Re commendation
Decision & Rec  #
=
& R18 5GAdw R19 5G-Adv. R20 5G-Adw R21 5G-Adw
L A

RAN1 (Core|part ASN1
Treezing| freeqing | freezing

= Important milestones for6G

6G R S Hequi:;“;:l: ¥ B channel model study in R19
| — v B0 RAN req. SI'24.12 or '25.03
357@ 5 channel model Si ¥ B technical S: '25.06 or '25.09
P —— i RAN level ¥ Initial phase BG in R21
| e ¥ 2" phase BGin R22
fesios  tosuttms BGTechnical
&G start tme F25.5) Study ttem &

[258)

R21 6G phase 1 WI R22 6G phase 2WI

1) sub-THz channel, upper mid-band, RIS channd moded, JCAS damnd nodel, et

Bl 6~LG%# 6G iR FEie
T ORGSR - S TR 2

p A FCRST 2020 # 12 7 & = Beyond 5G fad P > i A
Pt 6G L= dochdgm 3 4 2 fFieen g 7> SONY £ H ¢ 7
2B F R4 3GPP & FSERE L hE AT T~ BR B RS ok
HEFOFERERMHLZ LA Y iiz:»fi FI* 4 F TR 58
BHLABF TR ERFRF £ FF MR 2030 £ F R 6G 2 s
ﬁ%?%#@%%ﬁ“’%%7%:o

2030 & % 0 6G HAFE -

ET
P

i<
-
AN
[
\_H{:
3
T3
%
S\
'
A
+
g

PRt AT A S 6C HEFE R FLTH AL £ F

B A R EEd 0 66 R EIRE P A B B
H%?Vﬁ3?’§glkiﬁﬁ%%$ﬁ*ﬁﬂ6Gﬁﬁw%
;iiE?,ﬁ_o

77

\\

2.10 3GPP RAN Release-19 workshop, RWS-230192
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BEFEH BESEET REED AFE ww L E 2.0 5%
POtential Timeline Ahead (assumir_\g' 18-months long releases, but also adding an optional 6 months buffer)

maintenance of the 3GPP
release just completed

Evaluation

t t X 'nzo Technology v@
White Paper WPSD  TuRM Y ITURM 3
Network 2030~ Workshop [IMTSUTURE  [IMT.VISION
Atdueprint on"IMT TECHNOLOGY 12030,
2 ]
H

t
WRC
27
l SA1ReM7

iad

RAN Rel-19
(18 months)

SA1 Rel-20
Sl on 6G UCs & RQs
| " 520 S

SA1Rel20 \| RAN Rel-21 @
Wi on 6G 6G Normative

Sony Group Corporation, Sony Corp and Sony Europe B.V.

Bl 7 ~ SONY # # 6G &2 R3] pF 4%

TR e R s T

2.11

3GPP RAN Release-19 workshop, RWS-23090
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B LA B RT R ED AL W R 20%
¥ = & W #7147 Cloud-Native 6G 2 Al-Native 6G 2 i545 3 & * i
B33 EHE

33 Hd W F 17 Al-Native 6G fr Cloud-Native 6G 2 B4 &
B ST R 2B AT BT HR T 8 (o
PR Y 6G BAFESAR B T e B kg o

AKOGHEFRELRAE D FARRR DPRAHG > I3
7 I )i * PR ix o Cloud-Native #£4 7 14 i * 3t NFV > -4 2 5
Jrh SR a bR B A B R 3 BRI ol AR
e TR TR | R % AT A )jfu e P AL EEATHPRIF o A & D
Y B R BN R A B2 - ARt E T R B RS
HEHF X 2PH o TRCOGEALARY X 2HEF PR o

Al-Native 4 ¥ %305 24 % 6G 78 4 sbenfros 2 P fes — o
B B&m FEEE LR S R TR T
F 6G:ETR ¥ Fnd Bl mH Al-Native endFfic > i B (76 R
boaF ;ﬁ;«s? Al 3§ B JEFR BT T ~ 3 2 ~ ik £ TR
B R A~ BN E o (AR Al o 2 ol &
F Ak 6G & REEFES A IR
— ~ Cloud-Native 78 # ~ & 1% ~ $F P -

Zxh4 @8 A £ ¢ (Cloud Native Computing Foundation, CNCF)
¥t Cloud-Native @ & " =8 4 Fpegles o 7 'frﬁﬁfﬁ ERA
3 2fREZ IS LRE Y EHIRETELEF LE 2 DR
oo TR A it LA F e 22 F % A #H K % (Immutable
Infrastructure) ~ PR7% % $% (Service Meshes) ~ £ 2 %] API(Declarative
API) ~ #cPRF%(Microservice)fo % % (Container) ° iz 4" B e $2 5844
¥ F B {ev B L4748 & (Loosely Coupled) 4 5t f # it jp 5 & >
RIFLAREF L Bl P TR VAR RN o g0 T
Rt ) B Zg ~Ffog BRF DM 2 5T
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%%‘J‘!Li‘}'i”ﬁ ST oo feg Rt PRIR o B L ATR Y PRI
PEOBREESG R

TR HERT  RIARER 2 2R 2N

(Application Programming Interface, API) ~ #PRi%% % B ¥ % Cloud-
Native & & Hjird e o L *t > Cloud-Native 7 & %% 1t @2 f xR ek n
R E O TR AT o gl & POEE AR A gy i e

Ho g 2

A A p 3N frg MG AR P M A AHGK e
PV LR T Hee § i%#vgz{a{t@@ijﬁ@

7 ’,T*L‘»% FHEEFERZ T R EAE 2ATHAAHAK T R
FLATEE - TR AL EAcAR M TR AT e 2 W ﬁ?‘i%"‘
E copk (f % (Image) > + =t { #‘rﬁ%?* Fest e e ¥ [ e o R g
U TCE TR PIEP DRI T E TS
joE R E Y 7 A tir;fg@wqgf;ﬁﬁz A e DR R
PRI RS SRR R G VL TR XX
Proo B3t R B o B ph BT dE o s 3 A4 AR ed o R I
dodk &R PR RN o 2 BT PR R g 3 o
(= )PRAZ 2

PRAF e fh— ABY S0 E e B HORT Y iR &
GHORF Y 0 Y RS ARATA 5 Bl AR F B AR
VR EE R AR T e JRAA R - AR Y R
F 3 MK R E 2T IR {eF Fi o 11 Kubernetes( f§ # K8s)
= 00 MEF B R AR kA%AF S 0 Kubernetes ¥ ¥ £ frg Ik /| 38
%8 H A Pod> Hic® ¢4x%4% % o @ Kubernetes # ¢ 7 fi Pod
AL FS o FRY - BARIRR PR E A AR R P
B 45 3R 3L 0 @ PRIFFE § F AJdZPRAFE L 1 3 > Pod 2 fF 5
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o
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MF R XA FREANEAE L - R 01 L
T % %7 4p B > 54 Kubernetes 97 Pod 47 it & -
(2 PRI
BAF R AT A RIBAMOT AR L ok irie
TR 42578 B 3 o Cloud-Native F 4>t i * f2 7V 8 (7 (1 7 4 %
(370 @73 ¢ BRI & .
BHBARTEFINPIBR AN O N ARAEFAAZERY
RGN H AR S R AR FRIGE e R
BAFF D ZEREDFFRINEF > n P 22 PEEHE -

gt B> 02 Cloud-Native eni®/Z 1+ 5 T % et

L2 MRt
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POr g A e E SR B W A G R AR KR TE
B4 & - BEBHRFAT T L H e FAR
TERWHERBRY R BEMEFHE AEZEHE

TR BT 5[7%

230 F I KX
Cloud-Native B 4 L & F 28 € ¥ d= g G hE B
it k(4 Docker) » 47 & fo3f & i * PRIFcHAR N F (PR B

FHAMFTA  FERE- BH: - FHEDEFIFFERE R
RN e P MBS Y BLEFon BAR RS N
¥ € % m# S E (Virtual Machine, VM) & Ak #8338 ¥ i * 42
PR EFE AP EE T EFRGE TS 5 7
FAMBEIH SR FE
3.8 #hibAe =] R A E
Cloud-Native B 3 %2 p # i fev FE ML > @ * 4o
Kubernetes r7p # it 1 Efefe 8 KW 7E£4F - By 73 5 )
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¥ - % 5 > Cloud-Native & * #2358 @ * 2183 2 > ¥ U 47
TEVEFBRABE-BF AR R LMW E & Cloud-Native
et Az ? 2R E B R SRR eI R AR BT O 2 TR
0B N Ag | MOPRFR o H_l SR 4BV A E AT e o

W BT EAET L AR Al - ma A KBRS WE T
BB RESBEE LSRR BAVTARLEFHT G FEFE A
#-7 2 n 3@ B (Central Processing Unit, CPU) ~ iz ff %% (Random
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RELFDFT RN FegB FREY B3P F{od (7 ’ﬁ
MfRA R AR F KT BT ITE RS AHAMT R E TA
4 e ApE BAE 0 Tk #R 1 2.9 IR Cloud-Native # 4 end & R o
(1)F ERARBE

LR 8 @ f@”?ﬁz@lé”mﬁbﬁ‘\*“ﬁﬂl’? EENE A2
P e HE R S FE G B B (Containerize) » B 43 oA
Be* 255 0 573 dedz N (Bin) & 4255 B (Lib) $ 40 B = & 4 230 3 B
20 O REFBEE S FTRERE R BT EE X 2o
MHEH AR 9P R 5 E R X & B S Docker B e

¥ — #8 Cloud-Native ¥ L ehm %t 1 172 5 B ES B £-
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(1)Kubernetes -
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rIE b’“r*ﬁ 1 iT & 2L(Worker Node) » i {7 Ji * % B en
WEDBREJeE LY 4o F B TAoB] 12 o JEIRFE
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P

Kubernetes PR35 48448 § 7 & 38 PRALPE 54 3] 47
e Rirb pt > FR BT T AR R F B R A2
o R EFEET LM

KETEPBFTHE | Kubernetes ¥ M # I * 258 a3k %0 (5 P A

LA BEFAcRB -~ 4 RHFFRY LI ELE
BEFfRAS Ko

F Kubernetes #% & % & =< % 24| > ¢ 4% P AR

B E
£ E] S el e 3R 4 LKA # L Pod 2

i E’f”ﬂ;lﬁ.}@ﬁ% Tjiﬂ% 5 o

540 4 3

AFELAESNE S R AR S RBHET LAk - B
&ﬁﬂmiﬁﬁﬁfﬂé Hl A7 o

e ot Ml

Kubernetes 7 5 7 3 Bl VLR D3

§&4@$%%ﬁ’1xﬁﬁﬁﬂ§’?ﬁ%%
B F R 40 R0 S Bl S KR SR e i
Ak

TR kiR A g
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(Incremental Learning) * ?"fﬁ BoA| o

%

ﬁ-ﬁ% %oz % CIL:EFF (TS @RS BE Y 782 R
Fo R

FERARES P ARAeT
) EESR B oA AN RB T 0 R TR R AT 0
) e ATH KRB ke BF 0 3§ BT AN R T o
e

(-
(=
( B2 A 49 4F FyEaTa Y o
SRR
AP F 2 F g u RS FE Y (Co-Transport for Class-
Incremental Learning, COIL)#% > > B A EFT P SFERA7H 4
u] % %L (System of Class-Incremental Learning, SCIL) » 2 & #- 4 %

COIL ;# &2 2 SCIL & %t o

2.14 Da-Wei Zhou, Han-Jia Ye, De-Chuan Zhan (2021) Co-Transport for Class-Incremental
Learning. Retrieved from https://arxiv.org/pdf/2107.12654.pdf
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BT AL BB RT RMP R A W R 20%
(- )COIL i# & i#
Frop Wl e B A Rl 2 B3 ¥ - & 4p B M % (Semantic
Relationship) > COIL ¢ #-RTE#F S ph bt e~ B3 V> 0t B E 35 %)
Fenbl 0 o BERARIT I A M LAR X > 3R % b i B4 (Optimal
Transport) % &/ * #4) L R797 7 A > 4o B 21 2 B 22 #7o7 o
W @ﬁs?]/w\ 2@ 0w @ﬁ?l ( Prospective Transport) 1 * &
O 2 AT R £ S E R RS DA A A i &
v B R R SR R RRAEAF Y g F e s 8
# (Retrospective Transport) B #-37 4~ 5g 4% & 2 80 % > M7 L
RHM R o T WA E R R T L AR B E Y iR e
B iR LY ATl 0 i R E S e o
T L COIL G B 2 i
1.2 8 380 a9 1275 2 R 0T BER G AT A % b RAEFS » B4
AT E g 0 oF ] OT R B RPLIRANIEILH 548 E Wiew > OT
NS E N HNAEEN E v HEHD R E S BE Wa
Whew 72 24 #1% FA 5] Z R 6 Bl 454z 0 B Wog BUE 28834
60 58 5
RCESTIE S R B
3.: AN (€ & epoch #)
4.8 NE IR EH
531 & & AT Loss Lpr
6.4 e 4 3 By o oF 7 OT B3R B Woiw #7558 5 Woew 82
HABENIRE Wooo H—REEHEM— R SLbEr kK 3
MRS A

7.3t B % 4% Loss Lrr

8.3+ H %< 5¥ Loss Lcon

9. % AR A

OITRI. 1 % Hjies= § B ¥ (% 93



TRBMTARF2 e

Industrial Technology
Research Institute

BE L BB R EY ARL wul L 2.0
10.% 42 19 [B] H 3| % & & 2 epoch 2

Algorithm 1 Co-transport for incremental learning

Input: New task instances: D?; former exemplars: & _;
Output: Updated model

I: Whew = OT(Ep_1, Db, W,10); > Fast initialization
2 Dirain = DP U Ep-1s > Rehearsal
3: repeat

4: Get a batch of instances;

5: £p14—Eq 4; > Prospective transport loss
6: oId OT(Z) 8b 1» "Vnew)

- Lrr<Eq.5; > Retrospective transport loss
8: Lcon <Eq.9; > Total loss
9: SGD over W, and ¢(-); > Update model

10: until reaches predefined epochs

Bl 21 ~ COIL ;& & i
T KR GRS T 2
ik COIL i i € % 1% HAl et vl — & OT S
T AF 6HEA DRGSR e~ 5 OT Sfic» 2 =5 OT S q 2 #
o FlE AT PR S AR A ARV EDE
TR EZ O ¥F 1 OT S (72 & > & 5 Sl v MR ATIE IR
SE R EETALE > A2 370 Wnew o
PR A : @ﬁ%]iﬁ’;%ﬁ:‘é Fp L
LEALHARELEN - BREHNRETES
23 E ARG ek gt F oo
3. fER ekt PO H 2 B0 69 3E 8k Com o SEBEA R > BIAX
& 2 1B EA %) 64 A8 AL B AR
4B E  BRREAEHHEARIMEBEERA C #)
A sERE T

2.14 Da-Wei Zhou, Han-Jia Ye, De-Chuan Zhan (2021) Co-Transport for Class-Incremental
Learning. Retrieved from https://arxiv.org/pdf/2107.12654.pdf
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S5 TH W sERMAR BABRIBEE W, RAW £4
R4 E R BAR B MR 0 B W3k m R by - Bog Hhalo
RSOk
Algorithm 2 OT for classifier transportation
Input: Origin exemplars: &,;
Goal exemplars: Egy;
Origin classifier: W,;
Output: Transported goal classifier W;
function OT(E,, E4, Wo)

l:

2 Class center of embeddings « Eq. 7;
3: Transportation cost C « Eq. 8;
4
5

Solve OT problem in Eq.6; get transport mapping T;
return W, = TW,

B 22~ & ix @ﬂia?liél’;éi ES
T kORGSR - S TR 2N
(= )SCIL % %t
SRR EOGEBAEET EHERY > AH B E APP 5
ERE AR FEH £ F 3BHE S AYRP T
IR ER T EEE R TETAMNER ERALWE 23!
(DEESA R » 78I AR o
(2) 8% upload #&4=3F 4% & 3¢ 0| 1]
(DEFEHMY BT FIRE > Fayegnlsw @

FIRY AR THETIERESE

i

2.14 Da-Wei Zhou, Han-Jia Ye, De-Chuan Zhan (2021) Co-Transport for Class-Incremental
Learning. Retrieved from https://arxiv.org/pdf/2107.12654.pdf
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BF LA BB AR AR wE L F 200K
@ SR L EanS WmEmE  FORN W E2nS

AR ~EE LWEFCAN240
©) SEiR: 2903 g
REAZC 2R

Uploodl Rotate Upload Rotate

Bl 23~ B3 & 1 B
FTH &R AbE R
2 FR B4R AR B K AT DI R R e B
24 :
(DEBEEFTFALLY @ > 233 L @FHA G
(2)@?} » gid ~ Name ~ Weight ~ Tag & T3 (gid 7 ¢ H#F
)
(3)eL# Load > EH S3Em %
(424 Upload > + B:EH 5 kR * 1 Server > I 1145
gid #7% & Server enF AL &
(5)BL:E Start > & * B e AL 4
(6)d PIREw @i 0 F THAB 4R TS F R
PR X s 2 TRATT A & AR

3T
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nups [asre] zans EENE it [EEaE
&)\’“ 945123
()
Name Waeight Tag AEEZ T 182 Fo2
®

Ei3- 0 Eot o 3

(©) @ )
e ot [ =
B 24~ BFHRT LR
FTHKR: A3 FR
BAEARNE kB 254 F " ABNE ) 424 T B AT T 9N
By SHEE R e

@
HEAN WAMLE
&)
’-'J jomfl_uam-
21369 (AY* w2 247 X L S0mI(E)
2e225 ~153B 3 K F B Z90ml
119607 AR — B R R (aR)
119353 (AYE:EX BB FOa
130556 BR—FT--MHMEO*%
131333 =5 LstorlfCANZGO
158660 “$E— 3 S ETP33S
133920 Hi—RSER
1819232 = Q Hhlh F X833 A %
185963 SR IREEHOIR )
286813 (A)* 7] O 7] $tPETLOO
292595 ErH-ETLER =
303567 (AR aF 5
Izoz2z20 N A e 2 10D]
346960 F—ERMESaR A4
35349% EEQRENNHMAZA
354850 ZROREEEETCEREIA
Isg392 FEEEF PR A28mTZA
361335 isalactF FPETSSOMI
261424 ELIEE IR BL H 28 T5 N

Bl 25~ A &N F BT & B
FALKR AP g
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= CRIBERRZ FH
PIR AR B R T o s (TR LAEREE R TR 2
(DMK FER R ETRAT IAFE AN E R LES
Wi o RAM » Bl4ofr & £ ~» V% o
(Z)TE FRfrB FRE B TEAMEE  EHGLPrE
5L bl4e Android g 10S o % 2540 & R B R B 0 54 Android
Studio & Xcode » 1738 {7 425% B frdnid o
(ZOHA" A F 1 & D EH G £ MLiEE o1 £ > 2 e
% s> f L iE ¢ 32 TensorFlow ~ PyTorch ~ Keras % -
FEF-R T E BB Y A AT RE AR E o
(2 ) TR B ol D Y W ek BT R R 7 U IR
ﬁﬁ%?%%’ﬁﬁﬁéﬁﬁ%iéﬁﬁa
(O & * »rE ML {22 > 'L'fr’ 1 R o 8
S G n TR FA YO B A RATH AP R g
FATIE N OT AL TR R
(FORAINE - GE 45 ol RER A L 30T R it > T2
HHCAE N e AR AR ik ‘;@g‘r A~ frde gt o
(=B AT D3R — B R RS ATH & W] R L AT @
R R T T PATOHCA R £ B R J““f#’ B AR P B THC
Al dEfr L AT e
(A D) Mse it (TR & iy lﬁ,ﬂ#%& s VUFE RO AL e E
#*

?—? B?E’f”%/{g‘\é {r%/{-"—r‘ ’ év #éﬁﬂ]@ﬁ? ~ \ ]L f‘—:vﬁ ,Eg ﬂ :‘?::: /,"}‘5‘_0
o ”"5“(C11ent)'1~"-ﬁ§f€iﬁ : 'E’J‘!:hé]ﬁﬁ_} @?f}:ﬂi =

i 5 Server B4R H e % 2 b @ enF AL v}ﬂ;}f;}% FaE TR R A

B PR o SEAhoB] 26 H1 T o

OITRI. 1 % Hjies= § B ¥ (% 08



TRBMTARF2 e

Industrial Technology
Research Institute

BT R BRI AY RAFE wul % 2.0 5K
Fﬁ P 3% (Client)

13) Rk 75 (Server)

LFERBBET
o FrERRIEIAR

A OREE
8RR | ] |

O] fE AR

Bl 26 ~ BSAT B % B e A S R AT LR
AL KRR M HFE
VIR ES v
AFERT B 2 Sever 2 Client & * fitAl f 245344 15 2
% 16 #7757 o
% 15 ~ Server #ix & §8 R+

[ Server
R « Intel (R) Core (TM) i9-10980XE CPU @ 3.00GHz 18cores
+ 64GB RAM
* 512 GB HDD
* NVIDIA GeForce RTX 4090
i S Ubuntu 22.04.1
#2.35 e ¥ * Driver Version: 535.86.05 « torchaudio 0.13.1
« CUDA Version: 12.2 « torchvision 0.14.1
 conda 23.7.2 *« POT 0.9.0
* python 3.7.16 * Flask 2.1.1
e torch 1.13.1  Pandas 1.3.5
R cat6
#ix M RPRE L 538 VMware vCenter Server 8.0.0 PR % ¥ 1L #it
R AT2E R 2 B
BA:R

A‘}':I\/);?I 7‘\)"’%%’;
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T BB Y RIED ARL wE % 2.0 %K
% 16 ~ Client #c /i %8 1%

- Client

e e Xperia 511
+ Qualcomm Snapdragon 865, 2.8GHz + 1.8GHz ~ % B2 B
« 8GB RAM
« 256GB UFS

TE 5 Android 12

25 R 1M BABRY FBFERY 0N

A @ IEEE802.11a/b/g/n(2.4GHz)/n(5GHz)/ac/ax

# 3 "1 BAREY R T EREY S ) FAARF 2
Andriod App > #% i APK ##:& (7% 5%

PRk h g
I~ RIS
% SCIL xS\ ™ » F @t i CIL /78 2 2 L {4 S

(Convolutional Neural Networks, CNN) ;& & /# et #7x% ; CNN £ -
18 DL #-% ’?%@ TR TP F N RPE R E AR
B Ap cniZaa2E ¥ 207 o FJpL CNN = 7771 A B e ﬁig’ﬂ?—‘ﬁi%’m
1E TP REFFIFEREY AR AEHA - X384 ML 4o DL #
% NG 0 “’Kgsf;i& CNN K& {7 g > i Fldo™

(- )CNN @ fAp b Ei? 2 My A% D doffdr 2w~ 47 12450

(ZDFFPRAPA T * B0 G 3F F I AP R CNN HA] (4
VGG -~ ResNet ~ Inception ~ MobileNet % ) » izt #773] &~ 3§
BEOREEPREVYO X A LEREY P RET NS AN -
AR eI ARER T Ui Y g SE RUET) £ R R

VU R TE AR o
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()3 BEF I H2 RILCNN hE i * 2823 > 2

TV R AR WOTH A R TG WA RS P

dei® o CNN g 8Bl v - GRFEHP T2t v £ 8 o

(e )R avERfoig et CCNN € ¥ LR > 23 5 B 54
Bir2 @&k SR T MEY ki B

(I)EH T LHF CNN SF 5 27 fo8 B> 337 B R

\\\?{r

—\\

$22¢ (4r TensorFlow ~ PyTorch ~ Keras % ) £ # CNN 77 1% >
EEFAY AR e BEF A SR B odp B e 1] o
(#) 5B B? TONN 7 AR AAIE? S ot B 8355 ol
RIE T RIL ~ AR AT PR T R g0 B CNN AL
R —z’;»;g,fﬁn fe e ® ¢ o
T h R AR 27 S
(= )Server Fg " R — B2 i~ #8573 (Resnet 18 2 HiTa Backbone)

(= )Client + @ AT#p %" R F 4L 1 Server

-\

(= )Server &4z Client + @ FHL > w0 g T FHR LA F 9 CNN
% CIL -3

(= )Client F & |22 82 (E+FTHE ] ) T Server

(I )Server #:fx & 5 Client + @ p3# % o ¥ » W w & CNN %2 CIL
Bl yRs s %

(# )Client £ ey lp % X Bm 2P F F3 8 s

(= )w ¥ 22
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Client

Data : C1,,C1,,..C1y
— Upload new class data?
Test :

+ Upload image4

>

>+ Show result6

Server

Train :
* Pre-train model1
> «  Receive new class data

« Update model only with 3
new class data
Test :
> +« Receive testingimage
» Predict and pass result to
client @

W27~ B4 R R S ML) SR BT LW

FAKR G AP H AR
A~ R R RRE L
(- )CIL 524 COIL % # I 4€

SCIL k %¢ » COIL ;%5 ;% i % 1 =&
TH S e L R R

gt
3
Eir
O
SHe
N

I

% 2.0 %

2 s K%friﬂﬂ'}r:’;‘b 1047 2 h A7 4 6G F 2™ P K
AR RE B FEOR Y Bipe B g o A et e

¥ ¢k > COIL o & 8 * 47 S8k T 4o ¢

1.3 4% & 2 (Epoch) : 160
2.3k AN (Batch_size) :

3.3 483 B FEb4a] ¢ 80% for training ~ 20% for testing
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4 4% 1t % (Optimizer) : SGD
£ 8 % (Learning rate) : 0.1
He BV XA RP HFRTETRRE > 2585 D ATREE=S
EEE-FY F* R o Learningrate 53K ¥ (x££ & > 4o B 28 > &
ﬁ@+%’g%ﬁrﬂ§?ﬁ%ﬁ&wf?¥@ﬁ€KMﬂM%%
FRERICAEY Bl R fcdce R AT
SR R BePPEA o A B P 2 B E & g

2
LA AR F @R T EHBAT @) £RAE T Rk A
FELL R
QARBE—FREASEFR)  ARIBEFRELSEE -
R BB/ RERE REBRK
W ERE ORI

J(o) | ““ J(B) | J; J(B) P\’

TR kR SR -4
MR 3N ';-’Léﬁfg;ﬂ- N
1.5 4% 4% & F 7% (Stochastic Gradient Descent, SGD )
HiE B A B U A SRR R 3T %ﬂz v H -
RAAH AR FEZ  FEHE BRAEFTH
A S8 o SGD 4 BEA G et & %
PEV i ARV PUEAR R T N eacE BB o

Ft*
-n\«
jmr
(:;:;
3

g
P
She
|
N
2
(ﬂ}

2.15 Medium. (2020) Retrieved from
https://gino6178.medium.com/%E6%A8%A1%ES5%9E%8B%ES5%A3%93%E7%B8%AE%ES5%8F%8
A%ES%84%AA%ES%8C%96-learning-rate-c340a0b940e4
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2.Adam : A Method for Stochastic Optimization

- A% &% & (Momentum) frp i &5 ¥ 5 (Adaptive

Learning rate ) e {* & ;% o 3 ¥ it 59 2 JUE ALY [ F ok

AEEYF X ad R 58 AR RDERTE RS L

oo 4 oxecd SGD e BE o w4 T i E o ach S

9

T

She

H-4]54-1 &¢ 4 (Generalization ) °

3.AdamW
Adam Bt BiE - R 3~ L R ( Weight

decay ) sPii 4 - BB &£ R E R B2 ﬁ?ﬁliﬁk\@@’ {

Brrk $HA B L 27 R c AdamW & F & 594 % i3
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BT AL BB RT RMP R A W R 20%
TR A F 3 5% (¢ 7 CIL 2 CNN) ¢ * fdg 48 210
% 4%, 2t (Epoch) : 30
2.4tk A (Batch size) @ 512
32048/ BF E R efs] ¢ 30% for training ~ 70% for testing
4 4% 1t % (Optimizer) : adamW

5.4 8 % (Learning rate) : 0.3

17~ $EAFHRERFZ PR

- 3y fv— AT
S U B BN T T
) Bl | FYF | BRMERRR , FRER
W I FEF
rTREXF (min)
80% 60 0.1 94.46% 98.85% 300
50% 60 0.1 93.17% 98.38% 210
50% 30 0.1 82.68% 95.67% 98
30% 30 0.1 55.88% 91.96% 61
30% 30 0.3 71.26% 94.32% 63
15% 30 04 61.55% 85.67% 62
30% 20 0.3 39.17% 74.22% 46
30% 20 04 8.99% 76.39% 47

T kR AR ER
6G ekt ch— i 8- 8% - F G 5 3T @ E 1 3] ONN
frCILH2 I MER A il f 7 e i p @< £
Sl dot FBRTARTET I o F b > 6G PRk i B 5
W (BEdge) e (7 R AR Y £ R OHA AR B 4
PO AL PR B e R R R ke L e BB R R Bl

GAFEI R ML R AR A o E e
m 3 = 13

2.16  GitHub. yfjeffliv/itri_cil goods. Retrieved from https://github.com/yfjeffliv/itri_cil goods
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ey gy | RRET LAY NN CIL i %
Task | PR ey RHUEAE | ERULES
4 s MRS | AT AR
‘ Y BE(min) | 7% EFF (min)
o 0
120 95.73% 95.86%
0 | Cl~C20 N/A N/A
A 23 min 19 min
88° 4.779
CloC20 57.88% 94.77%
1| C21~C40 98.82% 98.47%
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C1~C40 5 o
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cal 36 min 61 min
108

OITRI. 1 % Hjies= § B ¥ (%



TRBMTARF2 e

Industrial Technology
Research Institute

BFLH BHRR RAFED RFL

Wyl F 2.0 %K

> 'E: > s 'E‘E >
Task PRFT A i Bl v ¢ FE S EMEu RS
%7 %) ;#w 39U L FPUE G| D L
' £ % B¥ & (min) % B (min)
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4.86° 179
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10 | C49 98.96% 96.96%
C49 42 min 67 min
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3.1 [ITU-2410] Minimum requirements related to technical performance for IMT-2020 radio
interface(s), 2017 report, Retrieved from https://www.itu.int/pub/R-REP-M.2410

3.2 [RFC-1] Network virtualization research challenges, https://datatracker.ietf.org/doc/html/rfc8568
3.3 R. Glitho Cloudifying the 3GPP IP multimedia subsystem: why and how? 6th International
Conference on New Technologies, Mobility and Security (NTMS) (2014), pp. 1-5 Google Scholar

3.4 [RFC-2] Multi-domain Network Virtualization. Retrieved from
https://www.ietf.org/archive/id/draft-bernardos-nfvrg-multidomain-00.txt
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3.5 Raghubir Singh, Sukhpal Singh Gill. (2023) Edge Al: A survey. Retrieved from
https://www.sciencedirect.com/science/article/pii/S2667345223000196#bbib72

3.6 Gartner. (2018) Retrieved from https://www.gartner.com/smarterwithgartner/what-edge-

computing-means-for-infrastructure-and-operations-leaders
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3.7 GRISM-MEC. (2023) Retrieved from https://packetx.biz/zh/products-grism.php (Jul. 03, 2023)
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3.8 K. Piotrowski, P. Langendoerfer, and S. Peter. (2009). “tinyDSM: A highlyreliable cooperative
data storage for Wireless Sensor Networks,” in 2009 International Symposium on Collaborative
Technologies and Systems, pp. 225-232, Teee, 2009.

3.9 Richard Coppen, Andrew Banks, Ed Briggs, Ken Borgendale, Rahul Gupta (2019) MQTT
Version 5.0. Retrieved from https://docs.oasis-open.org/mqtt/mqtt/v5.0/0s/mqtt-v5.0-0s.pdf.

3.10 S. Ratnasamy, B. Karp, L. Yin, F. Yu, D. Estrin, R. Govindan, and S. Shenker. (2002) “GHT: A
Geographic Hash Table for Data-Centric Storage,” in Proceedings of the 1st ACM international
workshop on Wireless sensor networks and applications (WSNA *02), vol. 5, pp. 78-87, ACM, 2002.
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3.11 J. Neumann, N. Hoeller, C. Reinke, and V. Linnemann. (2010) “Redundancy Infrastructure for
Service-Oriented Wireless Sensor Networks,” in 9th IEEE International Symposium on Network
Computing and Applications (NCA 2010), pp. 269-274, IEEE Computer Society, July
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3.12  Yun Chao Hu, Milan Patel, Dario Sabella, Nurit Sprecher and Valerie (2015). Mobile Edge
Computing A key technology towards 5G Retrieved from
https://www.etsi.org/images/files/etsiwhitepapers/etsi wpll mec a key technology towards S5g.pdf
3.12  Yun Chao Hu, Milan Patel, Dario Sabella, Nurit Sprecher and Valerie (2015). Mobile Edge
Computing A key technology towards 5G Retrieved from
https://www.etsi.org/images/files/etsiwhitepapers/etsi wpll _mec a key technology towards S5g.pdf
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3.13 ETSI. (2015). Mobile-Edge Computing Retrieved from
https://portal.etsi.org/portals/0/tbpages/mec/docs/mobile-edge computing_ -
_introductory_technical white paper v1%2018-09-14.pdf

3.14 Adopting Multi Access Edge Computing (MEC) into 5G Networks. Retrieved from
https://www.hsc.com/resources/blog/adopting-multi-access-edge-computing-mec-into-5g-networks/
(Jul. 03, 2023)
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3.12  Yun Chao Hu, Milan Patel, Dario Sabella, Nurit Sprecher and Valerie (2015). Mobile Edge
Computing A key technology towards 5G Retrieved from
https://www.etsi.org/images/files/etsiwhitepapers/etsi wpll mec a key technology towards S5g.pdf
3.15 Sami Kekki, Walter Featherstone, Yonggang Fang, Pekka Kuure, Alice Li, Anurag Ranjan,
Debashish Purkayastha, Feng Jiangping, Danny Frydman, Gianluca Verin, Kuo-Wei Wen, Kwihoon
Kim, Rohit Arora, Andy Odgers, Luis M. Contreras, Salvatore Scarpina. (2018) MEC in 5G networks.
Retrieved from
https://www.etsi.org/images/files/ETSIWhitePapers/etsi wp28 mec in 5G_FINAL.pdf
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3.12  Yun Chao Hu, Milan Patel, Dario Sabella, Nurit Sprecher and Valerie (2015). Mobile Edge

Computing A key technology towards 5G Retrieved from
https://www.etsi.org/images/files/etsiwhitepapers/etsi wpll _mec _a key technology towards S5g.pdf
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3.16 ETSI. (2015). Mobile-Edge Computing Retrieved from
https://portal.etsi.org/portals/0/tbpages/mec/docs/mobile-edge _computing_-
_introductory technical white paper v1%2018-09-14.pdf
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3.7 GRISM-MEC. (2023) Retrieved from https://packetx.biz/zh/products-grism.php (Jul. 03, 2023)
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3.17 1ITU _Y.4486. (2023) Framework of cross edge decentralized service by using DLT and edge
computing technologies for IoT devices. Retrieved from https:/www.itu.int/rec/T-REC-Y.4486
3.18 ETSIGR PDL 009 V1.1.1 (2021-09) Permissioned Distributed Ledger (PDL); Federated Data

Management.
https://www.etsi.org/deliver/etsi_gr/PDL/001 099/009/01.01.01 60/gr PDL009v010101p.pdf
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3.19 Chonggang Wang (Lead), Mischa Dohler, Diego R. Lopez, Raymond Forbes, Shahar Steiff,
Tooba Faisal, Sheeba Backia Mary B., Qianren Liu, Ismael Arribas. (2022). An Introduction of
Permissioned Distributed Ledger (PDL) Retrieved from
https://www.etsi.org/images/files/ETSIWhitePapers/ETSI-WP48-PDL.pdf

3.18 ETSIGR PDL 009 V1.1.1 (2021-09) Permissioned Distributed Ledger (PDL); Federated Data
Management.

https://www.etsi.org/deliver/etsi_gr/PDL/001 099/009/01.01.01 60/gr PDL009v010101p.pdf
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3.19 Chonggang Wang (Lead), Mischa Dohler, Diego R. Lopez, Raymond Forbes, Shahar Steiff,
Tooba Faisal, Sheeba Backia Mary B., Qianren Liu, Ismael Arribas. (2022). An Introduction of
Permissioned Distributed Ledger (PDL) Retrieved from
https://www.etsi.org/images/files/ETSIWhitePapers/ETSI-WP48-PDL.pdf

3.20 ITU Y.3530.(2020). Cloud computing - Functional requirements for blockchain as a service
Retrieved from https://www.itu.int/rec/T-REC-Y.3530/en

3.21 Draft ETSI GS PDL 013 V0.0.1 (2021-12); Permissioned Distributed Ledger (PDL); PDL for
Supporting Distributed Data Management (Draft)
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3.19 Chonggang Wang (Lead), Mischa Dohler, Diego R. Lopez, Raymond Forbes, Shahar Steiff,
Tooba Faisal, Sheeba Backia Mary B., Qianren Liu, Ismael Arribas. (2022). An Introduction of
Permissioned Distributed Ledger (PDL) Retrieved from
https://www.etsi.org/images/files/ETSIWhitePapers/ETSI-WP48-PDL.pdf
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3.22 IEEE (2020) Standard for Functional Requirements in Blockchain-based Internet of Things
(IoT) Data Management. Retrieved from https://standards.ieee.org/standard/2144 1-2020.html.
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3.20 ITU Y.3530. (2020). Cloud computing - Functional requirements for blockchain as a service
Retrieved from https://www.itu.int/rec/T-REC-Y.3530/en
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3.21 Draft ETSI GS PDL 013 V0.0.1 (2021-12); Permissioned Distributed Ledger (PDL); PDL for
Supporting Distributed Data Management (Draft)
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3.23 ISO/TR 23455:2019. (2019). Blockchain and distributed ledger technologies — Overview of
and interactions between smart contracts in blockchain and distributed ledger technology systems
3.22 IEEE (2020) Standard for Functional Requirements in Blockchain-based Internet of Things
(IoT) Data Management. Retrieved from https://standards.ieee.org/standard/2144 1-2020.html.
3.24 kR A4p, (2023) [A784734/2023.05 & 2] 2023 & HI 47 B A58 5 P4 FTRUR] © 4ok
v 2% 7 4ok | . Retrieved from https://findit.org.tw/researchPageV2.aspx?pageld=2247
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3.25 Gowri Sankar Ramachandran, Kwame-Lante Wright, Bhaskar Krishnamachari. (2018). Trinity:
A Distributed Publish/Subscribe Broker with Blockchain-based Immutability Retrieved from
https://arxiv.org/pdf/1807.03110.pdf (Jul. 03, 2023)

3.11 Yun Chao Hu, Milan Patel, Dario Sabella, Nurit Sprecher and Valerie (2015). Mobile Edge
Computing A key technology towards 5G Retrieved from
https://www.etsi.org/images/files/etsiwhitepapers/etsi wpll mec_a key technology towards 5g.pdf
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3.26 Edoardo Longo, Alessandro E.C. Redondi, Matteo Cesana, Andrés Arcia-Moret, Pietro
Manzoni. (2020) MQTT-ST: a Spanning Tree Protocol for Distributed MQTT Brokers Retrieved from
https://ieeexplore.ieee.org/document/9149046
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3.25 Gowri Sankar Ramachandran, Kwame-Lante Wright, Bhaskar Krishnamachari. (2018). Trinity:
A Distributed Publish/Subscribe Broker with Blockchain-based Immutability Retrieved from
https://arxiv.org/pdf/1807.03110.pdf (Jul. 03, 2023)
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3.30 ETSI GR. (2020). Permissioned Distributed Ledger (PDL); Application Scenarios Retrieved
from https://www.etsi.org/deliver/etsi_gr/PDL/001_099/003/01.01.01_60/gr PDL003v010101p.pdf
3.31 ETSIGR. (2021) Permissioned Distributed Ledgers (PDL) Smart Contracts System Architecture
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3.21 Draft ETSI GS PDL 013 V0.0.1 (2021-12); Permissioned Distributed Ledger (PDL); PDL for
Supporting Distributed Data Management (Draft)

3.18 ETSI GR PDL 009 V1.1.1 (2021-09) Permissioned Distributed Ledger (PDL); Federated Data
Management.
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3.18 ETSIGR PDL 009 V1.1.1 (2021-09) Permissioned Distributed Ledger (PDL); Federated Data
Management.
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4.1 Abdel Hakeem SA, Hussein HH, Kim H. Security Requirements and Challenges of 6G
Technologies and Applications. Sensors (Basel). 2022 Mar 2;22(5):1969. doi: 10.3390/522051969.
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4.5 "What is 5G network slicing?" Retrieved from https://stlpartners.com/articles/private-
cellular/what-is-5g-network-slicing/
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4.6 Danish Sattar, Ashraf Matrawy. (2019). Trinity: Towards Secure Slicing: Using Slice Isolation to
Mitigate DDoS Attacks on 5G Core Network Slices. Retrieved from
https://arxiv.org/pdf/1901.01443.pdf (Jul. 03, 2023)
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4.7 What is IP Spoofing?. Retrieved from https://www.zenarmor.com/docs/network-security-
tutorials/what-is-ip-spoofing (Jul. 03, 2023)
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S NIRRT b - S e W gl s 5511,);;, 0
[Pl et a
i el >4 % (Internet Protocol Security, IPsec)
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Denial-of-Service (DoS) Attack
In the most common
example of Denial-of-
Service (DoS) attacks, an
attacker uses a network
of hijacked computers.

This network is used to
flood the target site with
phony server requests,
leaving no bandwidth for
legitimate traffic.

HACKER

TARGET SERVER

B 66 ~ DoS s ¥ e1 (TR Ie
"ﬁﬁj—-a‘h—‘"w\ 3 4.8

2

2. DoS J’z&t P

(1)?% K‘?**? ¥ AiE 7 DoS st # s & ,j;g%é;o'g_ 3
FRES TUEAGER P F R £ o
(D)% 47 L :DoSse#d #3230 LW
DoS sz > A P42 NB A XD Pt EAE Ho
()< 4215 40%:8 % DoS se i P

TR

Mg

LN AR A
Lo
- TR

| DoS sz 5 ik B~ (T I %
FWEP L FREDRE Wk ZEFTEL R
o 2 DoS st# ks 3

|

e

£ 7

»

PIRET i & B A

4.8 Shyam Oza. Denial-of-Service (DoS) Attacks — Web-based Application Security, Part 7.
Retrieved from https://spanning.com/blog/denial-of-service-attacks-web-based-application-security-
part-7/ (Jul. 03, 2023)
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6. WIRE F 5 WTaR ~ F HE 3 Boaf B
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R R B R BT R FERA R BB £

TRy PERBRREY PH U TR o dok st iR o
B8 R PR RT A £ I - ig 5 X R0 DoS s
A3 2017 &£ 97 > s P 8 Google PRIx - R 1] 2.54
Tbps

(=) A # N K 5483 PR7% 37 ¥ (Distributed Reflection Denial of

Service Attack, DrDos)

DrDoS H#ed # 2 4 2T WF - XFT F ALY F 8 £ T
FHEPHeF HX T ARG IR T APE Lo 0 F )0
(SR #I’{? BE5IE < st o

SE LR BT RFRR ARG RIRE L E T R K
FATTHF BRI FE A A A TN ETEREE D b foRit
¢ Yrdc @) 67 :

1.DNS #* 3t & IP = phfrie st 2 B8 Ffddk - w3 ¥ = 2ff

= vk p oo
B P 15 2k (Network Time Protocol, NTP) # % 4 ¥ 4 %,
FIREB PR A o
. FEFREX T FAPRILB A ki & pHRL AWK
7
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'\ Destination (Victim) Destination (Target)
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Actor
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B 67 ~ DrDoS e # 1 (¥ i@
AERESUIIC o AT ok S
5G #£3 PR5%(DoS) sz ¥+ * *> 12 6G DoS ° DoS sz # &_{ B
BHPEY SR PRAIRIE SV e BRI E
PR FE AN o R KRR
6G thx 2 H PR ARFP > 9100 7o fI* - & 5G DoS &
F A 6Go R - 6G+ F T e FATE 2H a0 A LA
FDoS e > b4e 6G F & * { ABARLE B 0 oK@ K%*—‘k
IR E SRR ORAERE P 266G+ § 2R " {4ffe
oo 5 H > io#g pe 3t E s fefe b DoS sz o
ot #73 5GDoSs#HF A F 7 0 k¥ 6GDoSH# i i S -
6G et 2B ABF P > F 7 i ¢ FMATHEF o Tl R Y
EH LR REATOS P AR S EREE A o

N

SRS o S

4.9 DrDoS Attacks. Retrieved from https://www.arturai.com/en/support/faqs/drDOS-attacks (Jul. 03,
2023)
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3. Cloudflare
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A H 2 Epeh% 2 PRI 0 ¢ 3% DDoS 17 3 ~ Web & * 42
SV REASE RELS R L 2 R AT
6. Corero SmartWall
P F pF DDoS R A & F TS R
khu|fods DDoS s2#F > @ 3 B EE R E o
7. Check Point DDoS Protector
G AR RT & DDoS riE L F Atk bl o
(ERECII IR b 15 S A4 RRAE S B LIRSS STES Sk
8. Fortinet Forti DDoS
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ST VBN B AHK GRS 2R 2 B
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~ %5 %32 ¥ (Downgrade Attack)
(— )Downgrade Attack f§ 4
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(= )Downgrade Attack 72

L TLS * = i.%'frfi’ﬂﬁliﬁi FEER A TLS 53R 20 #0133
cRIFE E U e (8 4p B TLS Downgrade Attack ¥_sc# - ﬁ’;;ﬁﬁy
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B3 RABIFE E AV RIB % 2R RRERT FHEAE TR o B
TLS t53% " % 5 SSL {3k chuc 8 £ j2 4o
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2.% 5 b RERRE ML A GERE B
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TLS1.17?
.

© e
1s1.0? | (R
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Y

TLS Client ) B5L3.07 »| TLS Server
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] 68 ~ TLS Downgrade Attack
AL KR L AR e AL 40
BRAER ¥ K FEET MitM 0 3 ¥ s B 2 ahieRe
B2 fe RN * 2 iE L ¢ A g - KB {7 Downgrade Attack>
SCE K E A PIRE R Y REAZR RILA TLS & SSLw» -
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4.10 Amrita Mitra. (2020). What is TLS Downgrade attack? . Retrieved from
https://www.thesecuritybuddy.com/data-breaches-prevention/what-is-tls-downgrade-attack (Jul. 03,
2023)/
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4.11 "STIX (1)" (2018). Retrieved from https://ithelp.ithome.com.tw/articles/10206720 (Jul. 03,
2023)
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IP
— &b | £ £ £
11 - 13 | 134 a3 e |13 | i | 18
4 ]
2 4
1 B sl FLAR A
13 | mi4
14 3 é %
ot 8 =
B 74 ~ N-ISAC X’F‘ ;‘%‘%’f# 1 56?;73“‘_%]}3 [l
,FQ;} j\ . r.%_ Kﬁ,b__ F',}l 4.12
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P101 > &R ARt

208



TREMAFER

Industrial Technology

Research Institute
BT AL BB RY R EY AR W R 20%

BESE
£E 101 102 103 104 105
AnERLED EEME | EERELT HEEE ASEE ABEEE
B 106 107 108 109 110
| BT
pETE 1 2 3 4
a3y | low | Medium | High | Critical
=1L S
e RS MHERG IEREGF AR FRF
NEZE
AR Red AMBER GREEN
EHASETEEE EEAE EEEE HEEAEr RS
ELG R enEnE {EMRS 5 AN SR %ﬁfﬂﬂﬁ%ﬁiﬁzﬁf

ﬁ‘$$\&\¢§§&
FH KR ng—%m 4%
IHFEE 5

(C)FFFs i p 3L dsdz "1 ~T2,073 T4, B

%2 RBP4 Critical 4 5F & > 4B 75 #1T o

()P 3 F% I MEEd KEiT o Red R A FF P77 Bdhi o &
“l%;ﬁéi’—%i‘r&;o;é‘%@réﬁ?" B HRE T FEEFTE B
CEEAE 0 AR 75 T e

= SSTIX 21 FX ¥ & ehfp 6
N-ISAC i¢ * 1 @4 i Identity w2 5 [FF KAR])> A5 5w &
FEfmr 7 & * B Description » & 5 /% & » N-ISAC pF > #-
# N-ISAC T 4 § # { 37H,% ¢ 4 Identity 73 -
RN iz@%@ Gl4c® 76 o 0 & * STIX 47 i+ 4_identity °

412 R FG U % 2 7 B https://www.nics.nat.gov.tw/.htm (Jul. 03, 2023)
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BEFEH BESEET REED AFE wEl L 2.0

{I L2

"name": "N-ISAC",

"created": "2022-10-03T13:50:39.1862",

"modified": "2022-10-03T13:50:39.1862",

"spec version": "2.1"%,

sk ¥ o Ll "1dent1ty——e735a647 -5b7e-4b25-a2ce-3¢c605a010221",

"

type": "identity"

Fi?] 76 ~ 'fﬂ ;F"( j\/ﬁl%l’;d
TR AR ER SR TR
B3 S SU/E A/ o /B Bﬂfﬁhﬁv P 4B 77 1m0 @ % STIX $+ 2

H_grouping °

{
i "name": " [’r""’-" -5 ) xXxZA S TS E T R SR E SRR,

" (I | u.ﬁ%“ﬂl ﬁ'k‘llt HUFIMNDIESE - ""“f“xx/'*—’JﬁHiﬁ,iéE FEMFHRE - B E A E A1
’&ﬁ NI %LﬂJ‘EQI 2 MRGR S EGAH & 5 2 RIHT AR -
text": " (f' s9348]) 107",
) t refs™: [
1pv4 addr-—654a866f ee9d-4c7d-bc09-2ad681610<08",
"ipv4-addr--5d6451e2-cdB8B8-4563-aced-0761627e5771",
"course-of-action—--baasdea7-9392-45b6-be55-cala2b832ced",
"artifact--7d115a49-e555-441e-a320-6e746c85d555",
"identity—-e735a647-5b7e-4b25-a2ce—-3c605a010221"

1,
" *-";;';'7‘: v ref: " [5EEE A ] identity-—e735a647-5b7e-4b25-a2ce-3c605a010221",
"labels": [
= (f;%‘é“ams‘ml NISAC-107-202210-00000001"
1,
"created": " [ EIFEAEAER]) 2022-10-03T713:50:38.9362",
"modified": "2022-10-03T13:50:38.9362",
ext references": [
{ ["‘#wu“}
irce_name": "XSSEAEF}",
“axriWs "https //www.cgisecurity.com/xss-fag.html"
}
1,
"object marking refs": [
Ll €= n]77~"=‘f fk] marking-definition--£88d31f6-486£f-44da-b317-01333bde0b82"
1,
ny owp qw,
e :
definition 325ff21le Se2-4cla-9171 £5d239711c4": {
24 e [FEEEER] 2,
"extension type": "property-extension"
! }
.
i "id": "grouping--e35029bc-8b34-41a0-929e-d2edaSb8d567",
| "typs": "grouping"
},

B 77~ BTGB o S R o
E4
9

FHROR R R T A2

4.12 R RS HE % 27 7 B https://www.nics.nat.gov.tw/.htm (Jul. 03, 2023)

OITRI. 1 £ 7 IRF iF 210



TREMAFER

Industrial Technology
Research Institute

EF {;;fﬁﬁ&%éﬁﬁ‘i@—* RAED AL W R 20%
S %vkjpa B B 78 #1or 0 & * STIX 4 i* §_Marking Definition °
Hﬁ'?ﬂ

't "2017-01-20T00:00:00.0002",
¥ L : "t-lp"j'
|
"amber"
}!’
"TLP:AMEBER",
‘ "po"2.1",
": "marking-definition--f88d31f6-486f-44da-b317-01333bdelbi2",

"marking-definition"

b
B 78 ~ & % Ekaéﬁiﬂ

F’ﬁ#ij")’%’ 15 I,J.%._&JV—«,}I412
- ;ig%,%, %27.,'92’ B 79 #rr 0 @@ % STIX 4+ 2 & Course of

Action % Artifact °

‘: u/t Hf[JL
: (dfﬂ $HE Y 300 50FE 8 B B LR S 2 ORI DA U B SARE  fA L E R b,
: "2022-10-03T13:50:38.9522",
fied": "2022-10-03T13:50:38.952z2",
o Sl S B
"course-of-action--baaedea7-9392-45b6-be55-cala2b832ced",
"course-of-action"

1| LB

"mime type": "application/x-zip-compressed”,
payv.ozd bin': "UEsSDBEQACQB]AReSHIGQgRAARR==",
"spec versicn": "2.1",

”'1”:_"artifact——45a15ffe—f90f—48a1—a??D—6fe69d180b94",
pe": "artifact™

3

B8] 79 - Lﬁ#%ﬁK i g
TR R R -5 TR AR
2~ STIX #5852 224 & 0
1 T3 p 4%+ Al-Native Security ~ in-X =+ % Network Slicing
Security ~ IP Spoofing ~ DoS ~ Downgrade Attack % 7 % = §*i& (77

412 R FG U % 2 7 B https://www.nics.nat.gov.tw/.htm (Jul. 03, 2023)
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BF A BRI ED AFL n) % 2.0 4
T A1 T &L N-ISAC 2 STIX2.1 FF 3 #F1 # R S8
H AR AA 2 FATERVHBIRNRFT LT 2F TR

2 N-ISACHFFH: Tt Fan P, 2 "5 P, &
% 3 IPv4 (IPv4 Address Object) » 3 # & X 2% IP 5 IPv6 %k & -
Pl 2 ¥ ke S0 P R ZRBZ R ¥ o hfgid> 23 24!
(= )#7H# IPv6 Address Object> # & IPv6 % 71 3% 1 %< B 7+ N-ISAC
Ak i STIX 2.1 ¥ Z% IP 22 s ¥ [P 2. 4 :E 3 ;Y4 B) 80 #1757 »
2R 7 #73 IPv6 Address Object 4o » 11 T_& IPv6 % 77 5 ¢

{
“value”: “2001:0db8:85a3:0000:0000:8a2¢:0370:7334”,

“spec_version™:2.1,
“id”:“ipv6-addr—=xxx...”

99,66

“type”:“ipv6-addr”

!
123734 IPv6 Address Object & % ® I} N-ISAC ¥t i kge
B~ LR BEGF B p P AIEE TS o
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BT AL BB RY R EY AR swul 8 2.0 4

?{| [x% IP]

=": " [ZZ8Z1P]) 123.123.123.123",

vy n I'l2 1"

1pv4 —addr--654a8e6f-ee9%d-4c7d-bc0%-2ade81610e08"™,
'type": "ipv4-addr"

}s .
. [KEIP)
"name": "Attack IP",
"created": ™2022-10-11Tl6:16:14.318z",
"modified": "2022-10-11T16€:16:14.3182",
"spec version": "2.1",
"infrastructure--c585dfca-e78e-4e75-9a17-d01fc02ef215",
"infrastructure"

"11.11.11.11",
» |l2.1'l'
"ipv4-addr--c7f49cB87-a394-4df8-aa35-34a9113a45c1",
"ipv4-addr"

lationship_ type": "consists-of",

irce ref": "infrastructure--c585dfca-e78e-4e75-9a17-d01fc02ef215",
"target ref”: "ipvéd4-addr--c7f49c87-a394-4df8-aa35-34a9113a45c1"”,
"created": "2022-10-11Tl6:16:14.318z",
"modified": "2022-10-11T16:16:14.318z",
"spec version": "2.1",
"id": "relatlonshlp——529d8476 11ff-4be5-bc2b-7e£95b77980£",
"type": "relationship"

b

B 80~ £ 5% IP o sz # [P 2 STIX2.1 £:&° 5
TR kR A g EE
(= )4 %~ L IPv4 2t > £ 3% IPV6 ki g 20 & 7 1 d 2
IPv6 i3 B fi e 11 [Pv4 4:F » F|Q F ;‘g d dp - #F L IPv4
Fak o B4e 0 0.0.0.0 0 10 E F gt TP 2 mak 5 IPVO s £ w2
IPv6 ikt 73t Do it (4 4 77 o 2 gt 2 037 13018 Fanp
LRI AT AR o

|
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Fofl B kr R H Y AFD wE] R 2.0 5%
FIH 6GRT pEAPAFTRI IRFRARTELETR
AATERLFEHOGC /Y p R HRER LIS EFLTE
7 fickt 6G Tk 3 7 Al-Native Security ° 4§ ¥ Al FprenpP-a 5 B g+ »
5G @ S BIMFERE S Al 4R RN fort i o £ 3GPP o 2t
# AR B P4 BB PP (Open Radio Access Network Alliance, O-RAN
Alliance) s 1£7 1 Pl Fgg 1 e B 3 B RS -
B L & 3GPP SRV o B '; ’ ;ZP_%‘« ¢ A H RIS AV f¢
TOHE N Al enE G E2E o gtk 1?*?15] T - BFG 2 0E 0 3 AUML 2
7§ oo g IR S G (AirInterface) 7 it ¥ o ¥ ¢b > O-RAN
Alliance 8 #] Zehe g 847 » = 5487 Al iz RAN 7 o
TR AE 5 mREPRERFTE 4] B (Radio Access Network
Intelligent Controller, RIC) é3 Al # 32 g2 375 iy > 11 B ¢ § 12 RAN ¢
AUML $23] » A3 £ 7 A T8 0% #03 d g3 i o J8
3GPP 11 2 O-RAN Alliance ih3Lfe 31 » Al Hojirgf B kg - 7 1 b
2 RAN & ¥4 3¢ 3~ AUML = 5 {58 - 304 o
ARO6GF Y { 2o AL E & Kk > 1 335 Al B 3T
B > o pozE Al-Native # v o A KRR R ~ B H 4 12 2 RAN # &
er14 3] (Functional Splits) » # M Fg L A k 6G HE# # » = B RAN ~ i¢
TR p e en AL & ML BCA] 0 @ 8 B AR AL 5 B B0 i 8 e
i1t QoS 22 SLA » 4r] 81 #i7 thik JiFiF ie o
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FF e BB R R ED AL wE % 2.0 %K

(%)
(%)

@B 81 ~ 5G £ 6G # » Al-Native 7+ % B
F.*;}J. 5 ;%-9}@ xﬁﬁfﬁg—_%‘;dg «E‘\\;:ﬂ_ 4.13
AR LML Y B R B RAN (AL # 50 > m gt
- Al # it #-% 8 F R % i § ¥ (Deep Reinforcement Learning, DRL )

kit {7 8 R F kA fe(Radio Resource Allocation) 32 » 4% % #-4¢ - -
Al # 5B A B RIE > ¢ 7 B AL ® S Al ¥ > UE R Al & &
FEXRPE vy aorE o TRF LA K4 E RAN ¥ o
AIML 3] ehsc 8 > E 3 AUML 243 &85 D838 nigip) o & )
85 g A1 G BRI TR 0 23 (AR ALY e A
ST R4 M- 4+ H # # DoS & IP Spoofing 5<# ; & Al st # eh
FRA o BegR * 2ELE B s ¥ (Universal Perturbation Attack, UPA) ~ i
v ;% 1% s & (Policy Infiltrator Attack, PIA) % #2 5 %0 p& | 3T & £ 2
X % 7% Al-Native Security » ' LR RAN i X st # i & - Bt
#2205 47 UE =3 € B8y > 640 @ ficdpad 5 (Target Rate) ~ 28 &5 5
(Power) ~ #f % (Bandwidth) & -
- “R#EP D

A FARBP6G B p R FEALETE AL P DL 5%
7 O0G £ AT hpe ¥ ALFA# 50l £ @ s (DoS ¢ IP Spoofing)

LA

11 % Al-Native Security eh7 ip sc# = ;8 ~ 2502 | 0k > 7 1255 1

4.13  https://www.techgoondu.com/2023/06/23/artificial-intelligence-in-5g-and-6g (Jul. 03, 2023)
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FTEH BARRY RIHEP REL w) L% 2.0 5
RAN 2z H }pRFF% > el 0 3 B o B 1 ek
BRI R OGEAT LT LTS o ptoh > FiEEE T RIHHE
BLZ RAN PRS- 5B % 3| 52 8 J2 50 e &ﬁ%[ﬁ’ﬁi%’aﬁlﬁ > 74
FRARPERG DRy o PP ELFELS - RARG $7
FARRR AR S (PO v Bt o RERRE 2R
WA e G HAR OGN LT BRPREEERE LR
LR 2 A I Kl SR E- R v i
= ~ 21 1S027001:2022 #4138 P er ¥t

s R S 1 ERUECREE S LPANE: BRIV I - P I LE B
Foonge 4 o FRt AL B2 9738 (7 a0k B e o~ B R iR o H e
IDS/IPS % 45 % 22 & oh > @ 2L s % 7 L8 T
ISO27001:2022 cad5 #4138 8.20 Networks securitye m . Al sz fF 3R 4>
g XA B s e Al ST hIRA o FLE L R D s
d 30 AL B 809 SR 30 25 4 o P erf= 7 AR 38 0 AP 0T DoS & 18 kst
S AR MT 30 E ST > AlSTH o EHGED B 0 AFE R Y 0 Fla
fiE At SR I FE R T R T 1S027001:2022 3224 78

hBIRBER 384 > 4% Open Al Cellular (OAIC)# % 3% O-
RAN BB plidT 4 » A9 F e AT 428 » AT 4 +igis
UE ¥ BS i 2 erficst o BS A 4§ UE B enid 4 = 3 fasgd) -
eMBB ~ MTC ~ URLLC » 12 3 *7 ¥ #3#ie 3 7 b 7 @;%ﬁa‘;}«} o
UE B #c5 40 i > BS 'Bﬁiﬁ B > % T 2 8 UE il r¥ R
O RRIES I P P o FEE RS 3 B PR E UPA
11 A& PIA -

Wi s AT A#E T A fe o 35 Al B4 O-RAN # it ¢
BBEE a2 - o kp i ERH ) TR LRRTRA R
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FOH BRI ED AFL wEl Ly 2.0 5K
ﬁm%ﬁ’ P ART AL R R KR A SRR S GO
fé%%ﬁﬁ%*%ﬁ%FU@%%%?@w THRBERTEHAED o
TP AR TR e AL R s et 2
(—)DRL #& & F i~ fie Al -7
1. A3 (Agent) : R & MFRA Ficd? > RIZLE Y forad)

-,ﬂifﬁlpz/)—i‘lﬁog_/ N ENE I

Do
R

8 (Environment) @ NIZ 8 2 3 $ b BB o A HA| h

5% UE # BS i -

e

3. 78 (Action) : RIB¥F ™ A X T Ak fE T B R A H (T o
AR eniT# 5 Downlink # F £ & ~ F 453 o
4. 4 i (State) TR R PR DTR MR S K
L NG 3 POl N NI
5. ﬁr’;’-/ﬁ’v(Reward)l BAEREBREBEARLERE €GBS RE
LR g i SR A S £ S S g S
A3 & 0% L § (Throughput - ¥ i+ % Mbps) & #icig o
6. v (Policy) : — M &bk fs ph &4 3| (7 65 cndofico 2 DRL ¥ >
R ¥ d A SR (Bl4e CNN & BIRA S RE) 4T 0 &
AT H3] & % B R RFRA e s k79 3% o
(=) ¥ 2
1. & sisc #
DoS & IP Spoofing : #iz F#-73]¢ » @& * hping3 1 & 4
* - BFF mEIP # n e DoS st ¥ 5 4o #7575 [ hping3 -a
192.168.0.10 192.168.0.100 -S -q-p 80 » H ¢ 192.168.0.10 7
192.168.0.100 #_i5- UE IP ¥ &t o
2. Al s #
TP REE R R A Sk S o
Flp o FiRAFRT A€ NMAZF RO FA A2
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BT BABEY REE D AFE wwl % 2.0 5%
A ko et B3 K UE 3 enid 3 & F o 5o 2 4 S e en
FHEA 0 AT E x adv=x thp o dedtow o EE B R
PRBEZ-ERFHEIFELERAERFRGID 2S04
Pt Bk o ¥ o B ORI A N ot een
R T P R N T et
ER UER A TAE D N hm By foitgis 5§ o

Radio resource allocation

Data input
[ ]
Benign ((( ))) S = SINR QoS Channel RB . } Resource block
_ ® request schedule
- cals UE location Trained
DNN
Radio Unit UEs
5[5 (i
o D . RB request Wrong/messy
Attack : - Allocation schedule
g CaQls
Signal noise, spoofing Adversarial signal
RB request, UE |ocation transmission examples
(generate adversarial signal samples) e e O

Fake UES to broadoast
B 82~ % FFf ML 33
TR kR
A E RS 2 T ARl PR AR T 23k UE St i
P FECE AN FEDRLAEL S % oo
1. UPA
B PATUIRAR & SOt R kT B~ o BT R
FALP > 35 0 R BT o g BT
#1CSI Ff Hy :
HE? = Hy + € sign (Vs Lra)
R e d - B ehT4ptgR o Vo 4T ApE L G AR
My F R A fedf 4 Sille Sy OB R o
2. PIA
I PT L g R U O T o BT H
4+ ;}-é :
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FF e BB R R ED AL wul g 2.0
HEY = Ne(Hy + asign (Vag, Lra) )
Be gahtg e Ry il gL PFIN7TEEC
FEEE S o

CRIBERRZ F

BIETR B 4oB 83 H ¢ Al & % ek A 4 * OAIC B 22 40545 (4o

Bl 84 =iplskd 2 ¢ 2 Brimp cnfiMs v )N ERT T hA

fe 7 ¢ 32 (Radio Resource Allocation and Management ) # i » gt 384 93

Soae &g b @ Plugin 92 Y 27 PR G3 B I & Y 2 (Service

Management and Orchestration, SMO) 4 #  RAN ¥2 UE # * srsRAN

PR o ARGFT R RRET AU Ry AKX E R EIE SR

b R AT <l | /P Fg_ o M @ «uxzﬁi 28 Hde ] 85 #7om o

1 -
""],"mp ~

Bl 83 ~ RIFFEB

PR KR AR
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BT Ll BAREY R EO A2 R 2.0 0%
Service Management and Orchestration |
|
SMO External AYML [
Management Termination 4
Functions ] X

— External EI ]

Cloud ST WAN/Internet

Configuration

'
'
'
|

01 Cell 1

02 Al

O-RAN nejr real-time RIC
01 Mediator
Al Mediator Shared Data Layer
SDL

£2 Manager
VESPA REDIS Database RNIB
Manager

Routing Manager
xAppJ
@ xApp Manager Subscription
Manager

UERANSIM
SG SOLUTIONS

J
[ Virtual Machine - Guest OS, kernel |

P

| Hypervisor & Host Machine 0S |
g Physical Host Machine Hardware ] S35
Base station

Bl 84~ FmALE L * vh5G B sty
TR kR 2 F 52

172.16.0.1

i

EPC
172.16.0.3

DRL-based radio
(z)
Resource allocation

eNB

1721607 1721604  17216.05 172.16.0.6

DOS .
= 0 0 U LU
UE UE UE UE

Bl 85 ~ @ ¥t DoS sz # ip|3R 78 1
TR KR A HEE
Al I'{?:‘/‘E'J?\;ﬁ?@ﬁ—&rhgl 86 17+ » A F T OAIC fit %8 ikt O-
RAN %3 > gNB efR 4 i@ * srsRAN #t » & 3 gNB ¢ K 2.3 B

1?2.16_0.
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BT R BRI EY RAFE wul L 2.0
Yo B E] 5G KPL &3 37 $1 » 3 R0 5 R FL 0 R
UE 73840 » B2 A FHRL140 & %2808 > 7 BRI B A 7
e ® Rm s Glde: B Rt ~IoT B* B 5 > Flpt @ * srsRAN
WHE UE> ¥ P K27 Faynd & % UE @ gNB @’ﬁﬁlﬁ“ﬁﬂ{ﬁ‘:g“
Fﬁ‘ﬁ"%sﬁ-f‘? U s BOERE > AR 86 + RI¥Tr 0 40 £ UE &K
2ONIRRE S, Al a e SR e

dataset \ Adversarial signal

RAN slicing A .
I A"
@ 1 \
= = c ==
OAIC platform - a E i \ ((gN)Si 1: .
o — I ) gy
0O-RAN near real-time @ URLLC UEs J -7 LManipulaled A 0,‘9% /é?g
RIC / CSl/Noise ‘-“Q‘&-\’fb&.
T - ! to affect DRL \\ %,
Subscription o MTCUEs | observation § alliey N,
Manager - ' ! L
- b
Mobility o ‘Aﬂacker UEs
— ) S EE
- \
— - \ RE request
DRL-based radio - (( )) - = "' \\\ New New UE location
resource allocation gNB( A\ E%‘,:’ Collected Sep-t --
"'l--*

transmission. examples {f

1y S ,
S 7 ;! - -

-~ ”

W 86 ~ AT 4 inl & % 1
FA R ke h
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BT AL BB RY R EY AR W R 20%
I~ 2 HHN
% 33~ FHREHEBRP

% OAIC Controller ($i-#t UE/BS/Attacker/Al #-7) )
H AR | CPU : Intel i7-6700@3.4GHz

DRAM : 32GB

HDD : 256GB

f£¥ %3t | Ubuntu 20.04 LTS
;N # | Python 3.5+
Cloudpickle 1.4.1

Numpy 1.19
Scipy 1.4.1
Tensorflow 2.3

tf-probability 0.7

FE Ao | RTL8111/8168/8411 gigabit Ethernet controller
FUBE | T SR UE B BS T B R
UE i # 40

UBID A it kel 2in B 4]

eMBB UEs : 2,5, 8,12, 15, 18, 22, 25, 28, 32, 35, 38

MTC UEs : 3,6, 9, 13, 16, 19, 23, 26, 29, 33, 36, 39

uRLLC UEs : 1,4,7,10, 11, 14, 17, 20, 21, 24, 27, 30, 31, 34, 37, 40
Uplink 1.02GHz

Downlink 0.94 GHz

i iE#E % 3MHz

B SUE R R

17 (Close) : UEs uniformly distributed within 20 m of each BS

® (Medium) : UEs uniformly distributed within 50 m of each BS
i% (Far) : UEs uniformly distributed within 100 m of each BS
WA £ B E0.11km2

+» & eMBB, MTC, uRLLC

#42 K¢ (PF), (WF), (RR)
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BF LA BARBRY R R ARL L E 20 %

{7 #+ 4 3L © Pedestrian user mobility with time-varying path loss and

channel conditions

A (&)
%4 DRL Pl 4% B
AR | - Intel® Core™ i7-10700F 2.9GHz
* 16 GB RAM

Nvidia GTX 1660

-—\

T¥ %5t | Ubuntu 20.04 LTS
;N # | o Python 3.5+
¢ Cloudpickle 1.4.1

* Numpy 1.19
* Scipy 1.4.1

« Tensorflow 2.3

tf-probability 0.7
TR D At h R
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T BB Y RIED ARL wul % 2.0 5K
# ORI A

(—)HkBEEE

F1#* OAIC 2= § ##8 O-RAN BB crip|E T & > ¢ 7 ERiTT
PR AR D e BT E 14 B (Near-Real-Time Radio Access Network
Intelligent Controller, Near-RT RIC) ~ #-E2 4 & & & 3 RAN ~ 3 Z_
RAN Fr xApps 2. B crpRFx4c] - 12 2 & piRT 4 1 RlESE 4] RAN
1 AL #-3] - OAIC i O-RAN #cfd > @@ * Git 1 Z #-rfg ™ 2
PR B 0 Pwh® Kdg £ 7 10 4% OAIC e xk 14 d 38 O-RAN
BEXERH D AL RPN E & F g i ot Tt T @5
B R R R R K AR £ OAIC sk 40
ERE R

1. % % srsRAN 4G/5G #c88 3a p » J8 R 4o A% 3V 75 % 2 enr & dr

cd srsRAN-e2

mkdir build

export SRS="realpath .’

cd build

cmake ../ -DCMAKE BUILD TYPE=RelWithDeblnfo \
DRIC_GENERATED E2AP BINDING DIR=${SRS}/e2
bindings/E2AP-v01.01 \

DRIC_GENERATED E2SM_ KPM BINDING DIR=${S
RS}/e2 bindings/E2SM-KPM \

4.14 GitHub. openaicellular/oaic. Retrieved from https://github.com/openaicellular/oaic.git
4.15 OAIC.(2022). Retrieved from https://openaicellular.github.io/oaic/quickstart.html
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T BB Y RIED ARL wE % 2.0 %K
DRIC _GENERATED E2SM_GNB NRT BINDING DIR
=${SRS}/e2 bindings/E2SM-GNB-NRT
make -j nproc’

sudo make install

sudo Idconfig
srsran_install configs.sh user --force
cd.././
2. = F BIF RIC ~ % » ¢ 7 E2 72 % ~E2 % 28~ 37
BILE S Ed F IR E X PRGE - OAIC ® #- Near-RTRIC ~ i

HED FEN T e F & (Cluster) 71 34 14 i Kubernetes %
FOF ipd & o 30 Kubernetes 3 P%r i A2 5% o i T
{42 4 75 7 B & RIC-Deployment/tools/k8s/bin # o %
Kubernetes # &% % = & {5 » & {4 - H T F & Near-RT
RIC # & > 4077 45 4
cd RIC-Deployment/bin
sudo./deploy-ric-platform-
f./RECIPE_ EXAMPLE/PLATFORM/example recipe ora
n_e release modified e2.yaml
3.3 & L pF RIC ~ 2 » AE 2 & ,*{fﬂ.&r—r;}ﬂ»gx 7
S g gE 416 L 41T,
4. REFPMPrAi R R R SR T4 g 4 30§ 227 pF RIC

cd ~/nonrtric/bin

4.16 GitHub. openaicellular/nonrtric. Retrieved from https://github.com/openaicellular/nonrtric.git
4.17 GitHub. openaicellular/main-file-repo. Retrieved from https://github.com/openaicellular/main-
file-repo.git

4.18 O-RAN Non-Real Time RIC Installation Guide. Retrieved from
https://openaicellular.github.io/oaic/nonrtric.html
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BT AL BB RT RMP R A W R 20%
sudo./deploy-nonrtric-
f./RECIPE_ EXAMPLE/NONRTRIC/example recipe.yam
1
(=) T A e &

BIEF R & @ * KPIMON XApp » #Ticékenilog P 3 € 5
/var/log/kpimon/kpimon.log ®» » ¥ B {8 F I LT o AFHE
g UE AW 2 ERIRETHEFT40L 34

34~ PIRERE

HE D 1.49 GB

FALAE slice_mixed, slice_traffic

FHENFF L ® 480s

FRh T Sk 17

Ay kTR 4 (time,nof ue,dl brate,ul brate)

UE B FH 55k &k 21 (time, cc, pci, earfen, rsrp, pl, cfo, dl_mcs,
dl snr, dl_turbo, dl_brate, dl_bler, ul ta,
ul_mcs, ul_buff, ul brate, ul bler, rf o, rf u,
rf 1, is_attached

TR KRR AHEFR
(Z) 1 Sirc 8 plia ¥ 2
T AL R~ 2o B # @ 4 DoS s# > 11 hping3 1
Z AR ¥ port 80 % I < € F ¥ chicmp #e o dg 4 doT
hping3 -a 192.168.0.10 192.168.0.100 -S -q -p 80
(@ )AL s & Rl 4 3
1. 7 & R F R A fe AL
AMFRAFe ALECA S A% DRL &0 AL KA 7 1245
UE thlfcdfid & ~ s 5~ o8 ~ (b2 i % > BB
FYFENHUES DT 70 F o AFEFH M R TR

A% 6GHET OAIREEAE§ L RY FR AL 4 b
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Fofi s R EP AF2 L E 2.0
BT RA e d AR E L B AE R TR A
T AL B FRRBIE AR L FEITE S Tt Al R R
AR A B B R e g h DRL FEAAE 7 R R
i e i 4

Al #73] & ml models P 4™ > 2 {245 3 87 IF ch 5G
oo eMBB~MTC 2 uRLLC 3" 4! dig - 5 T e § &
RF g & {Kv; o 23 AFBRTHRDDRL & 8§ #
Al & W] de™ P 4% embb policy ~ mtc_policy ~ urlle_policy e
e BV H ¢ % Tensorflow DL 1228 » A i@ # w0 & Jp L% 5K
Tensorflow 123 » 1 7F 74 £ & W~ 3 B3] chdodc

drl agents=[tf.saved model.load(embb policy filename),
tf.saved model.load(mtc policy filename),
tf.saved model.load(urllc_policy filename)]

AL ié F g HA] > P F & O-RAN ¢0 DU H ~ #1cF] %k
i UE shg RFmpe B & 155 %~ S8 # ' DRL #

Al ehaction S BB~ F B F e ¥ 0 Ao T
action = drl_agents[i].action(time step)

# ¢ »time step 52 DU E ~#1zd|«n UE fie % & &>

@ action '] = DRL $ic3] mﬁiﬂ T T K
2. 34 7 BLIE B FH o F

T oM OB B H Fu kst #F python A& OB

FGSM_Adversarial_Attack.py e fEITE G N R R
L 2% ;% (Fast Gradient Sign Method, FGSM) 2 = #3277 &) %
Y FRpe R 600 # 1 feindzde & 350 FGSM s 2 5

4.19 GitHub. wineslab/colosseum-oran-commag-dataset. Retrieved from
https://github.com/wineslab/colosseum-oran-commag-dataset
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BF R BB RY REAFED RFL wEl Ly 2.0 5K
d e dER il bR R B LRIE P UL~ TR P hRot
*Wﬁili‘wJ%MLﬁﬂmﬂﬁﬁ%o

% 35~ Al 708 R F-U 53R & P oo 1 iEi AR 4

HEEP | RS His ¥

#i7mAe |1 K CSI4EL H ¢ B~ UEn ¢ 4> RBG # /i -

2. 38 TR B AT 4 Sk Lea #1495 » RBG # csinhi & :

VHX Lga °

3. FE TR L ¢ sign(VHX Lra) ©
4. % — -] 0¥ #cepsilon () ¥ & #5LE FHgc e
sign(VHx Lra) ©
o. ﬁg—‘ﬁ"ﬁ";: fs e R 4 3] 4 RBG # et 2B 15 $Hiuk ~:
Hadv_x = Hx +¢- sign (VHx Lra) °
6. & & ¥¥iw b Hadv x £.F ¢ R F R ) 3R
el A B X Y 4E A Lea o
7. 4r% 34 L3 4hd 1t > A F epsilon (e) &% £ A74 =
ik~ o
8. EAFHA2I T E I A Lradtde = 1- 20 2 0315
BT Rl AR e
9. & ¥ 3§ RBG 4# i Hadv_x T#%\ i# * FGSM st #
AT R R A2 S R A -
TARLKRR A HFE
3,44 17 vk % 15 $HPLtL s
R B A H st python A2 N B
Pohcy Infiltrator.py » # 1 1¥7RA24r & 36 PIA jd i 3 i
TP BRI kB VAT AR FETIRA fe
HeR e
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BT BESY R EN R e 2.0 K
36~ LS RIEH F- Rk 535 HU s 1 e e
REFPE | NT RS H L F
AR | LR s O At S U X TR )
R S
2. T A peRcd] M Ui~ X o R A

BIER o

3. BFN=E®o

4, B4R % S VXI(Ox, A EFE D e B o

5. Wi v kg e St anbh R B AL, UATH U~ Ox 0

6. B-Ox T RIF A X e FIP LR~ o

7. EHCE] M S~ OX R TRIE R O~ RAER

8. 4ok » EIAFPIEARBEIFRIA R o NPh < [ AZiF €0 B
diiw [E] o

9. 28> “é‘ﬁ;ﬂﬁ??4¢ 7 o

10. & N =0 i g @ i 0L {0 > S8 3R gt f » Ox f = 1
* PIA 4 & ch¥tdin &) o

1. e da s phi * $hidy » Ox @ 3 LB F 8~ X Kot
A B M o
SR kR A AT
=~ RRERE PEESZFH
(—) B B FplEs %
32 UE B #c s 2008 & DoS sz # % > & # UE T 2 datarate
% 1.3Mbps » 4§ 87 :
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R LA BRI B

-\1"\'
W
bl
=]
-
Rl
e
®
£
N
o
e

Jle@jle-VirtualBox: ~

eceived UE Context Release Complete. E-UE S1AP Id S Jie@jle-VirtualBox: ~
E Context Release Completed.
eceived UE Context Release
are active E-RABs, release access bearers reque
PDU. Message type: GTPC_MSG_TYPE_RELEASE_ACCESS_
Received UE ¢ e Complete. MME-UE SI1AP Id ¢

Jle@jle-.

E Con eas " R A d connection from 172.16.0.3, port 46
ssage Type Unknown ] local 172.16.0.1 port 5201 connected to
: r Transfer Bitrate
srvice request A - 969 KByte 1.
bervice request - eNB UE S1AP Id 6 ] - € 820
prvice Request Sho MAC valid 10.00-15. 772

ceived Initial essage -- Service Requ

.00-20. 5 783

.00-25. 716

6 764

o 5 .00-35. C 847

itial Context up Reque A | 5. 00 -4 735

elved Initlal Context Setup Respo 0-45 S 833

RAB Context Setup. E-RAB id § 1 45.86-58. 687

RAB Context eNB TEID 6x6; eNB GTP-U Addres .0.1. 1 & < 906

nitlal Context Setup Response triggered from S ce Request. ] Z 827

sending Modify Bearer Request. 5. p 871
ecelved GTP-C . Message type: G G_TYPE BEARER_RE! S 52 KBytes

752

-~

2 %> DoS 52 # 15 » 4G i+ £ (Evolved Node B, eNB) = %47 i
@ f € > UE 0% 35 datarate *# = 0 Mbps > 4[] 88 « s 1
200 F) B4 o AR SR AT Al chE R T TR A et g T
BrDoSHrIP & | s -

2l

N

@ data byt

Jie@jie-VirtualBo;

Jle@jle- J

.00-185 C KBytes 215 Kbits/sec 22 5.66 KBytes
.00-190. .6 KBytes 104 Kbits/sec 10 8.48 KBytes
.060-195. KBytes 215 Kbits/sec 14 1.41 KBytes
.00-200. e . Bytes 0.00 bits/sec .41 KBytes
.00-205. % Bytes 0.00 bits/sec .41 KBytes
.008-210. .00 Bytes 0.00 bits/sec .41 KBytes
.00-215. se . Bytes 0.00 bits/sec .41 KBytes
.00-220. . Bytes 0.00 bits/sec .41 KBytes
.00-225. . Bytes 0.00 bits/sec .41 KBytes
.00-230. A Bytes 0.00 bits/sec .41 KBytes
.00-235. . Bytes 0.00 bits/sec .41 KBytes
0 c .00-246. .00 Bytes 0.00 bits/sec .41 KBytes
preanmble: f mp_crnt 3 240.00-245. .00 Bytes ©.00 bits/sec .41 KBytes
634 .00-250. s Bytes 0.00 bits/sec .41 KBytes
.00-255. . Bytes 0.00 bits/sec .41 KBytes
.00-260. .00 Bytes 0.00 bits/sec .41 KBytes
.00-265. e . Bytes 0.00 bits/sec .41 KBytes
.00-270. . Bytes 0.00 bits/sec .41 KBytes
.00-275. .00 Bytes 0.00 bits/sec .41 KBytes
temp_crn 4 275.00-286. .00 Bytes 0.00 bits/sec .41 KBytes
.00-285.00 s .00 Bytes 0.00 bits/sec .41 KBytes

B] 88 ~ # % DoS sz # UE = «1-T 2 datarate
TALKRR A HFE
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BT AL BB RT RMP R A W R 20%
(=)AI Fc 8 cp| g i %
T S plF Yy ho A 37
% 37~ Al e & F pld %

=7 I Fsa s MWEREHE L BFErc sl b
(Mbps) (UPA) #(PIA) (%)
(Mbps) (Mbps) UPA PIA
e¢MBB 3.39 2.99 2.36 12 29
MTC 0.14 0.12 0.12 26 26
uRLLC 0.05 0.04 0.03 20 40

FA KR D A h D

JEOPIE RSB o UE #73 crat BAX W » e B £ 7hf o &
FARS B A TR FE 21 TRA R R E R R §
REAREFFT LS > Fe it T 3 o A uRLLC &k e S PR
R0 o ARG AR G B F]S Y R T
ERBELT R ldrhBd DR FROBED Ho 2 oh o PIA &%
o ﬁ X # ¢ datarate = & V¢ UPA = ;2 { 3 72 &4 %] 5 PIA
PP DRLE Y Kok - @ UPA F & pFFJ5d DRL BLRGAE 2

Mk o
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FLf B RY R EP AL mu) L § 2.0 5K
8 %
AP FZREATEZO6G E 5G P oo L B KERT

e T IR 4 g A R R R PR S

FAFRMRE - (QEGRFE Ry P EFOI R Ak 6G BRR
& b % 3 ¥ 5 (Attack Surface) %1 { B » 4P i & & Kk & (Layer-
wise) » 2 @ @ (€ UE # ~ RAN ~ Edge :3 3|2 )eh% 2B EB-{ £
PEB ~ (3)AUML FHjptrap ) * i (7528 > d 3 A/ML ﬁii‘]ﬁﬁl A ehE
Mo i B PR~ BN s B R A 4TI ~ () F AT

NE D BRTE RS e RE B 0 MR B3 FE VT AR R ke
R EFE TR GRS HARE B A L 6G PN [ ek A 2
BT Ao LM Fﬁéﬁéiizﬁ"f%%@#'lfr;’ T ERELF G - R
o2 Wi BN 6GF X AL  { AR RS BEF
B AERFHHAROG FEHLHFEAD 6G FTXF L A4
AR 6G FTX PR AS K E R dFEL o ¢ 2 (DF e REFTH
mﬁﬁ%'ﬁ_ﬁ’ ZEMH ()R Y TR KX Tenp F 0 (3P L kB
ALt PIELFTERERE S (DFFEE MRS TG
FEE -QFLITEEER Y RTLIRST (ORISR Ko

RS RRRRFE T OIS > A F B NIST J15 M 5G F % i)
EARE 0 2 OWASP J i R i2 L de S Ap BN % 0 o pFe S R
5GIoT B FE P ETR45 > MEREP L TRE

EPTRLW o

N3
V{.r
{Sh
35
T\
e
5
-%«r

&4 6G g 5 fasTd > & %W 5 Al-Native Security ~ in-X + 4
Network Slicing Security ~ IP Spoofing ~ DoS ~ Downgrade Attack % 3
RPEFAY T AL T2 iﬁ*:]”‘*a o 3T F U L 3 6G
RPAFFRS S A3 A5 R HSTIX V2] FF R3S HRE > 0

2 AR STIX 1 3 R2E F 72 & 7 TN-ISAC [ F RV o
FAEAFATEN B 0 AR FEAE L INA » E# ¥ DoS - Al-Native
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T BB Y RIED ARL wul % 2.0 5K
Security {7 T & & PHHR 0 NF R LB ERPERY D Al R
# % DoS ~ Al e ¥ 972 3| el B R 58 o
- B RRRRPE

ik PR AT 0 1L 5GP RS RIRE TP 0 A
NIST #74 # eh g4 RIE % # - 2 fﬁ%%i%%#ﬁﬂm&ﬁ’
LR B ﬁﬁmﬂﬁ ECTRENE
TR T S BRI T T u&wﬁaﬁﬁﬁﬁﬁ
SG B ERIFFMAITP - ¢ 3 NFVRIZE ~SDNRIE ~ & 2 %E
Fodipld ~ T2 2RIFREAD o AMIFEO6GHEEF A T2
2% o Fhd 5GPk G RIEE AT 0 RS REIA kK 6G BB
BB o T ST AR G RN 0T H8 TR Bk
B3l 3250 P LS B REP SG LD bt BB UE i R
PIoT H3d e X = i) > & 374 0> LN oT 38 %
BREBRFPTTERNNTRFERRAD o WL B T HBEFTEP
sl Al ERY > T F R OWASP e > Fpt 444
OWASP R g=i8 (73 » AR R RREA P » ¢ 7 & & RFPRF
Session F ILRIGE ~ FOHEBRABRFE G VR LT o
Z~6G BT RBE 2B RV TR

&4 6G R 5 farc® > 4 % 5 Al-Native Security ~ in-X + %
Network Slicing Security ~ IP Spoofing ~ DoS - Downgrade Attack * 3
FRPREAY O R PR ERRY O BRBHNESH
RN LR Ao 2R

(— )AI-Native Security
RO 1 E McAfee MVISION 5 57 & MR 2T 4 >
*@AHEMLEiﬁﬁﬁE,ﬁp%ﬁPL B
— BT o MVISION #& &R iZeh% 275y 0 ¢ 4555 8% > ~ 2 4%
TR EEE PR o o X EFT R X P (Data

‘%”‘”
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T BB Y RIED ARL wul % 2.0 5K
Leakage Prevention, DLP) ~ 4r % fci& * % WA o - B S = BT .
FEFRE FAXI MR R edn gunid 2 rpdhit TP
"R o
(=)In-X + % Network Slicing Security

ZFikenW 7 1 & FortiGuard > # - A% $£1 £ » ¥ % 30 Rlv
oy ﬁfiéﬁéﬁ)’;*f 7 32 #F o FortiGuard fegt*» 5 % > @& * ML v ¥ P
SRR AN KRS

( =)IP Spoofing
23k 1 & NIDS (4 Snort & Suricata)¥ e ¥ 5 &8
2P SR R o ek RPN R D S e

kp H BRI #u iR o BT AP G e
(w3 )DoS
£ k01 7 1 & Radware DefensePro > #_— #& 78 4 §Y chf2 /4
S g s ¥ SR RIACM R L AT A h DoS e > & HEE R A B
B sc B e SSLsTH » @ % (75 A7 F P E LA1E R g o
( & )Downgrade Attack
ZReni 1 & OSSEC» &~ Bk IDS> ¥ * 4B & fh st
# > & 3% Downgrade Attack - OSSEC ¥ #* >t ¥ e /i & £ F 5 &
ERFE BT 0F T R AT v
¥ - BiEZROE 1 E Snort > ¥ - B ¥ * 3458 Downgrade
Attack 9 J& IDS ° Snort 22 OSSEC #g 17 » & Snort # &7 { B L
o A o
ZAFAEGRESPTRE
FEXET R TATENLEAFIFNT LI ELNEL %S
E &M FIL T T LA RRER PR
78 STIX 2.1 » STIX #3587 MARA R * >N 4 7oy it > T &
RP RSN e FEXFEF A > FY STIX 255 k2
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T BB Y RIED ARL wul % 2.0 5K
Fopfiegrzidami T i ReRIPEAAT TR EE
FREPREFEY G - RORN TR OHWEFT AR p Rt o2
A8 k-2 4 Ap g Bl 4E ek o 2§« 747 N-ISAC 1945 STIX 2.1
Board]| e TN-ISAC R #5V P > F s STIX 2.1 i F %
F R b 2 BRSO e 2 3t e dgd A TEIE P 24T
S FH AP N-ISAC 2 #5822 2 B0 3/ B ¥ enfdid 2 > 1
ﬁﬂﬁ&%A TR 6G R LT ¥ L o

~6G B? p A RE TR AR BLEER

t 6G B* pHIt BT AFRFELET R INA

F YT 5 0E & fren% 1 38 Al-Native Security 12 (7§ 2 o K A F
% - §5747 6G ¥ 5G tie &»;ei»%’~ % h438 LB ¢ T 08 R AUML
Boprp o ek kR AHERY TG T S PRI TR
%v o W§ ¥ ¥ »xiy 1 & (High Performance Computing, HPC) ei= 3 % E
FORAZE T REMEY 4 hgik o AT ATUML A { 4 s
% 5 #4e ChatGPT & AL 0 £ % » ¢ DILAF T hp F 4557 o
Fig AUML #73] ~ i 52 ~ 9T ~ el 3112 2 B Rt
# 3 A FORFEI B A & LEEM S & o L E = &4 0 AL
Native Security ¥ 2[#7A &k 6G A #HZEK ¥ » K¢ B+ Al GAfR: N
FopREE EI o AN AFHEAE TR B A RAN P R ALK
A AT Rl > 4 WL B EE o blde i DoS o M E AL 5 o B
bol SR S (AR AT Y UPASPIA s i B 72 3 Bt #‘f,éa;),
mu AL RER B HCR R A R 2 R B e B
LR T

(= DAL $3]ehde g 5 s $ BT 5085 35 3 o g ¥ 54 4 o

FOHBIEET ST X TR AR
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BT O B R0 AE2 L
(= DAL #3872 # > 1 Al 5 ) /El]ﬁ‘*ﬂ./fﬁ-ﬁ T BRI P & A
Throughput *# %) & 10%3 40%7 % > AR PR F R E K

B FLE A 0 A G R R ETEB BT .

( )/? Fé‘;}b Efu UE MTrﬁ mﬁf— K}ifi\l'ﬂ }"]";}'mil"} Iz?le ))?]—(/ﬂ\ ﬁja%—ﬁ_
chf P A R ATER T UG e z‘e);t;‘\é.z 2 b

FiXPhf 5 PP .

(z )E* B3 ol @23 0 5 F AL 3] 08 B 6 @ 5 DoS
T R FRLCY O P pd RE - RUR P
’%i FRKE > K1 B 3 DoS & R TH - 40 Al e en

T P B ot AR ST B i
g P frﬁu@éﬂwﬂﬁiﬂ% o MUHE S AL A s EE o ¥k o
E 2 AL ~ TR a4 R BB P A e
AT E R o R F R AL AR B A VH X ORTE
KGR E S By R A X AT RETORCA @ N BB
M o

(ZT)RAFHIEP Bd ABBFEBP LY A FnpRTLR %
FEMAD > A% BALAE T REFHR -

A
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T BB Y RIED ARL wE % 2.0 %K
I} GCFRXARFHAPERBAT BRI AL E=R

AREO6G FHPERARET FHTEI AL MO 2B RE
o P RAT IS IBEE G L FA PRI R S
ﬁfu’i?ﬁfe T T AEFBE E et Pl T
MWE >enfp gL { frﬁiﬁéﬁ’f«“ﬁi o

HAF - SR TR Pre-6G T ¥ HAFEATHERIEE 0 LR
FOREF 6G i * KB A @ Bl e 7 kA R RALD
E P4k BE o T3 2T TRk kit € (Groupe Speciale Mobile
Association, GSMA) #] Z_ef1 4 B % # % > % % > % (Network
Equipment Security Assurance Scheme, NESAS) i% i & ip|% 7% Pre-6G
,Kﬁ#ﬁiiiﬁﬁ%m&‘ BEREE MR B £ 23n
WOER i T X L 0 TR 3GPP € R i 77 NESAS b
g@j,%gﬁ%ww& rHMEFE > FE 6G A AT ERER
20T ~ R HZBPE ~ KA ~ F PRI FRIFE > i o

Ed - &Y R G FE IR AR 6G F X JRIHEIE
RS SRR Enk S U R ”ﬂf“frfﬁﬁk‘{?‘“@?]#ﬁﬂé_%ﬁ?%%“
@?&@%WP\%‘;%—%&’@I"%# PRI RS A ep @&
FHK BRI A DL T B MR i @@»T*&Kﬁ
AFHF > G HEL AL RwPEF B TARFT X FEBH] > FH 5G ut
R 6GEZpM FEARERS 72 RREF LV kg o #
BRHEFHAL gl AR PP ER 2 E ¥ 6GH E
v R UFECEV ARG AMOITERL ES L o

ERZ@ROGCFEXAFEFIT T Rwm KIFTERERY &
BIF TR E >d 2G~3G B I ke GSM Jk sLz H » i27E 184
mg e R KA GEBRAR 23 VAL RWEY P LoREN TR
FIBHIE6G % 2 Fe Ahe i AE RN TEPREHAS 345
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T BB Y RIED ARL wul % 2.0 5K
oo s R TR S eaucd | 52 A8 4 BT %
B8 ABERAE 2 BEY SRR E BT RANPIRERE
23 RIRSTH R A PR R P T g M 6G & A R
BenFwB s > BB AHIRED AE RS 66 EARE
RAFR A E e R THAR T FINETRALBIRL G X
[LETR K BRI T B RRAY AT K A
gLt o ALEP TG RS ARV ERLETHEESL 2 o

Hrd e % {66 M4t iirdy %7 f 42 (Reliability) &2 %
> fr*& 4 (Security and privacy) > 4 38 F % b '&:R M A S #HE ISO
27001 : 2022 #4145 % TAS530 FEHFF2 ICT# <12 ~TA89 &
BE1e ~TABIL6 EARZE | Er2RpETE  REEES X7
il s 3R 6G R R GH T & PSR > BRP RF 58 W
REBITW € R FAARIP Pre-6G Ap B % FT0w 7 3 2R
R R L EPN PSR O e JiTR

Bish¥e @ EMASEFRIATIARRE A 575 HFL
%’%¥WWS%§W#%$E%%§Q*ihﬁﬁfism,gw
3 5/1728/2959/19 2 10/5 % % 4 e inkik € > g3k 7 &3
HEREQEF - AL R ERF CFEIFY wﬁikj9ﬂﬁ
BB (ZFIPAMRY $40 ) ER P S FEREAL A% 23 e

)
—

ray o
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F éaﬁi DR AR AL wu ¥ 2.0 %
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(Confidentiality) ~ = & {4 (Integrity) &2 4% §3i& ¥ » T 6G F % & ¥#7 47
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% a4y %5 22 1SO 27001 574145 *5 B e 2 38 > $1& 1SO 27001 2 454!
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% 38~ 4 fhrCHF AT 2 34 % & 1SO 27001 ¢ $H 41T P

i BHEEABHRHA ERIEIT S0 27002:2022% FE

F1% : Pre-6G [FEMZ(Pre-6G gNB)ERPEANE | EBE L% MOperator | A5.30 EBHEEZICTEZ

SUPIMSIEREBEN o ey Moz a e merm BhaEgREs | A8.16 ERE

ARRRTE (Registration Reject)&l% - EA A FAE
& AR% (Denial of Service, DoS) K &

2% : Pre-6GR%0 | SEENull Security S RENZEZRY | HARPRB(UE)ZE AL EEREZICTRRZ

ARARLERENE | KE . EREENABER RERBRLIESG-IA0| A9 HEEE
3% : Pre-6GELA | Pre-6GELAIRPSUPIRSUER IES | —BRXBPREET A89 BEERE
BAFKARRE |3 INEEES A8.16 EEEE
(Subscriber Permanent

\dentifier SUPI)IRSRET

BE

B4 Pre6C A | AFREPENRERERBREEE - | BECCROREEN |AS30EEREZICTRR

MOSRMEAVRN | 25K - TEEREARBCABY | R2MHHE
N1 E B AP HAZHHE (zero day) 8080

TR KR d\%%fﬁflﬂi

B i 6G T & Bk R ISO 27001 27l e £ RaiER 2
o MEF 6G gk stz ALFpTE R 2 AT B R R 0 SRV R
1 AL (s ARG s i 2018 £ ISO e R 1L R €
(International Electrotechnical Commission, IEC) % H 35 30 3t jivs &
% B € (ISOMECITC1)™ » 2 A 147 E | 24 f ¢ (SC42) >
BEFT AILAAE S G B > m FRDALZH] 2 ABEFP o e
2020 # NIST # # Artificial Intelligence Risk Management Framework
TEA P Al TERPRGEIRITE > e £ A HTR T AF] T Al

25 (ATACOR E B b & = § 7 AL & Soenh & $R K vs 2/ % Al

BPET MBS ER PR BT S 1 FER BE
Moo T E 4R AL ¥ 2 R B e

ISO/IEC 38507:2022( Governance implications of the use of artificial
intelligence by organizations ; E%‘«s’é’ AL FEF IR )3 2022
£ 40 e gk Y BRI E Al DR e 2 e Al
g * F KATOR et iE o Bd R U m‘ﬁg.ﬂa‘m YRR A o
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ISO/IEC FDIS 42001 : 2023 (Artificial intelligence Management
system ; Al g2 550 g B¢ - p o A RBIREES T R 4
F4 AL eng 12 % SR BT IRE AL F IR ke 0 2 2 P 4R
ffne A AL A S E TNk ¢ e Bl IR ( £ 482k s
PR EFL ) RE ALY PEF S E 2 TR
BPREfT AL T fIT M AAFRE AL Af FiErEE

ISO/IEC CD 42005 (Al system impact assessment ; Al % st i =
)L agBEY PR S E g RN AAHERET R AL kA

A FIFL Y DB A oAb € 0 217 AL G BT R

BB e AL RALE A G IR PR dom B P RS T AR
FREAILER RS Al fRPEER Y Bddpe 0 BRFER e R
-t AL f SRR Az e Fled oAl g p 2{c Al g2
LEP o

ISO/IEC 38507 4t Al Hjkeeng By & kR ISO/IEC
42001 H_k se P 3 iR A2 AP M B & F 3L 8 R34 4, %% ISO/IEC 42005 R
A B 2 Al 4p AES RN F R B BE DAL kR
BT Al R H A R EEBEAT BEIE P Fd > £iE
ISO/IEC DIS 42006 #& i Al ¢ 32k "B & APt ahk RE A (T
REARP) £ Y- BATAE T E RO ERES RS LA
FEH A 606G ki E h Al ¢ B dlds o & # ISO/IEC 42001 ~
42005 & sS4 0 L 223 R AP 0 1SO 27001(FF % > 12 % 5
ALSFEEAFENOTRNEE LM RET AR PhE 2P RE
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AFEFENPFTREFT LB EANT IR BREHNF
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e 2% 2

i ¥ 3GPPRelease- 17(R17) % = 5G & 3 Ak & 28 4 > Byt A
%% 3GPP 3Tk RIS > B3 HHt B9 R~ 28 1 5 > 3Epas it
B A R A 0 R T AR ERPARE C (RAN e
ATH TR AR R PR30 518 AL JUE L 32 3B 12 5 44 - 3GPPRIS
S35 B AT 103 40 0 FIH 407 B AT AR B S %
e ¥ FH o F R § bk L% Pre-6G iF & & - # o

NSSF NEF NRF PCF uDM AF EASDF

Nnssf Nnef Nnrf Npcf Nudm Naf Neasdf

Nnssaaf Maust Mamf Nsmf Nnsact

NSSAAF AUSF AMF SMF SCP NSACF

A N4
N1 /

UE (R)AN — nN3—] UPF

L v

NB

E’

] 103 ~ Pre-6G 3 §%
7ok kR 2 3GPP TS 23.501 V18.3.0
*PEEF Pre-6G R A I EHR P Pre-6GC ¢ 7 UPF »
AUSF ~ SMF ~ 3 2~22 {7 % ¢ 32 5 it (Access and Mobility Management

A=t TR LT
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Function, AMF) ~ $t— 33 ¥ 12 5 5 (Unified Data Management, UDM)
g1 e g R R 7 i (Network Repository Function, NRF)- @ gNB £ UE
WHE B> & 7 Pre-6GgNBN2 /i & ~N3 /i & # it 2 Pre-6G % = (UE)

N1 /& 7 A 03 0 Pre-6G e B2~ i 03t

¢

21 S Aol 104 4

VAN

csT iﬁﬂﬁfn‘iﬂﬁ
csTAEHERRE | 02000 | Creesesn

Pre-6G RAN

UE &= JD))

q‘\\
ﬂw
Amarisoft
Nemo gNB
Hand

P14B

B 104 ~ Pre-6G e i =~ i g % &2 F
FARKR kP E A

AR
3
-
=

PR CABRBE R T A s TE CREBRTER TR
(— )i 20 BCEEk % 2 # ¢ % Amarisoft #it %8 +% < # B - Amarisoft
48 gNB &2 Amarisoft #ic %2 UE > 4] 105 #7771 o

Bl 105 ~ Amarisoft #8472 gNB (2 )2 #ii48 UE (%)
REEN I

OITRI. 1 £H i F AF (T 267



TREMAFER

Industrial Technology
Research Institute

BT R BRI EY RAFE wul o 2.0
(Z)IT¥ A5 fcB B %R B 1 & * Raspberry Pi 4 Model B / 8GB #f
Eixy 4 REF T 51 Python 3 BN EZ 5B > p 7B
7% 1 Pre-6GC ~ gNB & UE H42 % o
(Z)FHcEfrm;VE @ p 7 B % 9 Pre-6GC ~ gNB & UE #4# &
2L KR S 3Y B ARE R % B Pl Security #% & Python 3
S 3V E e (e ASNLL & ) ik B4k 174 5 4B 106(Pre-6GC)
2§ 107 #+7 (gNB 2 UE) o
- Version .1 Bulld ate: 2023 un 30 ==

Pre-GGC\ Pre—6GC+CU] False-GGC} Message]
Pre-6GC Emulator
ot

5Gm Date 2023 Jul 05
F# 7 Pre-6GC

4 NRF parameters
{3745 Nnrflo | [127.0.0.1 I
UDM parameters
3-¥ Nudmllo  J[127.0.0.2 ]
AUSF parameters
Nausfllo | [127.0.0.3 0
PCF parameters
Npcflo . 127.0.0.4 J

AMF parameters

N2lo | 127.0.05 _ Ciphering2130 _Integrity21  _
AMF Region ID 128 AMF Set ID 4 AMF Pointer |1

SMF parameters

127.0.0.6 /| DNN Internet 1st UEIP

UPF parameters
N3lo _[127.0.0.7 JN4o | 127.0.07 JN6lo |
Version 1.1 (Build Date: 2023 Jun 30) | License: 2023 Dec 31 | Authors: Yi-Hsueh Tsai

Nalo |

B 106 ~ Pre-6GC Hft B 17/ o B
TR KRR AHEFR
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Version 1.1 (Build Date: 2023 Jun 30) | =1E3]
G bSIM DuSIM|3GPP TS 33.512 M DB (GnbSIM) DB (3GPP TS 33. 512 2 4
n } u ] } essage] (Gn ) ( )} l“:ﬁ ‘x‘? KK i‘k

= GnbSIM E
ﬁ uuuuuu Test Object  |(Pre-)6G System Save Conflguratlon Date 2023 Jul 20

AMF parameters for agNB
MCC001 | MNC[01 . SST01=SD[030609 | N2amflo _ [127.0.0.5 | Detect |
gNB parameters
gNB Name 0.gnb.csti.iii N2jo . [127.0.0.8 Jxnclo | 127.0.08 J
gNB-ID|1 [32 . celll TAC 000064 N3lo . /127.0.0.8 Jxnulo | 127.0.0.11 J

UE parameters
K ‘00112233445566778899AABBCCDDEEFF

MSIN ‘OOOOOOOOOl OPc ‘OOO102030405060708090AOBOCODOEOF

Test Case

;& 00 UE Attach to Network
01 Interoperability Testing (with Ping) Ping Target 8.8.8.8 Run
02 IMSI Credential Stuffing for UDM A d1ip|2Rdg 2 Run
03 Malformed NGAP A JREAE 2

BA s 7RI

B 107 ~ Pre-6G gNB £ UE ¥t B it 1/ 5 [
FA kR AP AR
(w31 B 3% % kR Pre-6GC &2 gNBNI1 /s ~N2 /5 ~N3
g 7 ag o Wil X o E I Pre-6G i wm 4 B E X R
FEFRIGRE ALY T T BRIy o
I~ @2 AR
AP 1 Amarisoft il MRER IR E S x L AH o B
Prie s A £ PR ERI R TR 0 L 42 3GPP IR IR > - B
% & e LTE/Pre-6G & §% o Amarisoft #it#8 +% < e § %2 Amarisoft #it #8
gNB L2 40 B) 108 #75¢ > Amarisoft #x %8 UE 4- B 109 #

v\
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Wl E 20 K

eNodeB/ng-eNodeB Technical Specifications

3GPP release

Frequency bands

Bandwidth

Number of active UEs

Transmission modes

Carrier aggregation

Modulation schemes

AS encryption and integrity protection

Handover

eNodeB network interfaces

ng-eModeB network interfaces

leT

NB-loT subcarrier spacing

LTE release 16

All FDD and TDD bands in sub-6GHz

1.4, 3,5,10,15and 20 MHz In LTE

200 KHz for NB-loT supporting all operation modes (in-band, guard band and standalone).

Up to 1000 UEs distributed within the configured cells

1(single antenna) to 10 (MIMO 4x4)

Up to 8 carriersin DL and 3 in UL allowing mixed FDD/TDD combinations in DL

Up to 1024QAM In DL and 256QAM in UL

AES, SNOW3G, ZUC

Intra eNodeB, 51, X2, Intra ng-eNodeB, NG, Xn and
EPS to 5G5S handover support.

S1AP and GTP-U to EPC
X2AP between eNodeBs
M1 and M2 for aMBMS

NGAP and GTP-U to 5GC
XnAP between ng-eNodeBs

LTE category O and 1

LTE-M cat M1 FDD, HD-FDD and TDD support
NB-loT single-tone and multi-tone cat NB1 and NB2
NTN Rell7 NB-loT

15 kHz and 3.75 kHz

B 108 ~ Amarisoft #it 48 1% w e §. 2 gNB 2

AL &k ¢ Amarisoft> !

5.11 AMARI UE Simbox E Series. Retrieved from

https://www.amarisoft.com/app/uploads/2022/03/AMARI-UE-Simbox-E-Series.pdf (Mar. 03, 2022)
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UE Simulator 4G technical specifications

£

3GPP Specification LTE Release 8 support with features up to Release 15
Frequency bands All FDD and TDD sub-6GHz bands from 500 MHz to & GHz with support of custom frequencies
Bandwidth 1.4, 3, 5,10, 15 and 20 MHz, 200 KHz for NB-loT
Carrier aggregation up to 4 carriers in DL and 2 carriers in UL
MIMO DL MIMO support up to 4x4
Modulation schemes up to 256Q AM in DL and UL
AS encryption and integrity protection AES, SNOW3G, ZUC
Handover Intra-freq, inter-freq and inter-band Handovers
Group communication eMBMS as per Rell0
loT LTE category 0 and 1, LTE-M cat M1, NB-loT cat NB1 and NB2 UE categories
UE categories Cat0, Catl, cat 3, cat 4, cat 15 with 4CCs in DL and cat 13 with 2 CCs in UL
Number of active users 1000+ UEs (see table page 4 for details)
Number of active cells 4 cells MIMO 2x2 or 2 cell MIMO 4x4&
1P traffic Simulation of TCP, UDP, RTP, HTTP and VoIP with configurable packet size

as well as support of external applications such as iperf

B 109 -~ Amarisoft #ic %8 UE L%
AL &k ¢ Amarisoft>!!
A B P RS 6G i BB B g A A e £ 30 H o
%39~ 6G 4 5o W B ORI
tH 6G MRt &
R LR - Raspberry Pi 4 Model B
* ARM 7 1 /a2 B 2 B
* 512MB RAM
* 4 GB UFS

TE 32 Linux % %t
25 R TR §_6G tiw i (Pre-6GC) %2 gNB 4 /1
B A5 RJ45 § %4+

Sk
B0
N\
E:D
—

o
el

FTHRKR D A4

5.11 AMARI UE Simbox E Series. Retrieved from
https://www.amarisoft.com/app/uploads/2022/03/AMARI-UE-Simbox-E-Series.pdf (Mar. 03, 2022)
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# ORI A
-k 6G 24 Pre-6G gNB &2 2 i 0 pF » % 2 23 B o ke meog
1 (TRIL > b TPt A5 2 sz TEY 28
Pigpase® 2 A FA4BATEREFFE I HH Lo %ER
Be% 2R 3FEL 4R TEEFR T <7 PR L L EUD
ZFrRP RV RES NG - TR R TR ERFET M
FAAAIT R BE A D AN T U A B R B kR
(—)Bfetias £ aw*éﬁﬁ
B3 6GEBAE R R BB » BAF 27 S T L0 ER | &
A= —‘F'T 2 R% 7E * 2 3w g (International Mobile
Subscriber Identity, IMSI) » — & * = w % cp? = IMSI T3R5 &
BB ﬁ*‘u? FOREHrEARL S 0 o ST ES bR A -
BB IMSI FRF 3 el 38 P > TR A% 2GR T
(Security Mode Command, SMC) ® # i Null Security = 3% 4 %
BRFEBRARES BT RRAE S AEFRE BTHRITLE
RN <
1. Pre-6G SUPI/IMSI 4 $5_% &2 » e e 67 R 55 e B
PR ETIC I AN Y R A ER R
2R B TORIREF S IS @ RETIRGE  RIE Y Fde

L

(D& F 7 TE Pre-6G Proo Rl g e Bk £ 34
* o2 i 7% 2 X A 38 9| £ (Subscription Permanent
Identifier, SUPI)?‘;}E,%I'{%: JRER TR b3
* 2 g 2 SUPL Y 4B 110 #7151 o
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((M)) ——
s
s
Pre-6G {& Pre-6G {& Pre-6G 1B Pre-6G AUSF
UE gNodeB AMF #15 Pre-6G UDM
Registration Request #4£SUPI/IMSI
> Authentication .

® 110 ~ Pre-6G SUPI/IMSI 4 45 _&
TR KR AP E AR

(2)d >R 2 E R g § * © e P8 1P (Registration
Reject):t 4 % % & F](Cause) & Illegal UE 5 » * = &
JBiE~ 5G F #5478 (SGMM-DEREGISTERED) > 48]
111 #1771 -

(3)% % & %% # Pre-6G SUPI/IMSI 4 #44 > Pre-6G
o R kR B B v 4R & 4 Cause (Illegal UE) sdE %

:xp (Registration Reject)it £ » =8 % 2 g3 + eh

DoS sz # -
D ) —
A =
=
Pre-6G 15 Pre-6G 1B Pre-6G 1B Pre-6G AUSF
UE gNodeB AMF #2158 Pre-6G UDM

Registration Request

y ; ; > Authentication
Registration Reject < >

- (Cause: Illegal UE)

Fl P &3 @0k b4

B 111 ~ i% 8 Illegal UE F 35 » 4 [E$TPR 7330 &
TR kR AR ER
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(4)d >R~ E R g § * © 2T & F Cause (Illegal ME)
(36 % 210 (Registration Reject)t 4 {6 » * 2= R &
» 5G F#4H-78 (SGMM-DEREGISTERED) -
(5)Pre-6G % R BB Ew R & F h Fl(Cause) &
I[llegal ME #3F % 32 & (Registration Reject) 3 4 » i &
FE AR SR N FHESGY O o) 112 0

((M)) =
s
—
Pre-6G & Pre-6G #Pre-6G & Pre-6G AUSF
UE gNodeB AMF #1158 Pre-6G UDM
Registration Request
- - - > Authentication
) Registration Reject : >

) (Cause: Illegal ME)

F P &g ok @

B 112 ~ i%iF Illegal ME 7 I » 4 [E $7PR 370 &
FHE KR At E AT
2. Pre-6G iBt% v e i ¥ gNB 34 Hosc F
HhFr R S S E ~ P R RLIIRE IR
Hoad B Al B RE - BPERENLLRAET N TF
By LT XA R R e AR B BB R
Fooo RIZEH FAeT

(D& FF THAHh* 20 %o d 3 Pre-6G » #30
% * 3% v £ (Authentication Vector, AV) & & 4c % >
PV 0 R A 17 B (Sniffer) £ 7w £ o 15
i B Pre-6G %< i 45 e gNB 3 ¥ £ 30 @E w £
% 5 Amarisoft #cH8* < K & B R EINEALS 0 4o
Bl 113 #7571 o & F #fe & SMC @ # ¥ Null Security ~

PR RERESR L LS RRE -
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(((°))) =]
——
s
Pre-6G #-3% 8 Pre-6G £ 3 & {8 Pre-6G AMF {8 Pre-6G AUSF
FHRABTG T #1458 Pre-6G UDM
O < Authentication and key Agreement | Authentication Information
h T Request -

O |« NAS Security Mode Command (NEAO, NIA0)

) AS Security Mode Command
T (NEAO, NIAD)

4 5 7R fo PR R
X000X000 NIAO NEAO NULL

Bl 113 ~ Pre-6G Bt ® Ba 27 gNB £ 4 AV chg > & $
FALROR Ay R AT
()BEFF WMDY »BFRRE DT %K > FER]
Pre-6G 1% e B 5 e gNB ¢ 4% fo 3l 3o g &
(Registration Request) 3 4 {8 » PP iR /2 5 B 3 1%
SMC 4 ¢ % i% Null Security » 3% Sﬁn Amarisoft =i
B 2K TR B REARR 0 AR 114 T o

((x))

Pre-6G % =} BPre-6G £ 2 iBPre-6G AMF BPre-6G AUSF
Hhmaﬂﬁfiﬁ ﬁ? iBPre-6G UDM
Authentication Information
h Request '

O | < NAS Security Mode Command (NEAO, N1AQ)

@ |Ag.Security Mode Command

v

(NEAO, NIAO)
k'Y 1 = K Se fE % W
X000X000 NIAO NEAO NULL

Bl 114 ~ Pre-6G Bt < a7 gNB B g A2 B & > & 4 -3 Forc F
TR R L A
(3)i% 18 8 4 47 B (Sniffer) & 730 » £ 5 % it

FPREES N DEHIE ETHEY o oB] 115 97
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7 0 & 47 E (Sniffer) f& ¥ 33 » € ¢ 45 SUPI-PLMN~

rand ~ autn ~ xres - xresStar (xres*) % % #c o
-E} DB Brownr bor S0t - Fhosmsti deblan/ st predd sgited
File Edit View Tools Help
sNew Database  4Open Database _ #Open Project  nSave Project < Attach Database X (Close Database
Database Structure  Browse Data  Edit Pragmas  Execute SQL

Table: TUESreplay - B % 3+ @& & VR
supl plmn rand autn Xres. xresStar
1 imsi-001010000000001 00101 4225Mfb7dcf0c0fB9bc0253192335127  98a5a402561090011201e3f93e200675 32109618da0a90b94 3bcObaT 7f0fdc0T

2 imsi-466666100000001 46666 0605912dddd63d6644dab0a8a0¢cedb3s ea5560df9aci90015d713d78a2362e23  ¢Ofd6424¢7362... a096629166dbabb3759dec 75610637
3 imsi-466666100000121 46666 0605%12dddd63d6644dab0aBa9cedb35 96002398baTba001cecdObl0521246cd 12f149bcI96!... cbb52Mcd22881917e2821ch729fc5ebd

B 1S s- FRAZA L EHREFETHRE
TR kR AR ER
(Z) B> = P chrc i
BBt 6G B4R 2 ™ TR - % 2 ST F A F I RRR TS
TR A TR SR & AR B A ek fail (T
FRJIM B A wm EE LR P S E SRR kA
M Bk TR E
1. Pre-6G + < e & SUPI & 5L %o s2
(D@%ﬁiﬁ§{fﬁ”é%“*§’7%@“¢%W
IR BLE ) ReDE ~ B B E » REIRIE D
- AT BHEIT g LR A E R e p B
fLgrA o Uk F BN N7 ETE B E O RS RIE
ERR - BRRELRAE A LA o

(2)SUPL & IMSI £ % & (78 % 5 * = cjfih 5575 & SIM

W

YL TR R LR
3o VR Y 7 E A FREE 0 3 2 e w5 (Valid
IMSD) 2.6 #5% gNB ¥ § it Sz IMSI 5LAS et fi
mosS W R AR ¥ ehE s ) £ (Invalid IMST) Y] 7 g
FryiEew o M&x§ﬁ ¢ * gNB iz B #4]
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€tk IMSI 558 > 217

- W FRE -

(B R3FFF TR * 2 4 Pre-6G oo R RRE
IR SRR E R B = o ol e i

5L

% 2.0 %

SRR R 7 T

I

= SUPI &
r’ /z‘ ‘f'r’ SUPI F —%f °

)RR ALY 0 538 NAS % Pre-6G

%00 M B GE (T bR B

j\-‘?ﬁ
@

Bouse ¥ s Z AP ke HEE N2
7P| S TE kKL ﬂ}%i_fr 2B 0 4@ 116 #757 o

'))) [© -]
s
(* -
Pre-6G Pre-6G Pre-6G Pre-6G
UE gNodeB AMF/AUSF UDM
Registration Request Valid IMSI
— > | Authentication
) Authentication Request < >
(a)7 »xa %78 (Valid identity )
@dﬂ =
s
[* -
Pre-6G Pre-6G Pre-6G Pre-6G
UE gNodeB AMF/AUSF UDM
Invalid IMSI

Registration Request

Registration Reject

v

) Authentication

>

(IIIeggI UE)

T
1
1

(b) & »x 38 %) 75 (Invalid identity )

B] 116 ~ Pre-6GC +% = 3 2 SUPI & 5L

TR R L A

SRS ST T

(DR Z W5 Ep 7 B3 0 Pre-6G gNB £ UE %t

EH>NAS & 24 Pre-6G 300 i (7 HR 5L
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HF ‘évﬁiii‘r%iéﬁﬁ‘ﬁ%" RE R AFR wE L% 2.0
» ho @) 117 #75F o
(| Version 1.1 (Build Date: 2023 Jun 30) (=13
GnbSIM | DuSIM|3GPP TS 33.512| Message | DB (GnbSIM)| DB (3GPP TS 33.512)
P — GnbSIM Emulato
= , m—
5G -------- Test Object |(Pre-)6G System Date 2023 Jul 05
AMF parameters for gNB
S(ERVANE5 8 \icc001  MNC[0L | SST01=SD 030609  Nzamflo | [127.0.0.5 .| Detect
gNB parameters
gNB Name 0.gnb.csti.jii 1000064 N2flo . [127.0.0.8 JxnClo  _[127.0.0.8 J
gNB-ID 1 32 Jcelll N3jlo | [127.0.0.8 JXnUlo  _127.0.0.11 |

UE parameters
MSIN ‘0000000001 K ‘00112233445566778899AABBCCDDEEFF OPc ‘000102030405060708090AOBOCODOEOF
Ciphering111 1 JIntegrity 0111 _J DNN Internet

Version 1.1 (Build Date: 2023 Jun 30) | License: 2023 Dec 31 | Authors: Yi-Hsueh Tsai Exit
i %ﬁ' ;;‘5 £ Result No Test Case
g‘t& 00 UE Attach to Network
01 Interoperability Testing (with Ping) Ping Target’W
ﬁz IMSI Credential Stuffing for UDM

E
=
@

Pl
j
=

H
c
=1

X
o
=1

Test Case: IMSI-CS

3\‘

B 117 ~ Pre-6G %
TR KR AP H AR
9. Pre-6G AMF N1 4 & 5o 4 jp| 2
(D) AEF T8 8% 2 4 Pre-6G 1% < 28 7 NI

w3 o BT F R AL AME % AT
AL > R ARGEMREFH OTIC
F % % 245 O-RAN Alliance Working Group 11(WG11)
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FTEH BARRY RIHEP REL s F 2.0 5%
% 40 ~ Pre-6G AMF N1 4 & sz &8 p|iR3E p
Y8 R B S RIEP h
Synchronization 78 AMF ¢ % >4y % 5 i (Security Anchor
221 failure handling Function, SEAF)¥_% I /& &2 F # 4 Pz o
RES* verification 2% AMF ¢ e SEAF #_F I 72 &J® RES *Z% %
222 failure handling P o
Replay protection of
4223.1 | NAS signalling %7 AMF en NI 45 + NAS 4 X 3| £ 45 %3 -
messages
12239 NAS NULL integrity | &35 § 5 & €321 i % NAS it * & 2 1

protection /% & ;2 (NULL integrity protection algorithm) e

AMF i $5 8 24 %5 B % 51 3857 5 % (NAS

NAS integrity integrity algorithm) L "8 B 3k #0412 UE % 2 i¢ 4
4.2.2.3.3 | algorithm selection | (UE security capability) - £ % % B4 % E 7 5 % g
and use Ag R 1A ¢ BB iRk (Highest Priority) 2. 3%
z_ o
Bidding down

%7 Xn £ prg 4 % 5 (Bidding Down ) sc #

42241 prevention in Xn-
P> AMF ¢ 9 ek o

handover

AMF {12 Initial Registration & Mobility
422.5.1 5G-GUTI allocation | Registration Update = % & &7 » fe3if {5 ¢ e B AT

3 5G-GUTI -
Invalid or
unacceptable UE AMF 72 %7 L e 2 LB R iFE 2

42.2.6.1
security capabilities | e UE & >3k 2_°

handling

T kiR AR EFE
(2)d **3538 F S E % 4% = 516 NAS E 4t Pre-6G %
el NI A Goseff > A9 5% 2258 N2 46 %
BRI T LW 4oB) 118 4T o
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BF R BB R A Y AL wul % 2.0 5K

csTI BZRHRH R
CybarSecurity Tachnslogy Instinte

GNbSIM
O ez

gNB#0

- N2 Packet

N3
(GTP-U)

UPF DN

ﬂ

SCAS

Bl 118 ~ Pre-6G AMF e N1 /i & sc# p|32 9 5% % H

T kR

AP RER
(3)~3+4% Pre-6G AMF 1 N1 /1 & s #F 2 ipl3& > 2 &1
Frdod 41 3 4 48 #77F o

# 41 ~ Synchronization failure handling

S5 42.2.1.1 i Pre-6G AMF
e R 3E P Synchronization failure handling
e 1. * » %% (UE)w AMF ¥ ¢ SEAF % i% 4 4 I # £ pc(AUTS) éhs

% 4 px(Authentication Failure):t 4, o
2. AMF * 1 SEAF % UE # if % % 2% 7 3L (AUTN) ehs 3 3
(Authentication Request) it i, o

3. UE = AMF *¢ 1 SEAF = # % i¥ % % v J& (Authentication

Response )3t i -

AL KR

R

OITRI. 1 £H i F AF (T 280




TRBMTARF2 e

Industrial Technology
Research Institute

BT AL BB RY R EY AR W R 20%

% 42 ~ RES* verification failure handling

S5 422.1.2 e Pre-6G AMF
¥R 7R P RES* verification failure handling
RITE S 1. UE % AMF ¢ &1 SEAF #i% & 4 7 & 7& RES*#c (@ 171 NAS

Authentication Response 3 4, °

2. AMF *# 1 SEAF j¢_RES*#c @+ & 1) HRES*# & » & ' 4 HRES*
2s HXRES*#cie 2 Z4pfF o

3. AMF *® 1 SEAF » UE % i¥ % 7% iF % (Authentication Reject) 3

)
nN

TR KR APHER

# 43 ~ Replay protection of NAS signalling messages
kL 4.223.1 §; g Pre-6G AMF
WR|IE P Replay protection of NAS signalling messages
R 2 1. UE » AMF @i % > $ir;% % = (Security Mode Complete) 3t i -

2. AMF # UE # ¥ #& % ;3# (Registration Accept)3t & -
3. UE » AMF i# % 4p ¢ ¢ Security Mode Complete 1 4, o
4. AMF 7 §% UE#ifizimsud -

T kR AR ER

% 44 ~ NAS NULL integrity protection

¥ 42232 b g Pre-6G AMF
e R 3E P NAS NULL integrity protection
R 1. UE » AMF @i %% £ 7237 EIAO (5G-IA0) ez 3 &

(Registration Request )t 4, -

2. AMF J&i%+ UE % i 458 :xp (Registration Reject)3t 4, - & AMF

Fwt o UB# ¥ &4 % &% WL xS 2 (NULL Integrity
Protection Algorithm) 1% 2 -5 45 4 (Security Mode Command)

21 8
?IL:QSO

TR R L A
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HT LB R EY AL wE L% 2.0

# 45 ~ NAS integrity algorithm selection and use

kL 42233 i Pre-6G AMF
¥R 7R P NAS integrity algorithm selection and use
R 2 AMF i 5 2 NAS integrity algorithm £ "8 A 3% %5 EIA2 (128-5G-

IA2) — EIA1 (128-5G-IAl) -

1. UE » AMF &% & 4 7 ju3F EIA1 (128-5G-1A1) & Registration
Request 31 4, -

2. AMF » UE % &4 @ * EIAI (128-5G-IA1) 7 Security Mode
Command 3t &, -

3. UE w AMF #:i% % % £ ¥ EIA2 (128-5G-IA2) =1 Registration
Request 31 5 -

4. AMF w UE % # % 3 & * EIA2 (128-5G-1A2) &1 Security Mode

Command 3t 2 °

T

A hgm

% 46 ~ Bidding down prevention in Xn-handover

S5 4224.1 i N=g) Pre-6G AMF
P78 P Bidding down prevention in Xn-handover
RITE 2 1. P 5G A 4 (target gNB)w 13 B2 {7 %5 § 1L iy (AMF) & % &

¥ Tt 2 L % > 4 (UE security capability) ¢ Path-
Switch Request 3t 4, °
2. 3P@iEEp 2 (AMF) 3% % B 5G A 4 (target gNB) @

EAK frrwoen® P X & v 4 (UE security capability) e Path-

Switch Request Acknowledge 3 4, » Fr P¥ i § 54k -

AL KR

ST
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7% 47 ~ 5G-GUTI allocation

Mgt 4.2.2.5.1 ] Pre-6G AMF
P38 P 5G-GUTI allocation
iE‘J?ﬁﬁ.ﬂ? 1. * #% % (UE)» 3B (7% ? 12 # 5 (AMF) i# i# & 34 Initial

Registration 2 5G-GUTI &1 Registration Request 3t 4, o

2. BB EEH F ML (AMF)w * =2k & (UE)# & % 3 { #7 5G-
GUTI &1 Registration Accept 3 4, o

3. % # % i (UE)w 5B~ (78 ¥ 122 it (AMF) @ ¥ 4 # Mobility
Registration Update 2 5G-GUTI & Registration Request 3t 4, °

4, P2 Fd 2 a (AMF)w * 2% i (UE)# # &% { #7 5G-
GUTI #h Registration Accept 3 4, o

TR &R A E T

# 48 ~ Invalid or unacceptable UE security capabilities handling

S5 4.2.2.6.1 i N=g] Pre-6G AMF
e BI7E P Invalid or unacceptable UE security capabilities handling
i?\‘]éﬁﬁ.ﬂ? 1. * 2% H(UE)» 338 78 ’g 2 (AMF)B# 4% 2 LEiEm

= EE M R ¥ 4o B UF B JE G Registration Request 3 4 o
2. BBZiad 2 (AMF) » * 2 % & (UE)# i¥ Registration

Reject 3 4, -

TR &R A E R
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EF LA BB AP R AL gl ¥ 2.0 %
= S RIRBREBARBEES2ZFH
(=) Ep ks £ g = sk
1. "Pre-6G SUPI/IMSI # #5 & 22 » e fe 7R 550 % | Pk
¥

SUPI/IMSI £ % f1* Bk £ £ 8 ¥ UE F 4 #_
UE%&EL%@IM%%°?%¥J%6Gﬁu$%ﬁﬁ

5w R & F R F](Cause) & lllegal UE #3F 3 3
(Registration Reject)it £ » i =8 * # 4 DoS #hirc ¥ > 4§ 120

o

=

“

Pre-6GC False-6GC Message

InitialUEMessage

NAS <Type : 65 (Registration request)>
5GTMSI: 2995668492

DownlinkNASTransport

NAS <Type : 91 (Identity request)>

UplinkNASTransport

NAS <Type : 92 (Identity response)>
MSIN: 0123456717

HT ; usf-auth/v1/ue-authentications >
SUPI: imsi-001010123456717
HT : dm-ueau/v1/imsi-001010123456717/security-information/gener

ate-auth-data >
HTTP/2 <:status 404 >
HTTP/2 <:status 404 >
lllegal UE
DownlinkNASTransport
NAS <Type : 68 (Registration reject)>
UEContextReleaseRequest
Cause: (‘radioNetwork’, 'radio-connection-with-ue-lost')
UEContextReleaseRequest
Cause: (‘radioNetwork’, 'radio-connection-with-ue-lost')

Core Network is running now!

@ 119 ~ Pre-6G SUPI/IMSI #ﬁ#@%ﬁ%%{@? = e PSR E
TR kR Ak T
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RO BRI BB R AL

Wl E 20 K

No. Time Source Destination Protocol  Lengt Seq Info
9.. 192.168.1.33 192.168.1.100 NGAP 124 NGSetupRequest
9... 192.168.1.100 192.168.1.33  NGAP 120 NGSetupResponse
15.. 192.168.1.33 192.168.1.100 NGAP/.. 204 InitialUEMessage, Registration request, Registration request
15.. 192.168.1.100 192.168.1.33 NGAP/. 1e8 SACK (Ack=1, Arwnd=106496) , DownlinkNASTransport, Identity request
15. 192.168.1.33 192.168.1.100 NGAP/.. 148 SACK (Ack=1, Arwnd=106496) , UplinkNASTransport, Identity response
i 15. 192.168.1.100 192.168.1.33 NGAP/. 108 SACK (Ack=2, Arwnd=106496) , DownlinkNASTransport, Registration reject (Illegal
25.. 192.168.1.33 192.168.1.100 NGAP 92 UEContextReleaseRequest
v value

RAN-UE-NGAP-ID: 2

v Item 2: id-NAS-POU

v ProtocollE-Field
id: id-NAS-PDU (38)
criticality: reject (@)
v value
v NAS-PDU: 7e@@4403
v Non-Access-Stratum 5GS (NAS)PDU
v Plain NAS 5GS Message

Extended protocol discriminator: SG mobility management messages (126)
9009 .... = Spare Half Octet: @

. 9200 = Security header type: Plain NAS message, not security protected (@)

P-essage type: Registration reject (@x44)

cause
SGMM cause: Illegal UE (3)

B 120 ~ &% Cause(lllegal UE) trdE /8 3o

%
=
-~

2. T Pre-6G BFs s ;ﬂ-,bii gNB ;jé,g)ﬁvI:‘(‘?J /?'J;f:“ﬁi:iﬁiz

Source

192.168.1.6

£ 205K 2% Null Security =3 £ 18

Amarisoft =n#c %8 UE % %3k 2 £ # 5G-1A0 >

._\\

Replay Authentication Vector

Destination Protocol Lengt Info
192.168.1.80 NGAP/NAS-5G5 146 DownlinkNASTransport, Authentication request
192.168.1.80 192.168.1.6 NGAP/NAS-5G5 142 UplinkNASTransport, Authentication response

~ Plain NAS 5G5 Message

B 121 ~ Pre-6G Bfs s

»

-

~ Authentication Parameter AUTN (UMTS and EPS authentication challenge) - 5G authentication challenge

Extended protocol discriminator: 5G mobility management messages (126)
@@ee .... = Spare Half Octet: @
v... BEOO = Security header type: Plain NAS message, not security protected (@)

Message type: Authentication request (@x56)
Bo BRFHRENE

5 0 AL be
M AT EXEF O R > 0B 121 2B 122 %7

T ©

@ees .... = Spare Half Octet: @ i
NAS key set identifier - ngKSI %ﬂ
Authentication Parameter RAND - 5G authentication challenge

A
Element ID: @x21
RAND value: ©6859f2dddde3de644dac@adadcedb3s

Element ID: @x28
Length: 16
~ AUTN value: eaS556@df9acf20015d713d78a236ae23
SQN xor AK: ea556@8dfdacf

AMF: 9001 Amarisoft iNemoHandy A £ &

3% 4R €
\_Mipeseesen i Authentication Response > 3 1 1832

u\-

\

L& 3
=,

gNB £ 4% AV 5§ iRl

TALKRR A HFE
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Source Destination Pratocel Lengt Info .
192.168.1.6 192.168.1.88 NGAP/NAS-5G5 118 DownlinkNASTransport, Security mode command Secul‘ltv mode
192.168.1.80 192.168.1.6 NGAP/NAS-5G5 146 UplinkNASTransport, Security mede complete -
192.168.1.6 192.168.1.88 NGAP/NAS-5GS 222 InitialContextSetupRequest, Registration acceptBll @A)1 1RV E V110! EP%

~ Plain NAS 5G5 Message -
Extended protocol discriminater: 56 mobility management messages (126) léNll“ Secul ltv
@eea .... = Spare Half Octet: @
.... BB@® = Security header type: Plain NAS message, not security protected (@)
Message type: Security mode command (@x5d)
~ NAS security algorithms

8aed .... = Type of ciphering algorithm: 5G-EA@ (null ciphering algorithm) (@)
.... B@EB = Type of integrity protection algorithm: 5G-IA@ (null integrity protection algorithm) (@)
@008 .... = Spare Half Octet: @
Source Destination Protocol Lengt Info

192.168.1.88 192.168.1.6 NGAP/NAS-5G5 118 UplinkNASTransport, Registration complete
» Security protected NAS 5G5 message
Amari_softm )ﬁ ‘gg_ Extended protocol discriminator: 56 mobility management messages (126)
@088 .... = Spare Half Octet: @
ﬂ-—._‘ﬂ- i i%SG_IAO .... 8018 = Security header type: Integrity protected and ciphered (2)
28 |Message authentication code: @x80@eae0e |
m ﬁ &ﬂ%%% Sequence number: 1
=
m3 Plain NAS 5G5 Message
NAS*m ﬁ s E }'i Extended protocol discriminator: 5G mobility management messages (126)
@088 .... = Spare Half Octet: @

ﬁ [ %ﬁﬁé .... B0B@ = Security header type: Plain NAS message, not security protected (@)
m == Message type: Registration complete (Bx43)

B 122 ~ Amarisoft =@ %8 UE ¢ p| 5%
FH KR AP h AR
Nemo Handy #- UE % 23 3k 5 # £ 4 5G-IAQ0 > 1 |7
b 2 H5ENK Y % Null Security 607 3% il X £ 50 0 4o
B 123 22 1] 124 #177 -

Soure Destination Leng Info
192.168.1.80 192.168.1.6 5 134 g request

[

~ UE security capability
Element ID: @xie Source Destination Pratocel Lerg

Length: 4 192.168.1.6 192.168.1.80 NGAP/NAS-5G5 122 Security mO(le

... 5G-EAD: Supparted 192.168.1.80 192.168.1.6 NGAP/NAS-5G5 126 UplinkNASTransport, Security mode rejd l
= 128-56-EA1: Supported ‘? %
128-56-682; Supported Commanc

128-56-EA3: Supported ~ Plain NAS 565 Message - .
5G-EAd: Not supported Extended protocol discriminator: 56 mobility management messages (12 SéNull Securltv
SG-EAS: Wot supported 8888 .... = Spare Half Octet: @
. = 5G-EAG! Not supported ae.. 0008 = Security header type: Plain NAS message, not security protected
- Message fyne: Security pode Copmand (Fxed)

NAS security algorithms

1a1: Supported
2a88 ype of ciphering algorithm: SG-EAB (null ciphering algorithm) (@)

-1A2: Supported
-1a3: Supported

. ® 128-56

8082 .... = Spare Half Octet: @

N H l Source Destination  Preancol Leng Info
emo an( y 122 DownlinkNASTransport, Security mode command

192.168.1.6 192.168.1.. NGAP/NAS-5G5

m ﬁ ﬁﬁ-&ﬁ 192.168.1.860 192.168.1.6 NGAP/NAS-5G5 126 UplinkMASTransport, Security mode reject (Security mode rejected,
~

eriticality: reject (8)

F % #%5G-1A0 [

~ NAS-PDU: Te@oSfle
(Null Integrity) ~ Non-Access-Stratum SG5 (NAS)PDU

~ Plain NAS 5G5S Message

Extended protocel discriminator: 56 mobility management messages (126)
080@ .... = Spare Half Octet: @
... 008 = Security header type: Plain NAS message
Message type: Security mode reject (8x5F)
v SGMM cause
SGMM cause: Security mode rejected, unspecified (24)

not security protected (@)

Security mode reject

B 123 ~ Nemo Handy =g 5% 7%
FALKR L A H R
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HT LB R EY AL wE L% 2.0
Source Destination Pratocol Length Info
192.168.1.80 192.168.1.6 NGAP/NAS-5GS 134 InitialUEMessage, Registration request
152.168.1.6 192.168.1.80 NGAP/NAS-5GS 118 DownlinkNASTransport,| Security mode command |
192.168.1.8@ 192.168.1.6 NGAP/NAS-5G5 146 UplinkNASTransport, Security mode complete
192.168.1.6 192.168.1.88 NGAP/NAS-5GS 222 InitialContextSetupRequest, Registration accef

1

1

1

192.168.1.80 192.168.1.6 NGAP 158 UERadioCapabilityInfoIndication
192.168.1.80 192.168.1.6 NGAP 82 InitialContextSetupResponse
192.168.1.80 192.168.1.6 NGAP/NAS-5GS 118 UplinkNASTransport, [Registration complete |

~ NAS-PDU: 7e030000000000 (REARACAY L ELRH A=2 y Pre-6G AMF £t ji ¥|Pre-6G UE
v Non-Access-Stratum 5G5 (NAS)PDU #,lRegistraﬁon 1‘equest4§_Pre—

» Security protected NAS 5GS message . .
« Plain NAS 565 Message 6G UE % i%Security Command

Extended protocol discriminator: 5G mobility management messages (126)

9eee .... = Spare Half Octet: @ .
. 8808 = Security header type: Plain NAS message, not security { SECllllty mode Command
Message type: Security mode command (@8x5d) ‘P'&!éNllll Securlty

~ NAS security algorithms
@eaen .... Type of ciphering algorithm: 5G-EA® (null ciphering algorithm) (@)
2ee8 :[Type of integrity protection algorithm: 5G-IA@ (null integrity protection algorithm) (@)
@eee .... = Spare Half Octet: @

B] 124 ~ Amarisoft =n#c %8 UE 9 P 5% %
?ﬁkﬁii%%%ﬁ
i éaiﬁ%?éﬁ§JM$%%ﬁﬁ
:F-

CE S HE T R A B s R o) A B
I EFERGEEL L Gl v UE &2 Fau R 3
TRARAT 220 g ERUEZEY Fid i
24 ko &k UE chi A #5758 (SUPY/IMSI)

® 54t DoS S EREREG L b EEERTE
B REiL Al 3R AE  3GPP R Bt g B
a Apple & 3GPP -2 & B € 3% & 2410 BRAE

fod B B2 gNB HGhrc i 2 5 124 %
UE £ 42 Null Security #72% %_o % UE % 2% T 3% 2 # £ &
5G-IA0 » r2 7 i SMC % i# Null Security 77 ;% £.:18 % 3%

Bl

J

Y
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BT AL BB RT RMP R A w5 2.0 4K
S Y s T E
1. TPre-6G %< i SUPI H& 5L L 5 ¥ | Pl dkdh
Pre-6G ¢NB 7 UE #i#t Bi5 i NAS 7 #4¢ Pre-6G
e B GE (T PR BLIE Lot o A BB 3 2w 4B (Valid
identity ) ¥2 j& >z %] 75 (Invalid identity)iﬁ-ﬁ 4o B 125 #1757 o

N

O Version 1.1 (Build Date: 2023 Jun 30) [—=]x]
GnbSIM | DuSIM|3GPP TS 33.512| Message | DB (GnbSIM)| DB (3GPP TS 33.512) R Y =
r— GnbSIM Emulator
5&‘% Test Object (Pre-)6G System Date 2023 Jul 05

Al Evidence E@E
SG-ARTH LI I SSTM'T 0000000000 (Invaild (RegistrationReject))
gNB Name [0.gnb.cst.ji TACR 0000000001 (Vaild (AuthenticationRequest))
gNE-ID 1 32 Jcell 0000000002 (Vaild (AuthenticationRequest))
MSIN 0000000001 K 00112233445566778809AAsi 0000000003 (Vaild (AuthenticationRequest))
Ciphering 1111  JIntegrity 0111 . DNNIni| 0000000004 (Vaild (AuthenticationRequest))
" = 0000000005 (Va!ld (Authent@cat!onRequest))
00 UE Attach 1o 0000000006 (Vaild (AuthenticationRequest))
o1 Interoperabii. 90000000007 (Vaild (AuthenticationRequest))
2imsi credent 0000000008 (Vaild (AuthenticationRequest))
0000000009 (Vaild (AuthenticationRequest))
m 0000000010 (Vaild (AuthenticationRequest))
0000000011 (Vaild (AuthenticationRequest))
0000000012 (Invaild (RegistrationReject))
0000000013 (Invaild (RegistrationReject))
0000000014 (Invaild (RegistrationReject))
0000000015 (Invaild (RegistrationReject))
0000000016 (Invaild (RegistrationReject))
0000000017 (Invaild (RegistrationReject))
0000000018 (Invaild (RegistrationReject))
0000000019 (Invaild (RegistrationReject))

E®5 sxk e (Valid

|dent|ty)$”' # AT G| 75
(Invalid identity)-;)%ﬂ

B 125 ~ Pre-6GC %< gt SUPI tR 5138 o st B B3k (7 4 o
TR A H FE
2. TPre-6G AMF 1 N1 4 & s8Rl Rl Ecds
Pre-6G AMF 1 N1 4 & sc# 2  Pl:EE 74 o 4oB] 126
#7570 4 Amarisoft #t88 £%w R R s R R B R IR G
% 49 gy N1 A & 5T 8 2 R 2 &9 B chipl 2 Fy e )
127 % B 134 #777 :
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BT AL BB RY R EY AR swul 8 2.0 4

O

GnbSIM|DuSIM

1 Version 1.2 (Build Date: 2023 Aug 17) 1 [ =1/E3|
3GPP TS 33.512 Message | DB (GnbSIM)| DB (3GPP TS 33.512) " "
1 |§§ T? i k5 }&

o 3GPP TS 33.512 - Cybersecurity test for Al
l56 ~~~~~~~~ Test Object Amarisoft 5GC Date 2023 Aug 24
( AMF parameters for aNB E] # fﬁ 5?'1
MCC[001 JMNC[01 ] SST01=SD 030609  [N2amflo J127.0.05 1 Detect | ANVI=RIE
gNB parameters
gNB Name [0.gnb.csti.iii N2 lo . 1127.0.0.8 JXnCllo . 127.0.0.8 L
gNB-ID[1 32 cell 000064 N3lo | 127.0.0.8 JXnUlo | 127.0.0.11 L
gNB Name [1.gnb.csti.iii TAC|000064 N2 lo . 1127.0.0.9 JXnCllo . 127.0.0.9 L
gNB-ID |2 32 cell2 N3lo | 127.0.0.9 JXnUlo | 127.0.0.12 L
gNB Name [2.gnb.csti.iii N2 lo ./ 127.0.0.10 JXnCllo . 127.0.0.10 L
32 Jcell3 TAC|000065 N3lo  _127.0.0.10 JXnUlo | 127.0.0.13 L
UE parameters
K ‘00112233445566778899AABBCCDDEEFF OPc ‘OOO102030405060708090AOBOCODOEOF
DNN |Internet

i : i : 2 Yi| i it
TS33.512 R18 Test Case Save
10T Interoperability Testing Run

4.2.2.1.1-N2  Synchronization failure handling (over N2)

4.2.2.1.2-N2  RES* verification failure handling (over N2) é_ A 5?‘]%‘#‘#?% Run
4.2.2.3.1 Replay protection of NAS signalling messages Run
4.2.2.3.2-TCB NAS NULL integrity protection Run
42233 NAS integrity algorithm selection and use llntegrity\z 1 ) Run

42241 Bidding down prevention in Xn-haaaass

42251 5G-GUTI allocation Bl 2k

4.2.2.6.1 Invalid or unacceptable UE security capabilities handling ﬁ U 7?']%?—“

Bl 126 ~ Pre-6G AMF 9 N1 /i & s8R B (T4 &
TR IR A E

k=Pl R H A5 3GPPRIT % & 5G i 3 Ak & 2
Bt A z}\{ 3GPP £ 3777 2k R1Q H & (F 3k ¢ 4% &
WA S LRI 0 SRR SR A 4 S T B G A
a0 B A FEITE A Amarisoft 5 B AMF e~
g G > IR (T 3GPP SCAS TS33.512 & >R 518 i ip]
BT E 2P (1)PIREE TPASS | | L H &R
FFHARE ;(2) TFail ) PIEZ B ERFE 2RERH
ARG FARAND B2 T A AT S EORIREE R
F 3 @R TFail j 3 B RIBATA 6 » &2 R FIMG DIRE
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No. |Test Object Test Item Result
01 |Amarisoft's AMF |Synchronization failure handling (over N2) Pass
02 |Amarisoft's AMF |RES* verification failure handling (over N2) Pass
03 |Amarisoft's AMF |Replay protection of NAS signalling messages Pass
04 | Amarisoft's AMF |NAS NULL integrity protection Fail
05 [Amarisoft's AMF |NAS integrity algorithm selection and use Pass
06 |Amarisoft's AMF |Bidding down prevention in Xn-handover Fail
07 |Amarisoft's AMF |5G-GUTI allocation Pass
08 |Amarisoft's AMF |Invalid or unacceptable UE security capabilities Fail

handling

TR KR ATEEFE

Evidence <<<TS 33.512 5G SCAS; AMF - Section 4.2.2.1.1 Synchronization failure handling (over N2)>>>

Step 1: Pass

Step 2: Pass

NAS Message Type: <Type : 89 (Authentiction failure)>
Step 1: Check NAS Authentiction failure

5GMM Cause: <5GMMCause : 21 (Synch failure)>
AUTS: d7aab5552ac2213ffdcb042c9289

NAS Message Type: <Type : 66 (Registration accept)>
Step 2: Check NAS Registration accept
AUTH counter: 2

Pass Test Case

] 127 ~ Synchronization failure handling (over N2) p|3#
TARKR AP HERE
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Evidence |<<<TS 33.512 5G SCAS; AMF - Section 4.2.2.1.2 RES* verification failure handling>>>
NAS Message Type: <Type : 87 (Authentication response)>
Step 1: Check NAS Authentication response

AUTS: 7ffb9280d9f0bf1d2065c6c99¢c332bc2
Step 1: Pass

NAS Message Type: <Type : 88 (Authentication reject)>
Step 2: Check NAS Authentication reject

Step 2: Pass

Pass Test Case

B 128 ~ RES* verification failure handling (over N2 ) p|:&
TR A H R

Evidence <<<TS 33.512 5G SCAS; AMF - Section 4.2.2.3.1 Replay protection of NAS signalling messages>>>

NAS Message Type: <Type : 93 (Security mode command)>
Step 1: Check NAS Security mode command

Selected NAS integrity algorithm: 2

UE integrity capabilities: NIAO: 0, NIA1: 1, NIA2: 1, NIA3: 0
Step 1: Pass

NAS Message Type: <Type : 66 (Registration accept)>
Step 2: Check NAS Registration accept
Step 2: Pass

NAS Message Type: <Type : 104 (DL NAS transport)>
Step 3: Check replay protection
counter of NAS Registration accept: 1

Step 3: Pass

Pass Test Case

Bl 129 ~ Replay protection of NAS signalling messages ip| &
R U ERSEY 2]
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Evidence <<<TS 33.512 5G SCAS; AMF - Section 4.2.2.3.2 NAS NULL integrity protection>>>

NAS Message Type: <Type : 93 (Security mode command)>
Step 1: Check NULL integrity protection

Selected NAS integrity algorithm: 0

UE integrity capabilities: NIAO: 1, NIA1: 0, NIA2: 0, NIA3: 0
Step 1: Fail

Fail Test Case

NAS Message Type: <Type : 93 (Security mode command)>
Step 1: Check NULL integrity protection

Selected NAS integrity algorithm: 2

UE integrity capabilities: NIAD: 0, NIA1: 1, NIA2: 1, NIA3: 0
Step 1: Pass

Pass Test Case

i8] 130 ~ NAS NULL integrity protection /p| &
TR IR A E

Evidence <<<TS 33.512 5G SCAS; AMF - Section 4.2.2.3.3 NAS integrity algorithm selection and use>>>

NAS Message Type: <Type : 66 (Registration accept)>
Step 1: Check ordered lists of NAS integrity algorithm
Ordered lists of NAS integrity algorithm: [2, 1]

Selected NAS integrity algorithm: 1

UE integrity capabilities: NIAO: 0, NIA1: 1, NIA2: 0, NIA3: 0
Step 1: Pass

Pass Test Case

NAS Message Type: <Type : 66 (Registration accept)>
Step 1: Check ordered lists of NAS integrity algorithm
Ordered lists of NAS integrity algorithm: [2, 1]

Selected NAS integrity algorithm: 2

UE integrity capabilities: NIAO: 0, NIA1: 0, NIA2: 1, NIA3: 0
Step 1: Pass

Pass Test Case
NAS Message Type: <Type : 66 (Registration accept)>

Step 1: Check ordered lists of NAS integrity algorithm
Ordered lists of NAS integrity algorithm: [2, 1]

Selected NAS integrity algorithm: 0

UE integrity capabilities: NIAO: 0, NIA1: 0, NIA2: 0, NIA3: 1
Step 1: Pass

Pass Test Case

8] 131 ~ NAS integrity algorithm selection and use B|3#
TR A H AR
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Evidence

<<<TS 33.512 5G SCAS; AMF - Section 4.2.2.4.1 Bidding down prevention in Xn-handover>>>

NAS Message Type: <Type : 104 (DL NAS transport)>

Step 1: Check UE Security Capabilities in Handover Request:
nRencryptionAlgorithms: NEA1: False, NEA2: False, NEA3: False
nRintegrityProtectionAlgorithms: NIA1: True, NIA2: True, NIA3: False
Step 1: Pass

NAS Message Type: <Type : 104 (DL NAS transport)>

Step 2: Check Mismatch UE Security Capabilities in Handover Request:
nRencryptionAlgorithms: NEA1: False, NEA2: False, NEA3: False
nRintegrityProtectionAlgorithms: NIA1: False, NIA2: False, NIA3: False
Step2: Pass

NAS Message Type: <Type : 104 (DL NAS transport)>

Step 3: Check UE Security Capabilities in Path Switch Request:
nRencryptionAlgorithms: NEA1: False, NEA2: False, NEA3: False
nRintegrityProtectionAlgorithms: NIA1: True, NIA2: True, NIA3: False
New Security Context Indication: False

Step 3: Fail

Fail Test Case

f8] 132 ~ Bidding down prevention in Xn-handover |:#

TR &R A F R
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Evidence

<<<TS 33.512 5G SCAS; AMF - Section 4.2.2.5.1 5G-GUTI allocation>>>

NAS Message Type: <Type : 65 (Registration request)>
Step 1: Check Registration Type and 5GSID

5GS RegType: <Value : 1 (initial registration)>

SUCI: <PLMN : 00101> <Output : 0 -> MSIN : 0000000001>
Step 1: Pass

NAS Message Type: <Type : 66 (Registration accept)>

Step 2: Compare old GUTI and new GUTI

GUTI: <GUTI : <T : 119><L : 11><5GSID : <ind : 0xf><spare : 0><Type : 2 (5G-GUTI)><PLMN :
00101><AMFRegionID : 128><AMFSetID : 4><AMFPtr : 1><5GTMSI : 0xafb42fb6>>>

Step 2: Pass

Pass Test Case
NAS Message Type: <Type : 65 (Registration request)>
Step 1: Check Registration Type and 5GSID

5GS RegType: <Value : 1 (initial registration)>
TMSI: 2947821494

Step 1: Pass

NAS Message Type: <Type : 66 (Registration accept)>

Step 2: Compare old GUTI and new GUTI

GUTI: <GUTI : <T : 119><L : 11><5GSID : <ind : 0xf><spare : 0><Type : 2 (§G-GUTI)><PLMN :
00101><AMFRegionID : 128><AMFSetID : 4><AMFPtr : 1><5GTMSI : 0xa06c22f8>>>

Step 2: Pass

Pass Test Case

NAS Message Type: <Type : 65 (Registration request)>
Step 1: Check Registration Type and 5GSID

5GS RegType: <Value : 2 (mobility registration updating)>
TMSI: 2691441400

Step 1: Pass

NAS Message Type: <Type : 66 (Registration accept)>

Step 2: Compare old GUTI and new GUTI

GUTI: <GUTI : <T : 119><L : 11><5GSID : <ind : Oxf><spare : 0><Type : 2 (5G-GUTI)><PLMN :
00101><AMFRegionID : 128><AMFSetID : 4><AMFPtr : 1><5GTMSI : 0xf2e2a983>>>

Step 2: Pass

Pass Test Case

B 133 ~ 5G-GUTI allocation B|3#

FAkR G AT
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Evidence <<<T§ 33.512 5G SCAS; AMF - Section 4.2.2.6.1 Invalid or unacceptable UE security capabilities

handling>>>

NAS Message Type: <Type : 65 (Registration request)>

Step 1: Check UE Security Capabilities

UE security capabilities: NIAQO: 0, NIA1: 0, NIA2: 0, NIA3: 0

UE encryption capabilities: NEAO: 0, NEA1: 0, NEA2: 0, NEA3: 0
Step 1: Pass

NAS Message Type: <Type : 93 (Security mode command)>
Step 2: Check Selected Security algorithms

Selected NAS integrity algorithm: 0

Selected NAS encryption algorithm: 0

Step 2: Pass

NAS Message Type: <Type : 66 (Registration accept)>

Step 3: Check Registration evidence for NULL Security
Step 3: Fail

Fail Test Case

B8] 134 ~ Invalid or unacceptable UE security capabilities handling /p|3#
TR kR AR EFE
3. TR # e ame® | PIREESHT
¥ SUPL R 5L oo > 2R ¥ 25 - 2% RUE &
Al g o 3% UE b ul g s 5 > Pl ALk
- R R UE R RE LSRR R F AT K58
N AR 0 FEE kB F ko ulA o B (8 F ot I
TR ZEEEBc3GPPHRE~ ] i fthl o
Pre-6G AMF 1 N1 /i 6 5o pld > 2 Pl & &
BEEE R - FEFIRE T ~F st
B3 A% > 1518 3GPP 4122 1 SCAS » GSMA R+ 2 3n@in
B ASRFERDLT 2EFT N ERBIRIFT AN
FINESAS » % %559 6G %o PR 2% 2 PIEER AT IE
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ITU-R timeline for IMT-2030

2021 2022 2023 2024 2025 2026 2027 2028 2029 2030
WRC-2 WRC-27

5D SO SO SD| S0 SD SD| SO SO 5SD| sD SD 50 SD SD | 5D SD 5D | SO SD

ty B o a|le @ |l & @ w & m e omwow & @

#44 #45 #46 #47| #48 #49 #50| #51 #52 #53| #54 #55 #56 #57 #58 | #50 #60 #61| #62 #63

\

Note 1: WP 5D #59 will additionally organize a workshop involving the Proponents and registered Independent Evaluation Groups (IEGs) to support
the evaluation process

Note 2: While not expected to change, details may be adjusted if warranted. Content of deliverables to be defined by responsible WP 5D groups

Note by the ITU-R Radiocommunication Bureaux: This document is taken from Attachment 2.12 to Chapter 2 of Document 50/1361 (Meeting report WP 5D #41
June 2022) and adjustments could be made in the future. ITU holds copyright in the information — when used, reference to the source shall be done.

BBl 139 ~ 2030 ITU-R IMT-2030 #f 4%

R KR ’i‘?ﬁ% SY- o S 8.1

8.1 ITU-R. (2023). Overview timeline for IMT towards the year 2030 and beyond. Retrieved from
https://www.itu.int/oth/ROA060000C8/en

OITRI. 1 £ 7 IRF iF

338



TR FR

Industrial Technology
Research Institute

BT R BRI R Y AL wul L 2.0
HEAEBABRRY 243 07 2% IMT-2030 a4 2%
(ArT B 140) > #5248 Al s* 2% > 24 s EE I > RLB4
Bt 4 6G ¥ B Bz Hrsdsd > 4 DLT ~ AL BB % /% 3 ~
FL % 5 3 $h2 BT 8 %R - PLH# 6G FRFE Z iy LR H
AEAR AL FERLE AL X 22 EF P 6GAIFTRY o
&ﬁ\&iaﬁ Newcap -

\v

REER

Alta
wh i
Sustainability

Al-related

ams;:  capabilities mitt
Sensing- A58 o
related Interoperability

capablliﬂes

Coverage % Posiﬂonlng

(1-10cm) —

B 140 ~ IMT-2030 541 ¢ 6G & 582 i 52 & 2 it 4
FRAR G ERE-ET TR

2 3% B ITU-RWPSD % 44 =% 3R 2 M3 H 2 k> & o (KR %S
https://www.itu.int/en/ITU-R/study-groups/rsg5/rwp5d/Pages/default.aspx)

OITRI. 1 £ 7 IRF iF 339



TERMHZB

Industrial Technology
Research Institute

V-

D% 2.0

E3y

=
v

Bt RHHY R4+

s

R IV TE A v Sl

s 2t s ud (B
. T O A
I st 2=t

FH T x Y IVDY

T

e

& At YW D9
SR F W L¥
L

bbb e b d

N - N QU
pEA Ty T R

L oyl
Haobdaseakd
Loy [ o e 32

o~ [ N2

R
s Hetiwk d 1A
L oy [ ol ~ £ b
dus 9 & 1A & 1oV

_
A Ot [T _

i R - S Pt - A Y _

v

OB [ <SPS

2wk

A ora e [T 8

3y dl vk
wE aBF LI 5

Word T s
Al « YW 1OIV & 14
1% [
WuHFETY Fop
e Y HEED9 BT

Woydet 2

=2 [T IV 4 A2

(e (Lot 21 B
wEEEG 22 D9 e F

W Emy
WU THE s wE

=/
T

e 2l T a4
W rr

ut P < Iy TApe

Waosy w

Vs HlEH VA ¢
Loy 3 ww

[F8 Ve L iy
<1 D9 i PATRU-pNO[D

e W2 FE

Ty[ERlra A |

ElS -3 i

T2 T G g

syt e #l i
ek d [T G Aae

=)
@)
O
F=
Ay <
W
o ¥
S
2%

H Rdan x4 o9

BT rus 0 YLy g
YiF L EHUTEE
EH EW 2 e Yoy

T

I TRV B - 2 A

A

| eV RETE 2 T x

## & w4 onneN
-pno[) ¥ QANBN-TV 4 &
cE Yoy Y HEET

B E
Ty | PRk HER

+ et W

340

4
_
%iﬁzﬁﬁw_
SRR L
T el o Wkl |

d
=

=
T x4l Y iy

WY H A S

AP A0

T oredl o Wi sa

BaoUsrAsHEEH

A
HEAFT Tl AT
T ool o Y s

YUrill v L HH
e rdn xd
8 U 09

(=511 T)
[ 8 &
T lEordiy
¥EXF DI

¥ # G11l

¥# VI

¥ # el

¥ # 2l

OITRI. 1 £H/ji¥s= § Fa % It



TRBMTARF2 e

Industrial Technology
Research Institute

FOH BRI ED AFL wEl Ly 2.0 5K
Ak 4 ERFZRL A P EATE
G Cloud-Native 44 2 A48 ¥ fF > T8 d 7 b " BB
FEAS BRI TR RTE R G A b
BV R MaE 2 TR FIRAE > 102 AT T AL Y TR Ao
Be FLo e & 2] nfop A 4 RaE ~ 5 HER A2 B S o de
¥ 1 Eazb e H AL E R ~Er DLT 2§ 7 Lenf IR
TE LW 2 EMN N L E SRR AR 0
z » ¥t 6G Al-Native ¥ Cloud-Native /& * & {74531 » 1%
N SRR S AE AT AN S AR VR
FEA TR R A 053
SRR Y R A

F_&
N

=
R
=
o
bk
N T
log
P
=
—%
i
™
=
!
JF:»\

xR RARE Y > Mg N7 2 E R TP M R SRR 0 A3

FAEV A 4 ER 0 AL T 2 EIT B RIEROEE 0 4 6G BB R
i {7 6G Al-Native £ Ji * =3 e HiCA] % 213 0 £ B I A ALZ R
BEBSHOGARFEREFTH - A KD E IR TN T YT
SR

BB R RBE 2O RIS R FBREF

(113 & R)

(= )22 BRI B & &

i 6G B M k™ » % Cloud-Native B & Al & * P& > i i3
BAREF AT Al 2R BHIRBBHI(F 3R 425%); 12
BERGUERF e FL £) > dom g W H B 4 T8 SRR
APt R LR TR T o

OITRI. 1 % jis= § ¥ i* 341



TRE AR 52 Be
Industrial Technology
Research Institute
g 2.0 04K

LR BAERRY RIFEY AEL
(= )8 % DLT 247 e AL IRiss i+
445 AloT/Massive IoT 8 T » %2 25
e* @ TRERPER S FERA TRESF/FTER
BOGUAMERT » LI P el R Y A
RABFI 2 It I AR

P B TR o
CBAIB R RBE 2 AP HABS AT RESIIR(114 &

R
E
—

R)
(= )2ble o B3] FoPties £ 22 i & PLii
P12 AT o HHCANR R A T R ] ¢

Yo EPF oA U R HH R AR E B o L H R
Jis * PRAR SR 8 g o
(= )A R AN P TR R

%% ITU-FG DPM ~ ERC-20 ~ ERC-721 ~ ERC-1155 4= BEP-20
iﬁ@ﬁﬁ’*“?<ﬁ#6G%ﬁl}@3%51,$HMHAy@ﬁ
T A KT a AR B E LN

/R 5 4
g@ﬂ%%mﬁ*iﬁbﬁ Rl e 15 £ R)
(= )2hIe ) 3 30 A & 03] 9 B i
ViR S QL h

A3 6G HEHA L ERT Al B R 8

* Jn]»,,uﬁ,,ts @@]’l‘ﬁ&# bhaﬁ gé’ua’ %@]ﬁrb IS 4
T A 6G B A T R AR #7) (4 Self-attention ~ Large

Multimodal Model ~ # = ;% Al % )& & * PRI 545 T P[4 o

J@ﬂisal ST B 1o

(: )x%afé o 1L R 2 4R e ]L,ﬁ T
B AT+ BRSP4 BRI B4
Th oo A RO S B (TR e A

FHEFENT 2T L2

}'A%'}f s 1] éé“ L

4.¢

R RS

342

OITRI. 1 % Hjies= § B ¥ (%



TRBMTARF2 e

Industrial Technology
Research Institute

FTEH BARRY RIHEP REL s L% 2.0 5K
BB ET RBRE2APR AR AEBIESHI6ER)
(= )i A & 55 3] AL 25 T * PRI%

106G R S R EHERN AL $5 (T or 4
BIFOR ~ A~ AN (T enfE £ R 8 R R i -
(= )¥ I @i B2 {503 R 12 1F

H6G Al IBLE B Rt & AL P2t o 745 6G 1228 7] 1 2
4 ISO SC42 ~ NIST ~ IEEE % Ap B -84 AT b " ¥ RE N EF &
Be* 2 & Foo ZHAN 6G F 0 AL FREE 22 b %G 6 E LT
B o

OITRI. 1 ¥ fjes= 5 1L ¥ iF 343



TRBMTARF2 e

Industrial Technology
Research Institute

BFFLH BHRR RAFED RFS

wul L ¥ 2.0 %K

BABR? RFZ 20 AL OBASR R S BREAF (13 ER)

7B P 7| ¥% 38 P BFitgoadpte | £ Hadpik
L 5 #-3] B £ | Cloud-Native ¥ | #7475 ITU ~ 3GPP | = % 3R 2 —
=l O 6G BAFITE | ERNERELR
T Al BORIEE | E S AR 0 &
ERFFITER | ME T
7 53
PHCRBAIE S | RBI R A | HERGIE TR
Bt AT | BT FREPOC| ~ 1732 - >
BRE %
% DLT2 47 | AloT & DLT # | #47 ITU~ISO~ | # %482 - &>
FnFALRIEE | & O F R T B R | 3GPP~ E MBI
e BT S R 8 RE S RAd
iRl Fokiny HE
AT 4
DLT F 44 pR4%2 | DLT FALIRTH2F | o dl e 5 &
W P8 R PR | AL -
F# 5 2 POC % 2%
BAPRA* RBEX 280 BERP R ZEBIIEA4 ER)

38 B ARk Ficsrcdptke | B2tk
Zofe 5 HEA TR | 2R B T L | A5 6G AloT B | & k4R 2 -
FEEREPLN | TR Ee ol | RIS Hg

AR E

B0 TR
i‘J G ME

9/;@ B2
Bl 6 & e ﬁﬂﬁ@?ﬁi Y I el
% r 3 dr e | FoE e POC | A 45482 - >
344

OITRI. 1 % #jier § ¥ 17




TRBMTARF2 e

Industrial Technology
Research Institute

BFFLH BERR RAFED RFL

I

% 2.0 %

3T ;\' fw’”‘] i=aka

X

b':""‘

A RN A B #
2R RS A
37

FI %R G T
U B O e
LR Y 6G
AloT 2zt T#

R

TR R He e BW | 29 ITU & % | Hiendl e § 3
LR e (REEEFER | A RELE -
i PR e A
BABRETRBX 28R (AR RBAISER)
75 P LR Fivgrcdpie | 21 5adpik
Ll HEAFEE | AW 6G Fé | 2T FE - EFR | EFL -
BRI B | BRI AR s | 1 R E AL on
FAR ] EJE s R
# o 4T 6G 4
IS L ik o)
A
R AL 3] | B EwE ~ F R | HARAIE T E
mAFERBE | HY R E AL ) A ATIEL -
HERE EJE s R
# 0 i 6G Al
Bt 2 3= 48
LR E
o R | EF R T R MR LT | AR - B
R T A TR | eIk R
e FIFT 4T WA e
? TEfEE
5 6G AloT '&
B & R
345

OITRI. 1 % Hjies= § B ¥ (%




TRBMTARF2 e

Industrial Technology
Research Institute

PF oA RS R ED AL % 2.0k

AR R FE TR AT | HAERPEFHE
BAE~ 6G i | FomEp 24 | AL - B

IR BT HE~ 6G R
TR

BB R RIT 20 bR A B2 S HBIBA0(116 2R)

5 P AL PER | Pkl | R

HAMELERBA | L H 6G BAER | 6G HEB B |~ %L - »
AL P4 TR PJRA: | % 74 2 41 | 5 e RG] Al
I E R (T4 2R | Native T e 1F
£ Hophrer 1A kAL

FL 2 AloT &% | 1% £ & 5 | piwadl e ¥
A AL | ¥ 8 AloT B% | A frdRs - &

B T2 AR S 2 {2
FEA o Tag
{7 B 78

VTSP [ 6G AL Bt % > | R s Al | 2 RHEA - B

LHCATTRE | BB | 2R e
i $ B R
g R B

- ] + oy
518242 3k

RT3 6G Al | H AR 2
2 B 3 | Native T en¥tdn | 4 9484 -

R T ST PR
FIEFR

TR

OITRI. 1 ¥ fjes= 5 1L ¥ iF 346




TRBMTARF2 e

Industrial Technology
Research Institute

BT AL BB RY R EY AR W R 20%

P a HE2RFYMILRIE

W@ E‘U’ﬁ 3 E '
A Ko F = RH(Large-scale)id * 3| (Universal) & + 7 FoIt - &7
BLEE 5473 245348 & Su(Public-Key Cryptosystems) > ¢ 35 {7 2

Foe

EE R ARREFFEF et o PQC RiE M 24 > Fjier
T p Bt ECPQC M IFE L L AH T RY LG
W F FH O ARER o FRSD a4 L PQC 14 £ F %48 I
BONIST* 2022 & 7% ¢ 5N 438483, A kB 58
FEREEE 2 R ¥ o By 2 L EF TNEFF AT LN
B4 5] PQC ek 3o HiTE 2k M aend gl d 22 PRI L
Rilig® > fall 4 i A2 @ FE A EAPFFEFTRERT S0t
EH AT SIS MHIRT SG R R BB AP ET
i /1B 45 4P B f%iélfi’éi%’%ﬁéé_?#ﬂ.mm 5G
2 6GR* o

A3 6G A k#-E & Al-Native 2 ¥5w3xd > m Al E¥ 4 &4
2358 AL R AT L EBGE o AP B RR e R R E T B et
Al BT 2 B 12422 o BB e S R 5 B REPT AL JAo8 B 2 6" B
BEE AP MR 27 R 2 (80 2 A B Y ALK A 6 ARALZ
AR EAFESERAT Y K2 bk o bl4e NIST »2 2023 # 1 7
rded T A2 ER e g 2% 1.0 % | (Artificial Intelligence Risk
Management Framework, Al RMF) » %122 d %2 R & ¢ 457 NIST ]

8.3 NIST. (2022). PQC Standardization Process : Announcing Four Candidates to be Standardized,
Plus Fourth Round Candidates. Retrieved from https://csrc.nist.gov/News/2022/pqc-candidates-to-be-
standardized-and-round-4

OITRI. 1 % jis= § ¥ i* 347



TRBMTARF2 e

Industrial Technology
Research Institute

KT ol BRI R AP A2 wul  § 2.0 0K
TP E RS R BE IF R R AL 2 i 0 TR
B Al H ek % o

HHBEAROGAPR 7w R 2 ISAR S R B8 ATRE R
R AL Ok " F TR HO/AR S R E g o8 A3 AL
Wor 6G 48 4P 2% 4T ) NIERRARIRIFNE 2 HET LMo

OITRI. 1 % pjier= § 1% 1% 348



