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Source code

2 R

Risk Control
Management
HigRE 5

/33

Protection from
Fake Base Station

Access Control
TS

40%

WA R ER

% TREND: | { cTone

3GPP Security - E%1M5?

1" $ 56

Visibility for

Security Authentication
T
R20/H% B A
Securing Open-
Source code
pl fe PIRRIORYATS

Risk Control Protection from
M;iag:nm‘;ﬁ‘ Fake Base Station
AlREE R il 3GPP (9 Default 2
Access Control Security 25915 ¢
FRUEE]

" & TREND: | { cTone

ARPIIEER

SGHREMAZEAMEBKRALE

FESBHAPIRBY G - MEBEFR
3GPPFRi#R#49 loT Endpoint devices/
IoT Application/ open source

OITRI. 1 % Hjiesa § ¥ ic

385



TREMAFER

Industrial Technology
Research Institute

ERBEERBINSGERER

Wl 1 5 20 %K

ERSEEHRTINSCERER

Moblle EndpolntDewica |1 Radio Accs Mobile Core Network

(cn)

o | Her

B
a
Ep

Endpoint Protection | RAN Protection

Network Protection

Endpoint Protaction
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IEEE Fellow

Disruptive Innovation -) Lifestyle

Changes

® Electric Line
® Telephone Line
® Network Line

@ [ntelligent Data Line: Al + loT + B5G/6G (AloT)

»B5G Killer apps (low latency, big data): GPT, Internet of
Vehicles, Self Driving Vehicles, Drones, etc.

© .

AloT Opportunities

@ Data, Data, Data
»loT generates Data
»5G/6G transmits Data
»Al analyzes Data
@ |n addition
»>WWW Data
»Open/Public Data
»Government Data
»Multidiscipline domain combined Data
@ Big Data -> breakthrough innovation and efficiency

®

AloT Challenges

@ Share and analyze data to avoid the following issues
»legal
»security
»safety
»ethics
»efficiency
»Privacy
®New loT applications using B5G or 6G must solve the
above problems.

®

AIOT TECHNOLOGY CHALLENGES

loT Characteristics

® Lack of standards/too many standards

® Vertical integration, difficult to move
applications from one domain to another
domain

® No clear leader in each domain
® Technologies still evolving
® No clear business model

IoT Security Issues

® Large scale
» Too many sensor objects and too many connections
» Too much private data transmitted
»# Too many communication protocols
> Difficult to monitor and manage

® [ong lerm operation
» Lack of on-line updat
> Resource constraint.

apability
ck of computing power, battery
® No human operation and lack of supervision
# Hard to detect emors
» In non-secure environment, devices can be damaged, stolen or substituted.
ication in open ible to attacks and

non-secure network, no firewall protection.

®

TIoT Threats

@ Drones

» In 2016, someone in Northern Ireland using Drone to
take video and steal ATM passwords

»On 4 August 2018, at least two drones armed with
explosives detonated in the area where Maduro,
President of Venezuela, was delivering an address to
military officers in Venezuela.

> In 2018, near Lyon France, members of Greenpeace
used a drone to hit nuclear spent-fuel facility -

» In November 2018, Check Point reported that a security
hole in DJI authentication process such that a hacker
can take over the control of a DJI drone.

> On Sept 14, 2019, Two Major Saudi Oil Installations Hit
by Drone Strike

@ Self-Driving Vehicles

® .
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10T is a Perfect Platform to Launch DDeS

® Billions of devices
® 24x7 on-line

® Good computing power : Raspberry Pi 2 having
ARM Cortex-A7 and 1GB memory

® No sufficient security protection : for computing
and power efficiency

® Mostly using Linux or Windows embedded systems

Example: Mirai

Memory Corruption Bugs and Computer Security

® Most critical computer security exploits these days are
caused by memory corruption bugs.

® All major operating systems (e.g.: Windows, Linux, Android,
MacOS? as well as many applications are all written in
unsafe languages like C or C++.

® Innocent “Use after free”, “Type confusion”, “Integer
Overflow/Underflow” bugs in these unsafe languages can
result in an exploitable memory corruption bug.

® Once an exploitable memory safety bugs exists, the entire
memory space of the affected process can be modified by
attackers to become malicious to attack rest of system.

® There are simply too many such bugs, and we adding more

bugs every day.

Wl 5 20 %

Memory Corruption Bugs

@ Buffer Overflow :

® Dangling Pointers: a program attempts to access
memory that has already been freed or deallocated.

@ Uninitialized Pointer Dereferencing: Dereferencing a
null or uninitialized pointer can result in memory access
violations, leading to crashes or undefined behavior.

® Data Races: happen when multiple threads access
shared memory concurrently without proper
synchronization, leading to unpredictable behavior.

® Type Safety: preventing type-related errors that can
lead to memory corruption or security vulnerabilities.

Capability Hardware Enhanced RISC

Instructions (CHERI)

® Enhance computer security by providing hardware support for
fine-grained memory protection and security capabilities.
»RISC-V or ARM
® Fine-Grained Memory Protection:
»dealing with memory-unsafe programming language such as
C/C++.
»each memory object (e.g., data structure or code segment) to
be associated with a set of capabilities.
® Security Capabilities:
»used to control access to memory objects, and the hardware
enforces the rules associated with capabilities.

@ Software Ecosystem: recompiling and adapting existing
codebases.

®

CHERI

Pointers becomes a first-class data type (called
Capabilities) that the hardware recognizes
Pointers are expanded to also include bounds and
access permission (e.g. RWX) info.

Must be in bounds

Bounds info included in pointer.

S Powten Access out of bounds will fault.

Virtual address space

Al Security and Privacy Issues

Al vs Human Brain

6/7: Transcendent Intelligence
Synergy of Humans and A1?
o -G o b

Cognition

Encten Capacity

o

Gartner

What can Generative Al do? (BingChat)

| can do a lot of things! | can help you with writing,
rewriting, improving, or optimizing your content. |
can also generate imaginative and innovative content
such as poems, stories, code, essays, songs, celebrity
parodies, and more using my own words and
knowledge.

&)
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What can Generative Al do? (ChatG

Text Generation: Language Translation:

Content Summarization: Chatbots and Virtual Assistants:
Code Generation: Content Creation:

Data Augmentation: Image Generation:

Artand Creativity: Conversational Agents:

Content Personalization: Storytelling:

Language Understanding: Scientific Research:

Content Moderation: Healthcare:

Education: Language Generation for Accessibility:

Game Development: Market Research:

Attacks on AI Models

® Reconstruction Attacks

@ Model Inversion Attacks

@ Membership-Inference Attacks
@ Attribute-Inference Attacks

® Model Poisoning Attacks

...

Methods of DLG

@ The malicious attacker updates its dummy inputs and
labels to minimize the gradients distance

Norms Parncipant
3 Dilerntable Mool |y s g {0
Fe W)
.5 Gl

| Maticios Atacker ]

3 = | O - T

Wl 5 20 %

Gen AI {[i A BhEH

®Microsoft Windows 11 Copilot
®Microsoft Office 365 Copilot
®Microsoft GitHub Copilot

®Microsoft Azure Copilot
®Google Bard : 1 Google Docs + Gmail - Google f[i&] - Youtube
£

®Meta “Gen Al Personas”
®Amazon CodeWhisperer, QuickSight, Bedrock,.....

Powerful, Personalized, But Privacy?

Membership-Inference Attacks

© E AT S A Y - T E B R A
TSR -

® LB
> I R A R S R
> IR Al A
> HET % KAl B T oy ieas
> AR Sy B A A
> BRI R Ry i
b [ Iea b e S

Comprehensive Privacy Analysis of Deep Learning: Passive and Active White-box Inference Attacks against
Centralized and Federated Learning, Milad Nasr; Reza Shokri; Amir Houmansadr, Published in: 2019 IEEE
Symposium on Security and Privacy (SP)

DLG

5% Forasingle pair of input and
label in the batch, DLG algorithm
fully recovers the four images
from MNIST, CIFAR-100, SVHN and
LFW respectively.

Results of deep leakage of ' hnitial
batched data. Though the order

may not be the same and there 1,y 5.
are more artifact pixels, DLG
still produces images very close

e uly Leaked
to the original ones. Nl

Ground Trath

Al rust, skand ecurity
anagement (Al TRiSM)

o Gartner has found that almost 50% of Al models do not
make it into production due to security, ethics or
privacy issues, and 41% of organizations had
experienced an Al privacy breach or security incident.

o Al TRiSM combining methods for
»explaining Al results,
» rapidly deploying new models,
» actively managing Al security and controls for privacy and
ethics issues.

&)

AT Privacy Concerns

O HMEHAANL - BAIL - SRR fEAIRY
model 2 HE(E TR TTHERY -
> fiibAtraining data Fif2% #5572 eyt

OITRI. 1 % Hjies= § Fa % (%

389



TRBMTARF2 e

Industrial Technology
Research Institute

T B T R

H X

Privacy Concern for Collecting Data

®Before releasing data to third party or even
open the data to the public, the data owner
must first protect sensitive data attributes well
to eliminate the possible of privacy leak.

®Data transmission: could be intercepted and
decoded

@Both needs to be addressed..........

Q-

Al Ethics

Al Ethics > Moral and
Regulation

Al for Weapons

The Pentagon is getting serious about Al weapons

We must see to it thal

ot be surprised says the Pentagon's top scientist

\ MOST READ

Wl 5 20 %

Al Ethics

Transparency

Bias in Algorithms
Bias in Data

Al Security

Al Privacy
Accountability
Human Dignity

Issues to discuss about Ethics
i

“ e e e e e e e

Concluding Remarks

® Al + loT +6G will change how we live and how we
produce.
»Many innovative applications and services
»Big data, Big business
® AloT has a lot of challenges in Security and Privacy.
® AloT Security and Privacy R&D is very important -
Whoever provides the best security and privacy
solutions will win most business.

&)

A
L

4

BEFEH(PQC)ATMER T MR

o 7z o2

National Cheng Kung University

o |euoiieN

6GHAEE R 2 AR
BINASR
Tk iR
S 112/10/05

ik }E

BB

MINASEH BRERR DL HiE
FEREFBELABRESTZEAR
AINRREH R SEBR
PEREENZTRERS
AHRERESERES
RHREEREHERS

PES L I

FEHE : FIARERTIEREL
EREY  Aflz: BHR - Thed - EiHEE -
BETEHA

EMAIL: nylee@gs.ncku.edu.tw
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BYERNER

Google : 72 qubits (2019)

IBM Q53 : 53 qubits (2019)

USTC  : 76 qubits (2020)
(PRRE A )

ERR =103, 1ms/1cycle

+ Quantum processors are difficult to
compare due to the different architectures

+ Shor algorithm 2—fEEFi&
8% - ARG BRI R
ShE AT B R

Using Shor quantum
algorithm to crack all
RSA/ECC

FRBFER - 518 Shor
quantum algorithm43 222 #{
N RREZEARE

ot

Jabe comybicg/breaking ria aneryptin wadste state at

and approaches. 1BM Quantum Computer
1994 Shor Algorithm BFERHERTHEBNEH

* 4099 perfectly stable qubits QC could break the RSA-
2048 in 10 seconds

20M “imperfect” qubits QC (error rate of 0.6%) could
break the RSA2048 in 8hr (2021)

AINAZBNCKU Public Key 256 byte (RSA2048)

BrERHERZEREH
» BETARTEREFASGERBLENNE FEMK

*So...
1. Long RSAJECC key
2. Quantum cryptography
3. Post Quantum cryptography (& & FZ B )
- MAEZTMUREEANENETFERKE - WHR
RSAECCH BB RELE

‘R TFEBEERNRE

- D
1. Lattice based encryption and signatures
+ Lattice cryptography gives another way to construct hash

functions, signature schemes, public-key encryption, and more.
Lattices are competitive with classical cryptography, and have a
strong presence in the NIST's latest post-quantum cryptography
round. (Moody et al., 2020)

2. Hash based signatures

3. Code based encryption and signatures =

4. Multivariate based encryption and signatures ‘./‘

.

. .
. .

b

.

[AEESRE
-&5’/. f

.

« 2016: PQCrypto 2016
« Call for Proposals
+ 2017: Initial Posting of Round 1 Algorithms
+ 69 algorithms
+ 2019: Second Round Candidates Announced
+ 26 algorithms
+ 2020: Third Round Candidates Announced
« 7 Finalists / 8 Alternates
+ 2022: Announcing Four Candidates to be Standardized, Plus Fourth
Round Candidates

@ ==

i Buny Gual

Aus

NIST PQC (L2 NIST PQC i ELAIRAE (1REREE )

- ERHIKBEEE
+ CRYSTALS-Kyber (Lattice-based)
c BUBEHREE
+ CRYSTALS-Dilithium (Lattice-based)

+ FALCON (Lattice-based)
+ SPHINCS+ (Hash-based)

NIST PQC Standardization — Fourth Round Candidates

- EWMHBEEE
* BIKE (Code-based)
* HQC (Code-based)
+» Classic McEliece (Code-based)
+ SIKE (not secure)
o BOREREMEBHBUOBUEST RS,

Kyber, Dilithium, and Falcon are all lattice-based algorithms where the security is based

on well-known mathematical problems in 512-1024 dimensions. The lattice-based
NIST will are as fast or faster than the fastest elliptic curve

algorithms but have much larger public key, encapsulation, and signature sizes

@,

fyssaaun Buny 6u

Public key, encapsulation, and signature sizes in bytes

(AES-128, SHA-256, AES-192, SHA-384, AES-256)

rity level
- securityleve T
Algorithm
Public key 8e0 1188 1568
Kyber
Encapsulation 168 1088 1568
Public key B 18 2502
Dilthium
Signature 220 3298 1595

the sizes are at least twice as large as RSA and at least ten times larger
than elliptic curve algorithms with the same security level

s
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Performance in microseconds (us)

Security level 1 moovov
Algorithm

Key pa 64 m 157
Kyber En 9 42 204
o 7 s 169
n9 a1 90
Ditium  Sign ans &8 1031
Verity 32 64 610

| NIST plan to recommend Level Ill as the default option for Kyber

B

Buay? [euonen @)

Assaan Buny

CNSA 2.0 Timeline

~

01 #EBFRBRIMER
02 6GHRBZZHE

03 ®EFEWRCGHRR 2R 2MHE

Bual

Connected

(Video) Intelligence

@ 5
\@% Q(Zk

By
applications

LTE, LTE Advanced

NR, SON, NFV, NS

2010 2020

5G SpREEERHH

PrTy

5G SrRERERTGE
Authentication and Key Agreement
Lx%ﬁ;?;%&@ﬁ%;i’%ﬂﬁ

1: EAP -AKA(Extensible Authentication Protocol-AKA)

2. 5G-AKA

3 EAP TLS(ExtenslbIe Authentlcatlon Protocol-Tra rt Layer Security)
BEIAE ] FH(SUPI - FERIE—35 R

?‘E ST (SUCIETHNRE - L%IMSI?&

HABEARBAUSFEAB I HRE -
ﬁé’i‘ﬂﬁigﬁﬂ%?!"*wuﬂ)\lﬂﬁ(lnsnderAnack)

5G B REAEMIGE

i
puic key

Eoh
/e
1

' o
oy i i [ iyettin
» UE Side * HN Side

P
O

sau ) Buny Bual

Aus

SGEMREEERIFEZERREE

« S Linkability attack, Replay attack

+ #ZDe-synchronization attacks (SQN number)
« = Forward - Backward secrecy

+ = Quantum Safe

UE (pk, SUP1)
Todr 7= DG
IA « DH.Shared(dp.dg-P) k- DH.Shared(dg.dy - P)
KDF(5)_ (Kgen ICA Kygac) — KDF(k)

Home Network (dp, d - P, SUCL t)

return (dy - P,SUCL, 1)

Attack

Known: Hg, P
Quantum -> dg
Capture: Hg, SUCI
De-anonymize

+ Encryption
+ SUPI to SUCI (Subscription Concealed Identifier)
« ECIES (Elliptic Curve Integrated Encryption Scheme)

e
0en
L
L,
Filraw 2
i
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6GHA . ¥
BRERZ

6G Requirements

New security requirements.
New stakeholders
New attackers

ks on G arstecure (0
‘compromisas,
bttty

- Aacks o1 hey 66
[haes
atacks, savesdroppng. )

oL

- Asacks on 66 applcations
1EEE 2021 PawaniPorambage, S

£yssaaun Buny Bu

6G ARHME

-

secunty wastswe| - O3 1
i nrests

* Quantum computing
+ More targets
+ Global network coverage
* More loT devices
* Increased data traffic,
low latency
* Possible attack vectors
« Authentication attacks
« Communication attack
« Endpoint security
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Open API
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6G fTEIMBIE X 2 QAT

- 5GIRAEE A ERMITHSUPINERBSUCINIRERE - EME
F7 EEREE #R AR E2 S N2 5 Z(Elliptic Curve Integrated
Encryption Scheme, ECIES)ZEINZZSUPI

2022 Ulitzsch, Park, Marzougui, Seifertft#:R3R6GIRIFIELH
02 6GHRBRZME KEMSUCI

- BREH B
03 #EBFEWREGHBZR2ME - gz;;gp\_gjzggﬁiﬁg

KEMSUCI - #:&

KEMSUCI - #:&
« KEMSUCHRFE#E E F 283 8HHli(eg, Kyber)ZRIRESUPI

UE (pk, SUPI)
[y = Kem Enc(pk)

« KEMSUCIEFAKyberf 3 4
Home Network (sk, ¢, SUCL t)
k — Kem.Dec(sk, )

[ Scheme
=

Outoat | Public | Cycle  Count
e P! Key Size | Until  Secret
= | Protection Schemes Size

(Bytes) | ®ytes) | Establishment

(Kenc: ICB Kyjac) — KDF(K)  (Kgne ICB Kpgac) «— KDF(k)
SUCI « Encrpt(Kenc,ICB.SUPT) | if Mac.V er(Knac, SUCL 1) = True
T MAC.Sign(Kanac, SUCT SUPI — Decrpt(Kgx ¢, ICB, SICT)

KEMSUCI -LightSaber [33] 815 672 481,006
KEMSUCI-Kyber-512 [33] 847 800 551,681 /.

: | ECIES-Curve25519 [21] iy | 327 894391

return (¢, SUCL t) ECIES secp256r1 [53] 112 35 11,630,000

. o
Hens OF .

KEMSUCI - EfthZ 28

6G TEI B L 2 RET2
» KEMSUCIREBRAKAGH#T S #RIEE - RBRHEhZE
=4 . flm
- PEEARRFSIIER (Denial of Service attack)
- HESHERN
- #E3EIE (Linkability attack)
+ Bl - BERF M (Forward/Backward secrecy)

+ 2022 Damir, Meskanen, Ramezanian, Niemift#j55817 1

- BABHRENE
. AR

2IRRE

-« BRED - BEREM

6G 1TENABIE L2 ARET2 | RRETARHE

- 3 {ES R

* PEER A UESRIEERIES K
+ B&ER B: HNEHBIUES )
+ BEER C: BREREMERR

« KEM

6G ITENMIE R 2RET2 : BFRE
UE

at(K", SUPL Dy TDiry):

HN
|
Tdentification at (k.
s Sa:;‘hv suct, (, MAC. IDgy) to SN, Dy, €1, SUCTonc MACY):
+ Kyber, Classic McEliece, BIKE, HQC, SIKE
4) Compute A
5) MAC]; = /(S omes Kuy  K)
6) If MACys # MAC], abort
7) Else (2. K,,) « Encaps(pky).
@8, W
6G fTENMEIE L2 3RFT2 : DoSIE z 6G TENMIE R 2RAT2 « SR E
UE \ s o
iy K’ =f,(pky, K) (KEZBRE1#5) + Ke, M TRAND (BB0)
ica ‘\_RL::(JK"(“:\, UPL D5 Dy ) HN - KEM%ﬁgaqKSZ,@u%Y;&}EE%mg HN
Encaps(pky; ). | L
% ¥ Identification_at_HN(skyx.
; ) oSN, D51, SUCK e, MAC)):
|

Tdentification at_HN(kny.
D501, SUCK e, MAC):

1) K., + Decapsic
2) (SUPL pk,,) & Decx;
3) Use SUPI to retric
4) Compute K' =
) MAC): = i

+ RAK, HBREHLE
« ERERERSEER

4) Compu
s
6) 1f MAC,
7) Else (c2.K,,) ¢

K., « Decaps(cs,
Encaps(pk,).

SRita

o
@ B

OITRI. 1 % H jies=

o+
W
ok
';1§

393



TRBMTARF2 e

Industrial Technology
Research Institute

B SR R R AL

Wl 1 5 20 %K

6G THIMIE R 2 RAT2 : ERSHE

SN HN
UE

+ R #ARESAN
+ HReyEBESIRE

A1 = SEnci, Kocas, SUP)
1) Retarn (AUTN. HXKES". M)

B
B

1. “Harvest Now — Decrypt Later” L ERRE
2. POCIRERERERTEGF
3. 6GITENAM AR Z MR BEARHASE N

L

@
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National Cheng Kung University
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Security evolution i

Security issues 56: NEV, SON 30 cloud threats]
4G: p4Nayer attacks and —e
# dices threats Al/ML threats, system

NFV, SDN and

architecture attacks
26: one-viay
authemication{  cloud threats
Unsuthorie s o
16: Unencryprea
telepnone services
0O 200 Ul Low
iatency
(Suepor services,
J eprevent | 05
Network sarvicas ! apacim | fpsede. applications.
Allow high and more
uhioh | eicincy | *Lomeas | ERLLC.
LoD internet ol system
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(June 227 2023)

3GPP based Secunly test cases | O-RAN Architecture
Architecture of O-RAN network |
mn:'u‘:num | component under |
Ornesration
sk
cu | 3GPP TS 33.511 R18

Test & Integration 4y
Focus Group (TIFG)
E2E Test spec. 4.0
(Oct. 2022)
Chapter 7. Security

FrontraulFiexibe Sy
RU

L
4 oL
v
Consumer
—
0.0

Open]Fronthual 7-2%)
O-RU

Open A

(2GPP TS 23.511 R16}

rniquotipocrib oy
Sl r sgp e

M Plane

O-Cloud
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Additional Functions o1
SMO g
Non-RT RIC (rApps)
Near-RT RIC (xApps) a

More Open Interfaces 6, \-8

AL E2,01,02, ORAN
Open FH (7-2x) &\ I
Modified Architecture
Lower Layer Split with
Open FH (7-24)
g Copyright  AURAY All rights Reserved

Decouple of hardware and
software along with use of
3rd party xApps and rApps

Container/Virtualization

Container and cloud
security risks

Open Source Software
Exposure to zero-day
vulnerabilities and public
exploits

3GPPEAO-RANE B RERIBES T

3GPP based O-RAN Architecture Interfaces
Architecture
Compatible to 3GPP
e
Orchestration. ®E1
[ ® F1-C/F1-U
cu
- B ‘ Specific to O-RAN
cucp}ﬂnuwr oAl
‘ ®E2
=\ ®o01
ou ®02
FronthauiFlexicle Spiti © Open Frounthual
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M-Plane ey
O s D
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Threat i ‘
Protocol Specs.
Requi Specs.

Test Specification

[

next Generation Research
Group (nGRG)

RS-0L: Requlremems
RS-02:
RS-03: Al/ML

' RS-04: Security (ZTA)
RS-05: nG Research

Open| Fronthual (7-2x)
ORU

0-Cloud

Service Management and
Orchestration

Security Studies

Non Real Time RIC
{July 2022)

Near Real Time RIC

Shared 0-RU

p 0-Cloud

Application Life Cycle
Log Management

June, 2023

| platforms
7w
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Security Requirements

security requirements and security cantrals per O-RAN
Specifications v05.00 functons.

- Specifies
defined interface and O-RAN cefined network

specifications for O.

Sec 3¢ Security protacols
Security F“”{’,%g‘%g"“"'“a"""s implemestation incleding TLS, IPSes, pry o ] ciphers,

Provide test cases to validate implementation of security

Security Test Specifications « o el At o e o

5 Identifies assets, vulnerabiliies, threats applicable to O-RAN

‘O-RAN Security Threat Modeling architecture

and Remediation Analysis ¥05.00 Performs risk analysis l:uv'ecommem counteneasures and
controls
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O-RAN Network O-Cloud platform

Functions and Apps

curity
Infrastructure

PO-RANE Z RIS AR

42211 MATRMPHFRCL SN

+ Near-RT RIC securi
including authentication
and authorization for
XAPPs

seary Inclucing image
+ Open Fronthaul M- signing

plane security . Cnnhmer orchestration
+ Non-RT RIC secunty. - Al Interface security
+ Securty for SMO - E2 Interface O-Cloud Notification API
+ AlINL Security = O1 Interface security 'Y

RENRE R0 secly (mduding fiv e
services]

ice:
+ Host OS harcening

+ Securly Log
Management
+ Application Lifecycle
Management (App
LGM) Including software
Sining. anboariing and
deployment

application

+ O-RU Centralized User
management

+ SBOM for Open-source
s!w raceabilily

WG11 also davelops security test specifications for audit and verification of security compliance

s
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IoT Endpoint 1 &Y Application
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to-end zero trust security strategy is
the key to ensuring your critical
applications run reliably and securly on
the enterprise 5G networks.
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