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SHA-1 SHA-1 80 bits <1 160 bits | 1
[FIPS180]
SHA-2 SHA-224 112 bits | <1 224 bits |3
[FIPS180] SHA-

512/224

SHA-256 128 bits |2 256 bits |5
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512/256
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Total

Insecure 10 ® Secure 20

* Weak 15 ® Recommended 10

All Endpoints Logs Cipher Suites

ALL [ ] 10 of 683:
255.255.255.255 .
Timestamp

104.18.40.68

=

104.208.16.88 2023-089-21 00:08:00.000

104.208.16.90 2023-89-

=

21 00:08:00.000

104.21.30.106

=

2023-09-20 00:07:59.000

111.63.65.178

=

2023-09-20 00:07:59.000

13.107.246.73

=

-89-28 00:07:59.000

13.107.42.16

=

13.107.6.171 9-20 00:07:58.000

140.112.172.5

=

~20 00:07:58.000

140.92.13.107

=

-20 00:07:57.000
140.92.69.80

-20 00:07:57.000

=

140.112.172.5

=

89-19 00:07:57.000

>
7

B ATete R (Weak)

i+ Bk (Insecure)

Cipher Suite Name TLS Version
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA384

TLS_RSA_WITH_AES_128_CBC_SHA

34 Y,

&

Dst Port TLS Version

® RECOMMENDED
@ INSECURE

1122

1122
92.168.70.122
8.

70.128 @ INSECURE
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Security

® INSECURE

Last updated: 2023-09-21 00:08:02

Cipher Suite Name

TLS_DHE_RSA_WITH_AE¢
TLS_ECDHE_RSA_WITH_/
TLS_ECOHE_RSA_WITH_/
TLS_ECDHE_RSA_WITH_/
TLS_ECDHE_RSA_WITH_/
TLS_RSA_WITH_AES_128
TLS_RSA_WITH_AES_128
TLS_RSA_WITH_AES_128
TLS_RSA_WITH_AES_128

TLS_ECDHE_RSA_WITH_/




RiliPort BEIP B#9Port MEEEE R AR5 5 ER RESR

2024-08-0€100.00.00.004 64435 1xx.xx.xx.xx1 443 TLS_AES_256_GCM_SHA384 TLSV13 | itxxxx.xxxx.com RECOMMENDED
2024-08-0€100.000.000.08 55119 Ixx.xx.xx.5 443 TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 TLSv12 xxxmail xxx.xxx.tw SECURE
2024-08-0€100.00.00.00 60127 | 1xx.xx.xx.3 444 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 TLSv12 xxxmail.xxx.xxx.tw | SECURE
2024-08-0€100.000.00.003 58296 1xX.XX.XX.XX6 4461 TLS_RSA_WITH_AES_128_GCM_SHA256 TLSV12 erpxxx.xxxx.com  WEAK
2024-08-0€100.00.00.09 56236 1xx.XX.XX.XX9 443 TLS_RSA_WITH_AES_256_GCM_SHA384 TLSV12 xxxxx.xxxxx.com  WEAK
2024-08-0¢100.00.00.009 60276 1xX.XX.XXX.X7 4509 TLS_RSA_WITH_AES_256_GCM_SHA384 TLSv12 aaaa.aaaaa.com WEAK
2024-08-0€100.00.00.02 49281 Ixx.xx.xx.xx1 10003 TLS_RSA_WITH_AES_256_GCM_SHA384 TLSv12 WEAK
2024-08-0€100.00.000.06 56391 1xx.xx.XX.X6 8443 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 TLSv12 WEAK

(b)
TR KR AR FER
W 1DAdeialnss. 1487 fap

SN BB A SERIA T
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B R G M2 MR-

= R - BEE B IELR
. 135/ DRFERMMMBIEE (Weak ) : 12345 %

BREBZZREN TLS R TEREABAT

TLS_ECDHE_RSA WITH _ o .- | 2013 E#:8HA TLS 1.0 - SSL 3.0 &
_AES_128_CBC_SHA ERRARN CBC BB SHIWE -

Z5%| *DHEat WE  WEHODIEAR

TLS_DHE_RSA_WITH_A .

ThA A S T | TLSv12 | BRESMREBWER T - BEREERE
ES_256_GCM_SHA384 ( *DOS ) WE -
TLS_RSA WITH_AES_1 TLSVI2 £ F RSA ETH IR - FARERIM
28 GCM_SHAZ256 ZE (*PFS) -

BRIBHES :

1. BAREwBIEE (Fadi.csv) Fics Weak 5% Insecure ZiB:AATH
BPhBlnEasetEs (IP) -

2. STHERAMIZERE  ~F—TEE2HE TS‘EJE SERTEEZE M -
AMEREEMN - ARBASE L/{#Uli’z‘ﬁ?l‘,.ﬁw M ﬁﬁiﬁ%ﬂﬁ&ﬁ'% °

>,
*"

DHEat: Diffie-Hellman Exploit Against Authenticated Key DoS: Denial-of-Service attack
Exchange PFS: Perfect Forward Secrecy
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