40 {o] 335 38 1 R B R AR
RABEZhEE R

SR
1145F6 F




A 4

» #xitE
> I filg 42

p B EA
> 4




e (1/2)

» AITTHERERERLZE S MM /0L | TWNCERT Social
Drill : The Best Practice to Protect against Social Engineerin
2 0First28#t~ [Best Practice Contest 2008 | &

Best Practices Contest 2008 - Windows Internet Explorer

(S13 M |€é} hittpaffvrww cert.orgfcsintsmational/contest_2008 htrml |8 ||E| [x] |Live Search HF‘ 5
TEEE RIEE MR HREEW TEO R

V‘Go \Jr@ B~ © v % Bookmarkss 5913 blocked "% Check v % AutoLink = | AuioFll [« Send tov () Settings~

[E Team Cymry - Intern... ]&} Best Practices Cont... [_] - B = v [EE® Y O TEO Y T

search l:l@ customize| Publications Catalog

Best Practices Contest 2008: Protect

CERT

In conjunction with the 2008 FIRST annual conference in Vancouver,
Canada, the CERT Coordination Center and the Forum of Incident

Response and Security Teams (FIRST) jointly held the first-ever 2008 National CSIRT Meeting Information =
international competition honoring best practices and advances in
safeguarding the security of computer systems and networks. The Results of Best Practices Contest 2008
purpose of the contest was to honor experts worldwide who have
developed best practices to prevent cyber attacks or mitigate attacks Presentations from the June 2007 Collaboration
that are unfolding. Meeting
LouistRo The 2008 contest focused on two fields of security activity— Presentations from the July 2006 Workshop

prevention and mitigation—under the banner "Protect," reflecting the
first phase of a computer security incident response team's cycle of
activity: Protect, Detect, Respond and Sustain. Preventive actions =
were defined as those that secure and fortify systems and networks,
decreasing the chances of an attack against infrastructure. Mitigation
involves changing the enterprise infrastructure to contain, eradicate Steps for Creating National CSIRTs (pdf)
or fix actual or potential malicious activity.

Action List for Developing a Computer Security
2008 Winners Incident Response Team (CSIRT)

CSIRT Services
* TWNCERT Social Engineering Drill: The Best Practice to Protect

against Social Engineering Attacks in E-mail Form (pdf)

e I . o g . staffing Your Computer Security Incident
Authors: Pei-Wen Liu, Jia-Chyi Wu, Pei-Ching Liu, TWNCERT g e ty

Response Team - What Basic Skills Are Needed?

e National Spam Threat Management: WIth Case studies o Spam All documents
Incidents Analysis (pdf)
Author: Hvukioon Kim. Spam Response Team at Korea >

BRI © https://www.first.org/conference/2008/contest.ntml
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» CVSS(Common Vulnerability Scoring System) ==
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|’ SREASEEFLK
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CVSS Base Score CVSS Severity Level
0 None
0.1-3.9 Low
4.0-6.9 Medium
7.0-8.9 High
Critical

9.0-10.0




2 #0738 7l B ifm ikl (KEV)

» KEV(Known Exploited Vulnerabilities)2CISA& &K E
288  AnBREk&IOEA R Z ExmE - MAKEVEE
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» OJ5] BRIKEVE R A S BN

CYBERSECURITY & G =
INFRASTRUCTURE (|
SECURITY AGENCY ¢

|.
AMERICA’'S CYBER DEFENSE AGENCY

Reducing the Significant Risk of Known Exploited
Vulnerabilities Email Updates

To sign up for updates or to access your subscriber preferences, please enter your contact
information below.

For the benefit of the cybersecurity community and network defenders—and to hz\p every organiza(iun better manage vulnerabilities and keep pace with threat activity—CISA Efnail Address

maintains the autharitati of ilities that have b loited in the wi Emﬁxmmmﬂm(m)mmg.cmﬂmngly recommends all ‘
arganizations review and monitor the KEV catalog and prioritize remediation of the listed vulnerabilities to reduc kelihood of compromise by known threat actors.

All federal civilian executive branch (FCEB) agencies quired to remediate ilitiesin the ki talog within prescribed timeframes under Binding Operational Directive Submit ‘ Cancel |
(BOD) 22-01, Reducing the Signi i K Exploited iliti ound by BOD 22-01, every organization, including thase in state, local, tribal, an
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EPSS scores can shift around because of new information (e.g CPE data is available now, an exploit is published, etc)

CVE-2023-26384 CVE.-2003-26419 CVE-2023-26424 | CVE2012-1008 CVE-2006-2380 | CVE-202127095
28.3% +219%| 23.5% +&‘4 73.3% +219% ¢3% 8% | Zoon +1T% 9e% +8.5%

CVE-2023-26392 CVE-2023-26420 CVE-2005-2290 _ CVE-2005-3253 R CVE-2017-0264 _7:9% | CVE-2021-28448
23.3% +219%| 23.5% +219% 19.4% W Sook % Soe L +6.5%

CVE-2023-26417  0023-26422 CVE-2007-2291 CVE-2022.28823 .| CVE-2012-0991 g | CVE-2021.28449 . |
3.3% +2l9%| 7 57.7% +19:3% 46.8% +17% | 81.6% 5% §is +6.5%

VE-20 2022.28824 | CVE-2021-27089 . | CVE-2021-28451
53.3% 4.07% 358% +17% | §o% +OE% Gi% +6.5%

CVE-2023-26422

3.3% +21.9
CVE.2023-26418 CVE2023-26423 CVE-2004-2219 _17:3% CVE-2022
23.3% +2llox +&% A
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