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International
Information
System Security
Certification
Consortium (ISC2)
[2]

Certified Information
Systems Security
Professional (CISSP)
Information Systems
Security Management
Professional (ISSMP)
Governance, Risk and
Compliance Certification
(CGRC)

Systems Security Certified
Practitioner (SSCP)
Certified Cloud Security
Professional (CCSP)
Certified Secure Software
Lifecycle Professional
(CSSLP)

HealthCare Information
Security and Privacy
Practitioner (HCISPP) (**
115F 127 1p 18 % 2k 3R30)
Information Systems
Security Architecture
Professional (ISSAP)
Information Systems
Security Engineering
Professional (ISSEP)
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The Computing
Technology
Industry
Association
(CompTIA)[3]

CompTIA Security+
CompTIA Cybersecurity
Analyst (CompTIA CySA+)
CompTIA SecurityX
CompTIA PenTest+

CREST[4]

(1)
(2)
(3)
(1)
(2)
(1)
(2)

(3)

Penetration Testing

The CREST Practitioner
Security Analyst (CPSA)
The CREST Certified Red
Team Specialist (CCRTS)
The CREST Certified Red
Team Manager (CCRTM)
Threat Intelligence

The CREST Registered
Threat Intelligence
Analyst (CRTIA)

The CREST Certified Threat
Intelligence Manager
(CCTIM)

Incident Response

The CREST Practitioner
Intrusion Analyst (CPIA)
The CREST Registered
Intrusion Analyst (CRIA)
The CREST Certified
Incident Manager (CCIM)

EC-Council[5]

Certified Chief
Information Security
Officer (CCISO)

Associate Certified Chief
Information Security
Officer (Associate CCISO)

Certified Network Defender
Course (CND)

Certified Ethical Hacker
(CEH)

Certified Ethical Hacker
(CEH) Practical

CEH (Master)

Computer Hacking Forensic
Investigator (CHFI)
EC-Council Certified
Incident Handler (ECIH)
EC-Council Disaster

Recovery Professional
(EDRP)
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10.

11.

12.

Certified Threat
Intelligence Analyst
(CTIA)

Certified Application
Security Engineer (CASE)
NET ~ JAVA

Certified Penetration
Testing Professional
(CPENT™)

Licensed Penetration
Tester Master (LPT
(Master))

Certified SOC Analyst
(CSA)
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6. | Global Management, Legal & Audit 1. Cloud Security
Information (1) GIAC Security Leadership (1) GIAC Cloud Security
Assurance (GSLC) Essentials Certification
Certification (2) GIAC Systems and Network (GCLD)

(GIAC)[6] Auditor Certification (2) GIAC Certified Web

(GSNA) (W 43%)

(3) GIAC Law of Data Security
& Investigations (GLEG)
(L)

(4) GIAC Strategic Planning,
Policy, and Leadership
(GSTRT)

(5) GIAC Information Security
Professional Certification
(GISP)

(6) GIAC Critical Controls
Certification (GCCC)

Application Defender
(GWEB)

(3) GIAC Cloud Security
Automation (GCSA)

(4) GIAC Public Cloud Security
(GPCS)

2. Cyber Defense

(1) GIAC Open Source
Intelligence Certification
(GOSI)

(2) GIAC Certified Intrusion
Analyst Certification
(GCIA)

(3) GIAC Certified Windows
Security Administrator
(GCWN) (- 1g#)

(4) GIAC Continuous Monitoring
Certification (GMON)

(5) GIAC Defensible Security
Architecture Certification
(GDSA)

(6) GIAC Certified Detection
Analyst (GCDA)

(7) GIAC Security Operations
Certified (GSOC)

(8) GIAC Information Security
Fundamentals (GISF)

(9) GIAC Security Essentials
(GSEC)

(10) GIAC Certified Enterprise
Defender (GCED)

(11) GIAC Certified Incident
Handler Certification
(GCIH)

(12) GIAC Foundational
Cybersecurity Technologies
(GFACT)

(13) GIAC Defending Advanced
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Threats (GDAT)

(14) GIAC Python Coder (GPYC)

3.
(1)

(2)
(3)
(4)
(5)

(6)

(7)

(1)
(2)

(3)

(4)
(5)
(6)

(7)

(1)

Offensive Operations

GIAC Enterprise
Vulnerability Assessor
Certification (GEVA) (iR
F3#)

GIAC Penetration Tester
Certification (GPEN)

GIAC Web Application
Penetration Tester (GWAPT)
GIAC Mobile Device
Security Analyst (GMOB)
GIAC Cloud Penetration
Tester (GCPN)

GIAC Assessing and
Auditing Wireless Networks
(GAWN)

GIAC Exploit Researcher
and Advanced Penetration
Tester (GXPN)

Digital Forensics and
Incident Response

GIAC Battlefield Forensics
& Acquisition (GBFA)

GIAC Certified Forensic
Examiner (GCFE)

GIAC Advanced Smartphone
Forensic Certification
(GASF)

GIAC Certified Forensic
Analyst (GCFA)

GIAC Network Forensic
Analyst (GNFA)

GIAC Cyber Threat
Intelligence (GCTI)

GIAC Reverse Engineering
Malware Certification
(GREM)

Industrial Control Systems
GIAC Global Industrial
Cyber Security
Professional Certification
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(GICSP)

(2) GIAC Response and
Industrial Defense (GRID)

(3) GIAC Critical
Infrastructure Protection
Certification (GCIP)

6. Portfolio Certification
GIAC Security Expert (GSE)
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7. | Information Certified Information
Systems Audit and Security Manager (CISM)
Control Certified in the
Association Governance of Enterprise
(ISACA)[T] IT (CGEIT)
Certified Information
Systems Auditor (CISA)
Certified in Risk and
Information Systems
Control (CRISC)
8. | The International Certified Computer Examiner
Society of (CCE)
Forensic Computer
Examiners
(ISFCE)[8]
9. | 0ffSec[9] 0ffSec Certified
Professional (OSCP)
Offensive Security
Certified Expert (OSCE)
0ffSec Wireless
Professional (OSWP)
0ffSec Exploitation Expert
(OSEE)
0ffSec Web Expert (OSWE)
0ffSec Exploit Developer
(OSED)
0ffSec Experienced
Penetration Tester (OSEP)
OffSec Certified Expert 3
(0SCE")
0ffSec Certified
Professional (OSCP+)
10. | Ciscol10] Cisco Certified Network

Associate (CCNA)

Cisco Certified
Cybersecurity Associate
(R 4% Cisco Certified
CyberOps Associate » #-3%
II7T#17220p 8 %0k 30
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11. | &A3c[11] 1. iPAS F#= 21 4257 ¢ i
4 gy
12. | International 1. ISA/IEC 62443 1. ISA/IEC 62443
Society of Cybersecurity Fundamentals Cybersecurity Design
Automation Specialist Specialist
(ISA)[12] 2. ISA/IEC 62443 2. ISA/IEC 62443
Cybersecurity Risk Cybersecurity Maintenance
Assessment Specialist Specialist
3. ISA/IEC 62443
Cybersecurity Expert
13. | Hack The Box 1. HTB Certified Defensive
(HTB)[13] Security Analyst (HTB
CDSA)
2. HTB Certified Penetration
Testing Specialist (HTB
CPTS)
14. | The Cyber AB[14] CMMC Certified
Professional (CCP)
CMMC Certified Assessor
(CCA)
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TAF : https://www. taftw. org. tw/
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[AF : https://www. 1afcertsearch. org/search/certification-

bodies?standards_1d=4cb16367-3cdb-Habc-a382-

1£524564b9d9&standards_name=1S0%2027001

ISC2 : https://www. isc2. org/

CompTIA : https://certification. comptia. org/

CREST : https://www. crest-approved. org
EC-council : https://www. eccouncil. org/
GIAC : https://www. giac. org/
[SACA : https://www. 1saca. org/
ISFCE : https://www. 1sfce. com/
0ffSec : https://www. of fsec. com/

. Cisco : https://www. cisco. com

. 1PAS : https://www. 1pas. org. tw/1ise

. ISA  https://www. isa. org/
. HTB : https://academy. hackthebox. com/
. The Cyber AB : https://cyberab. org/
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