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UPDATE: Proof-of-Concepts (PoCs) for the SonicOS SSLVPN Authentication Bypass Vulnerability (CVE-2024-53704)
are now publicly available. This significantly increases the risk of exploitation. Customers must immediately update all
unpatched firewalls (7.1.x & 8.0.0). If applying the firmware update is not possible, disable SSLVPN. For further
assistance, please contact SonicWall support.
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An Authentication Bypass Using an Alternate Path or Channel vulnerability
[CWE-288] affecting FortiOS and FortiProxy may allow a remote attacker to

gain super-admin privileges via crafted requests to Node.js websocket module
or via crafted CSF proxy requests.

Please note that reports show this is being exploited in the wild.
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