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Part 1: The Act and Related Regulations
I. Cyber Security Management Act

1. Enacted and promulgated a total twenty-three articles of the Act by Presidential Order
Hua Zong 1 Yi Zi No. 10700060021 on July 6, 2018; The implementation date of the

Act shall be stipulated by the competent authority.

2. Issued by Executive Yuan Order yuan tai hu zi No. 1070217128 on December 5, 2018.

The implementation date of the Act was stipulated on January 1, 2019.
Chapter 1 General Provision

Article 1 This Cyber Security Management Act (hereinafter referred to
as the Act) 1s duly stipulated in an effort to positively carry
out the national cyber security policy, accelerate the
construction of environment for national cyber security to
safeguard national security, and protect public interests of the

entire society.
Article 2 The competent authority over the Act is the Executive Yuan.
Article 3 The terms under the Act are defined as follows:

1. Information and communication system: That refers to the
system to be used to collect, control, transmit, store,
circulate, delete information or to make other processing,

using and sharing of such information.

2. Information and communication service: That refers to the

service to be used to collect, control, transmit, store,



circulate, delete information or to make other processing,

use and sharing of such information.

. Cyber security: That refers to such effort to prevent
information and communication system or information
from being unauthorized access, use, control, disclosure,
damage, alteration, destruction or other infringement to
assure the confidentiality, integrity and availability of

information and system.

. Cyber security incident: That refers to an event where the
state of the system, service or network ,through
identification, likely shows  violation of the cyber
security policy, or failure of the security protective
measures, thus adversely affect performance of
information and communication system function, and

constitute a threat against the cyber security policy.

. Government agency: That refers to central, local
government agency (institution) or public juristic person
that exercises public power according to law, excluding

military and intelligence agency.

. Specific non-government agency: That refers to critical
infrastructure provider, government-owned enterprises

and government-endowed foundation.

. Critical infrastructure: That refers to asset, system or
network, either physical or virtual, once discontinued

from operation or becoming less effective, would lead to



significant negative impact upon the national security,
public interests, living standard of citizen and economic
activities, which shall be re-examined and promulgated by

the competent authority regularly.

8. Critical infrastructure provider: That refers to the ones
who maintain or provide critical infrastructure either in
whole or in part, as designated by the central authority in
charge of relevant industry, which shall be submitted to

the competent authority for ratification.

9. Government-endowed foundation: That refers to a
foundation of which the operation and capital employment
plan of its funds shall be submitted to the Legislative Yuan
in accordance with Paragraph 3 of Article 41 of the
Budget Act and its annual budget statement shall be
submitted to the Legislative Yuan for deliberation in

accordance with Paragraph 4 of the same Article.

Article 4 In an effort to promote cyber security, the government shall
provide resources, and integrate the momentum of both
civilian groups and private sectors, and boost cyber security

awareness of all people, and implement the following issues:
1. Cultivation of cyber security professionals.

2. Cyber security technology research and development,
integration,  application, and  industry-academia
cooperation, as well as interchange and cooperation with

international community.



Article 5

Article 6

3. Development of cyber security industry.

4. Development of cyber security related software and
hardware specifications, relevant services and verification

mechanism.

Issues Promotion in the preceding Paragraph shall be
stipulated by the competent authority under the national cyber

security program.

The competent authority shall plan and promote the cyber
security policy, and the cyber security technology
development, and interchange and cooperation with
international community, and the comprehensive cyber
security protection relevant undertakings, as well as
announce the report of national cyber security status, the
summary auditing report on the implementation of the cyber
security maintenance plan for the government agency, and the

national cyber security program.

The status report, summary auditing report and the national
cyber security programs of the preceding Paragraph shall be

submitted to the Legislative Yuan for review.

The competent authority may commission or entrust other
government agency, juristic person or organization to
implement integrated protection of cyber security,
interchange and cooperation with international community,

and other cyber security related issues.



Article 7

The government agency, juristic person or organization, or
second-tier subcontractor of the preceding Paragraph shall
not divulge the secret of critical infrastructure provider which
becomes known in the process of enforcement or implement

of relevant issues.

The competent authority shall stipulate the cyber security
responsibility levels by considering the criteria on the
importance, confidentiality and sensitivity of the business,
the hierarchy of the agency, and the category, quantity and
attribute of the information reserved or processed, as well as
the scale and attribute of the information and communication
system of the government agency and specific non-
government agency. The relevant regulations regard the
baseline for responsibility levels, application for a change in
the level, content of obligation, staffing of dedicated
personnel and other regulations and issues concerned shall be

stipulated by the competent authority.

The competent authority may audit a specific non-
government agency in its implementation of cyber security
maintenance plan, of which the frequency, content, method
and other issues concerned shall be stipulated by the

competent authority.

A specific non-government agency 1is audited as per
preceding Paragraph, and found defective or needing
improvement in the cyber security maintenance program, it

shall submit the improvement report to the competent



Article 8

Article 9

authority and tothe central authority in charge of relevant

industry.

The competent authority shall set up the cyber security

information sharing mechanism.

Regulation regarding analysis, integration, and the sharing of
content, procedure and method, and other matters of the cyber
security information in the preceding Paragraph shall be

stipulated by the competent authority.

A government agency or specific non-government agency
outsources for setup, maintenance of the cyber security
system, or for provision of cyber security services, such
government agency or specific non-government agency shall,
within the realm of this Act, take into account outsourced
party’s professional capability and hands-on experience, as
well as attribute of the outsourced item and requirement of
cyber security, select the appropriate party for outsourcing

and oversee its cyber security maintenance service.

Chapter 2 Government Agency Cyber Security Management

Article 10 A government agency shall satisfy the requirements of the

cyber security responsibility level, and take into account the
category, quantity and attribute of the information reserved or
processed, along with the scale and attribute of the
information and communication system, to stipulate, amend

and implement the cyber security maintenance plan.



Article 11

Article 12

Article 13

Article 14

A government agency shall staff the position of Cyber
Security Officer, which to be concurrently served by the
deputy head or other appropriate personnel as designated by
the agency head. The Cyber Security Officer shall assume the
responsibility to carry out and oversee the cyber security

business of the agency.

A government agency shall submit to the superior or
supervisory authority about the implementation of the cyber
security maintenance plan annually. Without such superior
authority, the implementation report of the cyber security
maintenance program shall be submitted to the competent

authority.

A government agency shall audit the subordinate authority
under its supervision about the implementation of the cyber

security maintenance plan.

When an agency is audited and found defective or needing
improvement in the cyber security maintenance plan, it shall
submit the improvement report to the auditing agency and the

superior or the supervisory authority.

To cope with cyber security incident, a government agency

shall stipulate the reporting and responding mechanism.

When privy to a cyber security incident, the government
agency shall report to the superior or supervisory authority as

well as tothe competent authority. Without such superior



authority, the government agency shall report to the

competent authority.

A government agency shall file a report on the investigation,
handling and improvement on the cyber security incident,
and shall submit the report to the superior or supervisory
authority as well as the competent authority. Without a
superior authority, the government agency shall submit to

the competent authority.

Regulations regarding the essentials of the reporting and
responding mechanism, content of notification, submittal of
report and other matters in the three preceding Paragraphs

shall be stipulated by the competent authority.

Article 15 Personnel with proven performance in cyber security
maintenance, a government agency shall present incentive

award.

Regulations for such incentive award in the preceding

Paragraph shall be stipulated by the competent authority.

Chapter 3 Specific Non-Government Agency Cyber Security

Management

Article 16 The central authority in charge of relevant industry shall,
after consulting with the relevant government agency, civil
associations, scholars and experts for their opinions,
designate the critical infrastructure provider and submit to
the competent authority for approval, while notifying the

approved provider in writing.

8



A critical infrastructure provider shall satisfy the
requirements of the cyber security responsibility level, and
take into account the category, quantity and attribute of the
information reserved or processed, along with the scale and
attribute of the information and communication system, to
stipulate, amend and 1mplement the cyber security

maintenance plan.

A critical infrastructure provider shall submit to the central
authority in charge of relevant industry about the

implementation of the cyber security maintenance plan.

The central authority in charge of relevant industry shall
audit the critical infrastructure provider about the

implementation of the cyber security maintenance plan.

When a critical infrastructure provider is audited and found
defective or needing improvement in the cyber security
maintenance plan, it shall submit the improvement report to

the central authority in charge of relevant industry.

Regulations regarding the essentials of the cyber security
maintenance plan, and submittal of the implementation,
audit frequency, contents and methods, submittal of the
improvement reports and other matters in Paragraph 2 to
Paragraph 5 shall be drafted by the central authority in
charge of relevant industry, and submit to the competent

authority for approval.



Article 17 A specific non-government agency other than critical
infrastructure provider, shall satisfy the requirements of the
cyber security responsibility level, and take into account the
category, quantity and attribute of the information reserved
or processed, along with the scale and attribute of the
information and communication system, to stipulate, amend

and implement the cyber security maintenance plan.

The central authority in charge of relevant industry may
request the specific non-government agency under their
charge mentioned in the preceding Paragraph, to submit a
report about implementation of the cyber security

maintenance plan.

The central authority in charge of relevant industry may
audit the specific non-government agency under their charge
mentioned in the Paragraph 1 regarding their
implementation of the cyber security maintenance plan.
When found defective or needing improvement in the cyber
security maintenance plan, the audited specific non-
government agency shall be required to submit an

improvement report before a specified date.

Regulations regarding the essentials of the cyber security
maintenance plan, and submittal of the implementation,
audit frequency, contents and methods, submittal of the
improvement reports and other matters in preceding three

Paragraphs shall be drafted by the central authority in charge

10



Article 18

of relevant industry, and submit to the competent authority

for approval.

To cope with cyber security incident, a specific non-
government agency shall stipulate the reporting and

responding mechanism.

When privy to a cyber security incident, a specific non-
government agency shall report to the central authority in

charge of relevant industry.

A specific non-government agency shall file a report on the
investigation, handling and improvement on the cyber
security incident and shall submit the report to the central
authority in charge of relevant industry. In case of a severe
cyber security incident, it shall further notify the competent

authority.

Regulations regarding the essentials of the reporting and
responding mechanism, content of notification, submittal of
report and other matters in the three preceding Paragraphs

shall be stipulated by the competent authority.

When privy to asevere cyber security incident, the
competent authority or the central authority in charge of
relevant industry may, in a timely manner, promulgate the
essential contents of the incident and coping measures and

render relevant support.

11



Chapter 4 Penalties

Article 19 Personnel of a government agency shall be subject to
discipline or penalty in accordance with the relevant

regulations if failing to comply with the regulation of the Act.

Regulations for such penalty in the preceding Paragraph
shall be stipulated by the competent authority.

Article 20 If aspecific non-government agency has one among those
enumerated below transpired, the central authority in charge
of relevant industry shall order it to complete corrective
actions within the specified time limit. If it fails to complete
corrective actions within the specified time limit, it shall be
subject to a fine ranging from NT$100,000 as the minimum
to NT$1,000,000 as the maximum for each offense:

1. If 1t fails to stipulate, amend or implementthe cyber
security maintenance planin accordance with Paragraph
2 of Article 16 or Paragraph 1 of Article 17, orviolates
the essential items in the cyber security maintenance plan
under Paragraph 6 of Article 16 or Paragraph 4 of Article
17.

2. If it fails to submit the report on implementation of the
cyber security maintenance plan to the central authority
in charge of relevant industry in accordance with
Paragraph 3 of Article 16 or Paragraph 2 of Article 17,
or fails the requirements with the submittal of the

implementation of the cyber security maintenance plan

12



stipulated under Paragraph 6 of Article 16 or Paragraph
4 of Article 17.

3. If it fails the requirements under Paragraph 3 of Article
7, Paragraph 5 of Article 16 or Paragraph 3 of Article 17,
unable to submit the improvement reports to the
competent authority, the central authority in charge of
relevant industry, or violates the regulation with the
submitting of the improvement report under Paragraph 6
of Article 16 or Paragraph 4 of Article 17.

4. 1If it fails to stipulate the reporting and responding
mechanism of cyber security incidentin accordance with
Paragraph 1 of Article 18, or violates the essential items
inthe reporting and responding mechanism under

Paragraph 4 of Article 18.

5. If it fails the requirements under Paragraph 3 of Article
18, unable to submit the cyber security investigation,
handling and improvement reports regarding cyber
security incidents to the central authority in charge of
relevant industryor the competent authority, or violate
the regulation with the submitting of thereport under
Paragraph 4 of Article 18.

6. If it violates the regulation regarding the contents of

notification under Paragraph 4 of Article 18.

Article 21 A specific non-government agency violates the provisions

Paragraph 2 of Article 18, by failing to report a cyber

13



security incident, the central authority in charge of relevant
industry shall impose a fine ranging from NT$300,000 as the
minimum to NT$5,000,000 as the maximum, and shall order
it to complete improvement within a specified time limit. If
it fails to complete such requirement within the specified
time limit, apenalty for each additional offense shall be re-

imposed.
Chapter 5 Supplementary provisions

Article 22 The enforcement rules of the Act shall be stipulated by the

competent authority.

Article 23 The implementation date of the Act shall be stipulated by the

competent authority.

14



II. Enforcement Rules of Cyber Security
Management Act

1. Promulgated on Novenber 21, 2018
2. Amendment promulgated on 23 August 2021

Article 1

Article 2

Article 3

These Rules are stipulated in accordance with Article 22 of
the Cyber Security Management Act (hereinafter referred
to as the Act).

The term “military agency” as used in Subparagraph 5 of
Article 3 of the Act refers to the Ministry of National
Defense and its subordinate agency (institution), troop,
school; and the term “intelligence agency” as used therein,
refers to the agency specified in Subparagraph 1 of
Paragraph 1 and Paragraph 2 of Article 3 of the National

Intelligence Services Law.

In submitting improvement reports under Paragraph 3 of
Article 7, Paragraph 2 of Article 13, Paragraph 5 of Article
16 or Paragraph 3 of Article 17 of the Act, the government
agency or the specific non-government agency (hereinafter
referred to as “each agency”) shall submit the following
contents in response to the audit result of the
implementation of the cyber security maintenance plan,
and shall submit the implementation of the improvement
report in the manner and within the time as designated by
the competent authority, superior or supervisory authority,

the central authority in charge of relevant industry:

1. Flaws or items to be improved.

15



2. Causes of occurrence.

3. Measures in aspects of management, technology,
manpower, or resource to be taken for flaws or items to

be improved.

4. The estimated completion schedules of the measures
under the preceding subparagraph and the tracking

method on implementation progresses.

Article 4 When each agency outsources parties for setup,
maintenance of information and communication system, or
provision of information and communication service
(hereinafter referred to as the “outsourced business™) in
accordance with Article 9 of the Act, attention should be
paid to the following matters for the selection and

supervision of the outsourced party.

1. The procedures and environment of the outsourced
party in conducting outsourced business shall have
completed cyber security management measures or

have passed the verification of third party.

2. The outsourced party shall deploy sufficient and
properly qualified and trained cyber security
professionals who hold cyber security professional

licenses or have similar business experience.

3. Whether the outsourced party can second-tier
subcontract outsourced business’ scopes and objects

that may be second-tier subcontract and the cyber

16



security maintenance measures that the second-tier

subcontractor should have.

. If the outsourced business involves classified national

security information, the person who conduct the
outsourced business shall be reviewed and the departure
shall be controlled in accordance with the Classified

National Security Information Protection Act.

. If the outsourced business includes customized

development of information and communication system,
the outsourced party shall provide security testing
certificate of such information and communication
system; if such information and communications
system is the core system of the outsourcing agency, or
the outsourcing amount exceeds NT$10,000,000, the
outsourcing agency shall conduct itself or contract third
party to conduct the security testing; if the use of system
or resource other than those developed by the
outsourced party is involved, content and source of
those not developed by the outsourced party shall be
indicated and the certification of authorization thereof

shall be provided.

. If the outsourced party conducts outsourced businesses
in violation of the relevant regulatory requirement of
cyber security or becomes aware of cyber security
incident, it shall immediately notify the outsourcing

agency thereof and take remedy measure therefor.

17



7. If the entrusting relationship is terminated or canceled,
it shall be confirmed that the outsourced party has
returned, handed over, deleted or destroyed all materials

in its possession for the performance of the contract.

8. The outsourced party shall take other relevant measure

for cyber security.

9. The outsourcing agency shall, periodically, or whenever
it becomes aware of the occurrence of cyber security
incident of the outsourced party that might affect the
outsourced business, confirm the implementation status
of the outsourced business by audit or other appropriate
method.

In conducting the competency audit under Subparagraph 4
of the preceding paragraph, the outsourcing agency shall
take into consideration the confidential level and content of
the classified national security information in which the
outsourced business is involved, and shall, to the necessary
extent, check whether the personnel of the outsourced party
who performs such business or other personnel who might
access such classified national security information has any

of the following circumstances:

1. One who had committed the offense of disclosing secret,
or had committed the offense of civil disturbance or
treason after the termination of the Period of National
Mobilization in Suppression of Communist Rebellion,
and was finally convicted, or was put on a wanted list

18



Article 5

Article 6

which has not been closed.

2. One who was aformer public official, was subject to
administrative penalty or demerit record due to a
violation of relevant regulatory for security

confidentiality.

3. One who was induced or coerced by foreign
government, mainland China, Hong Kong or Macau
government to engage in activity unfavorable to

national security or significant interest of the nation.

4. Other concrete item relating to the protection of

classified national security information.

The circumstance under Subparagraph 4 of Paragraph 1
shall be stated in the tender notice, tender document and
contract; before the verification of the competency audit,

the relevant personnel shall agree in writing document.

The “inwriting” document under Paragraph 3 of the
preceding article and Paragraph 1 of Article 16 of the Act
may be the electronic one in accordance with the Electronic

Signatures Act.

The cyber security maintenance plan under Article 10,
Paragraph 2 of Article 16, and Paragraph 1 of Article 17 of
the Act shall include the following:

1. Core businesses and their significance.

2. Cyber security policy and objectives.

19



3. The organization promoting cyber security.
4. The deployment of dedicated manpower and fund.

5. The deployment of Cyber Security Officer of the

government agency.

6. The inventory of information and communication
systems and information, and indicating the core ones

and relevant assets.
7. Risk assessments of cyber security.
8. Protection and control measures for cyber security.

9. The notification, response and rehearsal mechanisms

relating to cyber security incidents.

10.Cyber security information assessment and response

mechanism.

11.Management measures for outsourced information and

communication system or service.

12.Assessment mechanism for personnel of the
government agency who conducts business involving

cyber security matters.

13.The continual improvement and performance
management mechanism for the cyber security

maintenance plan and implementation status.

The implementation of cyber security maintenance plans

submitted by each agency under Article 12, Paragraph 3 of

20



Article 7

Article 16, or Paragraph 2 of Article 17 of the Act shall
include the implementation results of and relevant
explanations for those under each subparagraph of the

preceding paragraph.

The stipulation, amendment, and implementation of the
cyber security maintenance plans under Paragraph 1, and
the submission of the implementation thereof to be
conducted by a government agency may, with consent of
its superior or supervisory authority, be conducted by its
superior or supervisory authority or another government
agency subordinate to its superior or supervisory authority;
and in case of a specific non-government agency, the same
may, with consent of its central authority in charge of
relevant industry, be conducted by its central authority in
charge of relevant industry, a subordinate government
agency of such central authority in charge of relevant
industry, or another specific non-government agency
regulated by the central authority in charge of relevant

industry.

The scope of the core businesses specified in Subparagraph

1 of Paragraph 1 of the preceding article are as follows:

1. Businesses that are considered as the core
accountabilities of the government agency as

determined by its organizational regulation.

2. Major services or functions of government-owned
enterprise and government-endowed foundation.

21



Article &

3. Businesses that are required by each agency for the

maintenance and provision of critical infrastructure.

4. Businesses in which each agency is involved in
accordance with Paragraphs 1 to 5 of Article 4, or
Paragraphs 1 to 4 of Article 5 of the Regulations on
Classification of Cyber Security Responsibility Levels.

The term “core information and communication system” as
used in Subparagraph 6 of Paragraph 1 of the preceding
article refers to the system that is necessary for supporting
the continual operation of core business, or that is of high
level of defense requirements as determined in accordance
with Schedule 9 to the Regulations on Classification of
Cyber Security Responsibility Levels — principles of

classification of cyber system defense requirement levels.

The investigation, handling and improvement report on
cyber security incident under Paragraph 3 of Article 14 and
Paragraph 3 of Article 18 of the Act shall include the

following:

1. Times of the occurrences of or the awareness of the
occurrences of the incidents, the completion of damage

control or recovery operations.

2. The scope affected by the incidents and the damage

assessment.
3. The courses of damage control and recovery operations.

4. The courses of incident investigations and handling

22



Article 9

operations.
5. Cause analysis of the incident.

6. Measures in aspects of management, technology,
manpower or resources taken to prevent the

reoccurrences of similar incident.

7. The estimated completion schedule and the follow-up
mechanism of the measures under the preceding

subparagraph.

Before designating critical infrastructure providers under
Paragraph 1 of Article 16 of the Act, the central authority
in charge of relevant industry shall give such providers the

opportunity to state their opinions.

Article 10 The term “severe cyber security incident” as used in

Article 11

Paragraphs 3 and 5 of Article 18 of the Act refer to level-3
and level-4 cyber security incidents specified in Paragraphs
4 and 5 of Article 2 of the Regulations on the Notification

and Response of Cyber Security Incidents.

When the competent authority or the central authority in
charge of relevant industry is privy to a cyber security
incident and publicize the necessary contents and
countermeasures relating to severe cyber security incidents
under Paragraph 5 of Article 18 of the Act, upon awareness
of such incidents, times of occurrence or privy of the
occurrence, causes, affection degree, control status, and

subsequent improvement measures of such incidents shall

23



be stated in the publications.

Under any of the following circumstances, the necessary
contents and contingency measures relating to the incidents

under the preceding paragraph shall not be publicized:

1. If it involves trade secrets or information relating to
business operations of individuals, juristic persons or
organizations or if the disclosure might infringe upon
rights or other rightful interests of the government
agency, individual, juristic person or organizations;
except as is otherwise required by law, or necessary for
public welfare or necessary for protection of life, body,
and health of people, or with consent of the parties

concerned.

2. Other circumstances of confidentiality, restriction, or

prohibition on disclosure as required by law.

If the necessary contents and contingency measure relating
to the incidents shall not be publicized under Paragraph 1,
only the other portion may be publicized.

Article 12 If businesses of the specific non-government agency
involve the accountabilities of several central authority in
charge of relevant industry, the competent authority may
designate via coordination more than one central authority
in charge of relevant industry to solely or jointly conduct
the matters to be conducted by the central authority in

charge of relevant industry under the Act.

24



Article 13 The implementation date of the Rules shall be stipulated by

the competent authority.

The amendments to these Enforcement Rules shall take

effect on the date of promulgation.

25



III. Regulations on Classification of Cyber
Security Responsibility Levels

1. Promulgated on Novenber 21, 2018

2. Amendment promulgated on 26 August 2019

3. Amendment promulgated on 23 August 2021

Article 1

Article 2

Article 3

These Regulations are stipulated according to Paragraph 1
of Article 7 of the Cyber Security Management Act

(hereinafter referred to as “the Act”).

The cyber security responsibility levels of the government
agency or specific non-government agency(hereinafter

referred to as “each agency”) are classified from high to
low into Level-A, Level-B, Level-C, Level-D and Level-E.

The competent authority shall approve its own cyber

security responsibility levels every two years.

The agencies directly subordinate to the Executive Yuan
shall, every two years, propose the cyber security
responsibility levels of their own, their subordinate or
supervisory government agencies, and the specific non-
government agencies under their charge, and shall report

the same to the competent authority for approval.

Special municipality, county (city) governments shall,
every two years, propose the cyber security responsibility
levels of their own, their subordinate or supervisory

government agencies, and their governed villages

26



(townships/cities), mountain indigenous district offices of
municipality, and the subordinate or supervisory
government agencies of such governed villages
(townships/cities) and mountain indigenous district offices
of special municipalities, and shall report the same to the

competent authority for approval.

Special municipality and county (city) councils, village
(township/city) councils, and mountain indigenous districts
of special municipality councils shall, every two years,
submit their own cyber security responsibility levels, which
shall be compiled and submitted by the municipality and
county (city) governments where they are located to the

competent authority for approval.

The Presidential Office, the National Security Council, the
Legislative Yuan, the Judicial Yuan, the Examination Yuan,
and the Control Yuan shall, every two years, approve the
cyber security responsibility levels of their own, their
subordinate or supervisory government agencies, and the
specific non-government agencies under their charge, and
shall submit the same to the competent authority for

recordation.

If each agency is required to change its cyber security
responsibility levels due to adjustments to organizations or
businesses, it shall immediately conduct the change to
levels according to the procedures under the preceding five

paragraphs; the same shall apply to the case when a new

27



Article 4

agency is established.

In conducting the submission or approval of cyber security
responsibility levels under Paragraph 1 to Paragraph 5, if
the government agency thinks it is necessary to otherwise
give the entities within the government agency or the
specific non-government agency the levels that are
different from those of such agency, it may determine such
levels in accordance with the requirements of Article 4 to
Article 10, by taking into consideration the nature of

businesses of such entities.

The cyber security responsibility levels of each agency

under any of the following circumstances are Level-A:

1. Its business involves classified national security

information.

2. Its business involves matters of foreign affairs,

national defense, or homeland security.

3. Its business involves the maintenance operation of
information and communication system commonly

used for nationwide people services or cross agencies.

4. TIts business involves the possession of personal

information of nationwide people or public officials.

5. It is a government agency, and its business involves

matters of nationwide critical infrastructure.

6. It is a critical infrastructure provider, and the central

government level authority in charge of the subject
28



7.

industry, based on the consideration of the number of
users, market share, the area and the substitutability of
its business or maintenance operation of critical
infrastructures and services, considers that the failures
of or impact on its cyber security system might cause
disasters or extremely serious impact on social public
interests, people’s morale, or the security of people’s

lives, body or property.

It is a government medical center.

Article 5 The cyber security responsibility levels of each agency

under any of the following circumstances are Level-B.

l.

Its business involves the security maintenance and
management of national core technology information
that is donated, funded, researched, or developed by

the government agency.

Its business involves the maintenance operation of
information and communication systems that are
commonly used for regional or local people services or

Cross agencies.

Its business involves the possession of the archives of

personal information of regional or local people.

Its business involves the maintenance operation of
information and communication systems that are
commonly used for the central secondary authority and

its subordinate government agencies (institutions).

29



Article 6

Article 7

5. It is a government agency, and its business involves

matters of regional or local critical infrastructure.

6. It is a critical infrastructure provider, and the central
authority in charge of relevant industry, based on
consideration of the number of users, market share, the
area and the substitutability of its business, or the
maintenance operation of critical infrastructure and
services, considers that the failure of or impacts on its
information and communication system might cause
serious impact on social public interest, people’s
morale, or the security of people’s lives, body or

properties.
7. Itis a public regional hospital or local hospital.

The cyber security responsibility levels of each agency who
maintains and operates by itself or outsources the

establishment and development of cyber systems are Level-
C.

The information and communication system established by
itself or outsourced under the preceding paragraph, refers
to the information and communication system with

authority-division and management functions.

The cyber security responsibility levels of each agency who
conducts information and communication business by itself
but does not maintain and operate the information and
communication system that is established and developed

by itself or outsourced for the development thereof are
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Level-D.

Article 8 The cyber security responsibility levels of each agency

under any of the following circumstances are Level-E:

1. It neither has the information and communication
system, nor provides the information and

communication service.

2. Itis a government agency, and all its information and
communication business is conducted concurrently or
managed by its superior agency, supervisory agency or
the agency designated by the agencies mentioned

above.

3. It is a specific non-government agency, and all of its
information and communication business is conducted
concurrently or managed by its central authority in
charge of relevant industry, the subordinate
government agency of the central authority in charge
of relevant industry, the specific non-government
agency under their charge by the central authority in
charge of relevant industry, or the funding government

agency.

Article 9 If the cyber security responsibility levels of each agency
conforms to two or above requirements under Article 4 to
the preceding articles, the levels of such agency are
classified as the highest level conforming to such

requirements.
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Article 10 The cyber security responsibility levels of each agency

shall be determined in accordance with the preceding six

articles; however, when the government agency submits or

approves the cyber security responsibility levels under

Paragraphs 1 to 5 of Article 3, the levels of each agency

may be adjusted, by taking into consideration the degree of

impact of the following matters on national security, social

public interests, the security of people’s lives, body, or

properties, or the reputation of the government agency:

l.

If its business involves foreign affairs, national defense,
homeland security, or its business involves nationwide,
regional or local energy, water resources,
telecommunication, transportation, banking & finance,

emergent rescues, and hospitals.

If its business involves personal information, official
confidentiality, or other information which should be
confidential by law or by contract - the quantity and
nature of such information, and the unauthorized
access, use, control, breach, damage, tampering,

destruction or other infringement.

Depending on different levels of each agency - the

impact on, failure, or interruption of its functions.

Other concrete matters relating to the provision,
maintenance operation, size, or nature of information

and communication system.

Article 11 Each agency shall conduct the matters specified in
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Schedule 1 to Schedule 8, depending on its cyber security

responsibility levels.

For the information and communication system that is
developed by each agency itself or outsourced for the
development, each agency shall complete the classification
of information and communication system according to the
principles of classification of defense requirements of
information and communication system specified in
Schedule 9, and shall implement control measures
according to the defense standards of information and
communication system specified in Schedule 10; if the
central authority in charge of relevant industry of a specific
non-government agency considers it is necessary to
otherwise provide for defense standards of specific types of
the information and communication systems, it may
propose by itself the defense standards and report such
standards to the competent authority for approval, and shall

follow the requirements of such standards, if approved.

In conducting the matters specified in Schedule 1 to
Schedule 8 or implementing control measures specified in
Schedule 10, if each agency has apparent difficulties in
conducting or implementing specific matters or control
measures due to such factors as technical limitation, design,
structure or nature of individual cyber systems, it may, with
consent of each agency submitting its levels under
Paragraph 2 to Paragraph 4 of Article 3 or each agency

approving its levels under Paragraph 5 of the same article,
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Article 12

and upon reporting to the competent authority for
recordation, be exempted from the implementation of such

matters or control measures.

The government agency whose cyber security
responsibility levels are Level-A or Level-B shall report the
implementation status of matters under Paragraph 1 and
Paragraph 2 in the manner designated by the competent

authority.

The central authority in charge of relevant industry may
require the specific non-government agency regulated
under their charge to report the implementation status of
matters under Paragraph 1 and Paragraph 2 in the manner

designated.

The implementation date of these Regulations shall be

stipulated by the competent authority.

The amendments to these Regulations shall take effect on

the date of promulgation.
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Schedule 1: Matters to be conducted by the government agency of cyber
security responsibility Level-A

System
aspect

Sub-items
conducted

Items
conducted

Contents conducted

Management
aspect

Classification of levels and
defense standards of the
information and
communication system

Within one year after receipt of initial
approval or change of level, the
government agency shall complete the
classification of levels of the information
and communication systems developed by
itself or outsourced according to Schedule
9, and shall complete the control measures
specified in Schedule 10; subsequently,
the government agency shall inspect the
appropriateness of the classification of
levels of the information and
communication systems at least once a
year.

The importation of the
information security
management  system  and
verification by a impartial third

party

Within two years after receipt of initial
approval or change of level, the
government agency shall import to all of
its core information and communication
systems the standards - CNS 27001 or ISO
27001 information security management
system, or other systems or standards with
equal or better effects, or other standards
developed by the government agency
itself and approved by the competent
authority; within three years of the
completion of impartial third-party
certification, the government agency shall
continually maintain the validity of its
certification.

Dedicated
personnel

cyber  security

Within one year after receipt of initial
approval or change of levels, the
government agency shall deploy four
persons on a full-time basis.

Internal cyber security audits

Conduct twice a year.

Business sustainable operation
rehearsals

Conduct once a year for all core
information and communication systems.

Cyber governance
assessment

maturity

Conduct once a year.

Restricted use of threatening
national cyber security
products

1. Except for business needs and no other
alternatives, it is not allowed to
purchase and use the threatening
national cyber security products that
are produced, researched, developed,
manufactured or provided by the
manufacturers approved by the
competent authority.
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2. When purchasing or wusing a
threatening national cyber security
product, it shall specify the reasons
and purchase it on a case-by-case basis
after receiving approval from the
competent authority.

3. For the threatening national cyber
security products that was used before
the amendment to the Regulation took
effect or that was approved by the
competent authority for business
needs and have no other alternatives,
they should be listed for management
and should not be interfaced with the
official network environment.

Technical
aspect

Security
detection

Vulnerability
scanning

Conduct twice a year for all core
information and communication systems.

Penetration test

Conduct once a year for all core
information and communication systems.

Cyber
security
health
diagnosis

Inspection of
network
frameworks

Inspection of
malicious cyber
activities

Inspection of
malicious
activities in user
terminal
computers

Inspection of
malicious
activities in
servers

Inspection of
settings of
directory servers
and settings of
firewall
connections

Conduct once a year.

Cyber security threat detection
management mechanisms

Within one year after receipt of initial
approval or change of level, the
government agency shall complete the
development  of  threat  detection
mechanism, and shall continue the
maintenance and operation thereof and
submit the monitoring management
documentation in the manner designated
by the competent authority. The
monitoring scope shall include the
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contents conducted for “Endpoint
detection and response mechanism” and
“Cyber security defense” as specified in
this Schedule, the cyber equipment
records of the active directory system and
the agency’s core information and
communication system, and the records of
information service or the application.

Government configuration

baseline

Within one year of receipt of initial
approval or change of levels, the
government agency shall complete the
import  operation of  government
configuration standards for the items
publicized by the competent authority and
shall continue the maintenance and
operation thereof.

Vulnerability alert and

notification system mechanism

1. Within one year of receipt of initial
approval or change of levels, the
government agency shall complete
the import operation of the
vulnerability alert and notification
system mechanism, and shall
continue the maintenance and
operation thereof and submit the
inventory data of information assets
in the manner designated by the
competent authority.

2. If it has been approved before the
amendments to these Regulations
were enforced on August 23, 2021,
the government agency shall, within
one year of the enforcement of the
amendments, complete the import
operation of the vulnerability alert
and notification system mechanism,
continue the maintenance and
operation thereof and submit the
inventory data of information assets
in the manner designated by the
competent authority.

Endpoint detection and
response mechanism

1. Within two years of receipt of initial
approval or change of levels, the
government agency shall complete
the import operation of endpoint
detection and response mechanism,
and shall continue the maintenance
and operation thereof and submit the
detection data in the manner
designated by the competent
authority.
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2. If it has been approved before the
amendments to these Regulations
were enforced on August 23, 2021,
the government agency shall, within
two years of the enforcement of the
amendments, complete the endpoint
detection and response mechanism,
continue the maintenance and
operation thereof and submit the
detection data in the manner
designated by the competent
authority.

Cyber
security
defense

Anti-virus
software

Network firewalls

If the government
agency has email
servers, it should
have email
filtering
mechanisms

Intrusion
detection
defense
mechanism

and

If the government
agency has core
information and
communication
systems for
external services,
it should have the
application
firewalls

Defense measures
for advanced
persistent  threat
attacks

Within one year after receipt of approval
or change of levels, the government
agency shall complete activation of
various cyber security defense measures
and continue to use such measures and
timely conduct the necessary update or
upgrading of software and hardware.

Awareness
and training

Cyber
security
education
and
training

Full-time cyber
security personnel

Each personnel shall receive the cyber
security professional program training or
the cyber security competence training for
not less than twelve hours each year.

Information
personnel
than
cyber
personnel

other
full-time
security

Each personnel shall receive the cyber
security professional program training or
the cyber security competence training for
not less than three hours every two years
and receive general cyber security
education training for not less than three
hours each year.
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Each year, each person shall receive
general cyber security education training
for not less than three hours.

General user and
officer

1. Within one year after receipt of initial
approval or change of levels, at least
four full-time cyber security persons
shall each hold one or more licenses
and certificates, and shall continually

Cyber security professional maintain the validity of the licenses

license and  competence and certificates.

training certificates 2. If it has been approved before the

amendments to these Regulations

were enforced on August 23, 2021,

such requirements shall be met within

one year of the enforcement of the
amendments.

Notes:

1.

If the nature of the information and communication system is a shared one, whether it
belonged to the core one, it shall be judged by the agency in charge of the establishment,
maintenance or development of such information and communication system.

. The third party as used in “impartial third-party certification” refers to an agency

commissioned by the competent authority for the accreditation in accordance with the
Standards Act of our country; the certificate issued by such third party shall bear the
accreditation mark of the above-said commissioned agency.

. The full-time cyber security personnel refer to the personnel who should implement cyber

security businesses in full-time.

. In conducting “cyber security health diagnosis” of this Schedule, in addition to

implementation of the items, contents and timeframes specified in this Schedule, the
government agency may take other measures which have equal or better effects as
approved by the competent authority.

. Vulnerability alert and notification system mechanism refers to the operations in

combination of the information asset management and vulnerability management, the
grasp of overall risk trends, and the assistance to the agency in fulfilment of matters to be
conducted for asset inventory and risk assessment under the Act.

. Endpoint detection and response mechanism refers to the protective operations with

functions of active scanning and detecting on endpoint, vulnerability protection, analysis
of suspicious program or abnormal activities and display function of the level of relevant
threats.

. Cyber security professional license refer to the cyber security professional license issued

by domestic and foreign issuing authority (entity) recognized by the competent authority.
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Schedule 2: Matters to be conducted by the specific non-government agency
of cyber security responsibility Level-A

System aspect

Sub-items
conducted

Items
conducted

Contents conducted

Management
aspect

Classification of levels and
defense standards of the
information and
communication system

Within one year after receipt of initial
approval or change of level, the
specific non-government agency shall
complete the classification of levels of
the information and communication
systems developed by itself or
outsourced according to Schedule 9,
and shall complete the control
measures specified in Schedule 10;
subsequently, the specific non-
government agency shall inspect the
appropriateness of the classification
of levels of the information and
communication systems at least once
a year.

The importation of the
information security
management  system  and

verification by a impartial third
party

Within two years after receipt of
initial approval or change of level, the
specific non-government agency shall
import to all of its core information
and communication systems the
standards - CNS 27001 or ISO 27001
information security management
system, or other systems or standards
with equal or better effects, or other
standards developed by the specific
non-government agency itself and
approved by the competent authority;
within three years of the completion
of impartial third-party certification,
the specific non-government agency
shall continually maintain the validity
of its certification.

Dedicated
personnel

cyber  security

Within one year after receipt of initial
approval or change of levels, the
specific non-government agency shall
deploy four persons.

Internal cyber security audits

Conduct twice a year

Business sustainable operation

Conduct once a year for all core

rehearsal information and communication
systems
. - Conduct twice a year for all core
. Security Vulnerability . uer tw Y .
Technical aspect . . information and communication
detection scanning
systems
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Penetration test

Conduct once a year for all core
information and communication
systems

Cyber
security
health
diagnosis

Inspection  of
network
frameworks

Inspection  of
malicious cyber
activities

Inspection  of
malicious
activities in user
terminal

computers
Inspection  of
malicious
activities in
servers
Inspection  of
settings of

directory servers
and settings of
firewall
connection

Conduct once a year

Cyber security threat detection
management mechanism

Within one year after receipt of initial
approval or change of level, the
specific non-government agency shall
complete the development of threat
detection mechanism, and shall
continue the maintenance and
operation thereof. The monitoring
scope shall include the contents
conducted for “Cyber security
defense” as specified in this Schedule,
the cyber equipment records of the
active directory system and the
agency’s core information and
communication system, and the
records of information service or the
application.

Vulnerability alert and
notification system mechanism

1. Within one year after receipt of
initial approval or change of
level, the critical infrastructure
provider shall complete the
import operation of vulnerability
alert and notification system
mechanism, and shall continue
the maintenance and operation
thereof and submit the inventory
data of information assets in the
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manner designated by the
competent authority.

2. Ifithas been approved before the
amendments to these
Regulations were enforced on
August 23, 2021, the critical
infrastructure provider shall,
within one year of the
enforcement of the amendments,
complete the import operation of
the vulnerability alert and
notification system mechanism,
continue the maintenance and
operation thereof and submit the
inventory data of information
assets in the manner designated
by the competent authority.

Cyber
security
defense

Anti-virus
software
Network
firewalls

If the specific
non-government
agency has
email servers, it
should have
email filtering
mechanisms
Intrusion

detection and
defense
mechanism

If the specific
non-government
agency has core
information and

communication
systems for
external
services, it
should have the
application
firewalls
Defense
measures for
advanced

persistent threat
attacks

Within one year after receipt of
approval or change of levels, the
specific non-government agency shall
complete activation of various cyber
security defense measures and
continue to use such measures and
timely conduct the necessary update
or upgrading of software and
hardware.
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Dedicated cyber
security

Each personnel shall receive the cyber
security professional program training
or the cyber security competence
training for not less than twelve hours

personnel cach year.
Cyber Each personnel shall receive the cyber
security Information security professional program training
education personnel other | or the cyber security competence
and training | than dedicated | training for not less than three hours
cyber security | every two years and receive general
personnel cyber security education training for

Awareness
training

not less than three hours each year.

Each year, each person shall receive
the general cyber security education
training for not less than three hours

General user and

and officer

1. Within one year after receipt of
initial approval or change of
levels, at least four dedicated
cyber security persons shall each
hold one or more licenses, and
shall continually maintain the
validity of licenses.

If it has been approved before
the  enforcement of the
amendments to these
Regulations on August 23, 2021,
such requirements shall be met
within one year of the
enforcement of the amendments.

Cyber security professional
licenses 2.

Notes:

1.

If the nature of the information and communication system is a shared one, whether it
belonged to the core one, it shall be judged by the agency in charge of the establishment,
maintenance or development of such information and communication system.

. The third party as used in “impartial third-party certification” refers to an agency

commissioned by the competent authority for the accreditation in accordance with the
Standards Act of our country; the certificate issued by such third party shall bear the

accreditation mark of the above-said commissioned agency.

. In conducting “cyber security health diagnosis” of this Schedule, in addition to

implementation of the items, contents and timeframes specified in this Schedule, the
specific non-government agency may take other measures which have equal or better
effects as approved by the central authority in charge of relevant industry.

. Vulnerability alert and notification system mechanism refers to the operations in

combination of the information asset management and vulnerability management, the
grasp of overall risk trends, and the assistance to the agency in fulfilment of matters to be
conducted for asset inventory and risk assessment under the Act.
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5. Cyber security professional license refer to the cyber security professional license issued
by domestic and foreign issuing authority (entity) recognized by the competent authority.

6. The central authority in charge of relevant industry of the specific non-government agency
may, depending on the actual requirements and to the extent of compliance with these
Regulations, otherwise provide for the cyber security matters to be conducted by its
regulated specific non-government agency.

44



Schedule 3: Matters to be conducted by the government agency of cyber
security responsibility Level-B

System
aspect

Sub-items

Items conducted conducted

Contents conducted

Manageme
nt aspect

Classification of levels and defense
standards of the information and
communication system

Within one year after receipt of initial
approval or change of level, the
government agency shall complete the
classification of levels of the
information and  communication
systems developed by itself or
outsourced according to Schedule 9,
and shall complete the control measures
specified in Schedule 10; subsequently,
the government agency shall inspect the
appropriateness of the classification of
levels of information and
communication systems at least once a
year.

The importation of the information
security management system and
verification by a impartial third

party

Within two years after receipt of initial
approval or change of level, the
government agency shall import to all
of its core information and
communication systems the standards -
CNS 27001 or ISO 27001 information
security management system, or other
systems or standards with equal or
better effects, or other standards
developed by the government agency
itself and approved by the competent
authority; within three years of the
completion of impartial third-party
certification, the government agency
shall continually maintain the validity
of its certification.

Dedicated cyber security personnel

Within one year after receipt of initial
approval or change of levels, the
government agency shall deploy two
persons on full-time basis.

Internal cyber security audits

Conduct once a year.

Business  sustainable

rehearsal

operation

Conduct once every two years for all
core information and communication
systems.

Cyber governance
assessment

maturity

Conduct once a year.

Technical
aspect

Security
detection

Vulnerability
scanning

Conduct once a year for all core
information and communication
systems.
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Penetration test

Conduct once every two years for all
core information and communication
systems.

Cyber security
health diagnosis

Inspection  of
network
frameworks
Inspection  of
malicious cyber
activities
Inspection  of
malicious

activities in user
terminal

computers
Inspection  of
malicious
activities in
servers
Inspection  of
settings of

directory servers
and settings of
firewall
connections

Conduct once every two years.

Cyber

security threat detection

management mechanisms

Within one year after receipt of initial
approval or change of level, the
government agency shall complete the
development of threat detection
mechanism, and shall continue the
maintenance and operation thereof and
submit the monitoring management
documentation in  the  manner
designated by the competent authority.
The monitoring scope shall include the
contents conducted for “Endpoint
detection and response mechanism”
and “Cyber security defense” as
specified in this Schedule, the cyber
equipment records of the active
directory system and the agency’s core
information and  communication
system, and the records of information
service or the application.

Government configuration baseline

Within one year of receipt of initial
approval or change of levels, the
government agency shall complete the
import operation of government
configuration baseline for the items
publicized by the competent authority,
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and shall continue the maintenance and
operation thereof.

Vulnerability alert and notification
system mechanism

1.

Within one year of receipt of
initial approval or change of
levels, the government agency
shall complete the import
operation of the vulnerability alert
and notification system
mechanism, and shall continue the
maintenance and operation thereof
and submit the inventory data of
information assets in the manner
designated by the competent
authority.

If it has been approved before the
amendments to these Regulations
were enforced on August 23,
2021, the government agency
shall, within one year of the
enforcement of the amendments,
complete the import operation of
the  vulnerability alert and
notification system mechanism,
continue the maintenance and
operation thereof and submit the
inventory data of information
assets in the manner designated by
the competent authority.

Endpoint detection and response
mechanism

Within two years of receipt of
initial approval or change of
levels, the government agency
shall complete the import
operation of Endpoint detection
and response mechanism, and
shall continue the maintenance
and operation thereof and submit
the detection data in the manner
designated by the competent
authority.

If it has been approved before the
enforcement of the amendments to
these Regulations on August 23,
2021, the government agency
shall, within two years of the
enforcement of the amendments,
complete the Endpoint detection
and response mechanism, and
shall continue the maintenance
and operation thereof and submit
the detection data in the manner
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designated by the

authority.

competent

Cyber security
defense

Anti-virus
software

Network firewalls

If the government
agency has email
servers, it should
have email
filtering
mechanisms

Intrusion
detection
defense
mechanism

and

If the government
agency has core

information and
communication
systems for

external services,
it should have the

Within one year after receipt of
approval or change of levels, the
government agency shall complete
activation of various cyber security
defense measures and continue to use
such measures and timely conduct the
necessary update or upgrading of
software and hardware.

Awareness
and training

Cyber security
education and
training

application
firewalls
Each personnel shall receive the cyber
security professional program training
Full-time cyber | or the cyber security competence

security personnel

training for not less than twelve hours
each year.

Information
personnel
than
cyber
personnel

other
full-time
security

Each personnel shall receive the cyber
security professional program training
or the cyber security competence
training for not less than three hours
every two years and receive general
cyber security education training for
not less than three hours each year.

General user and
officer

Each year, each person shall receive the
general cyber security education
training for not less than three hours
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1. Within one year after receipt of
initial approval or change of levels,
at least two full-time cyber security
persons shall each hold one or more
license(s) and certificate(s), and
shall continually maintain those
validity.

2. If it has been approved before the
enforcement of the amendments to
these Regulations on August 23,
2021, such requirements shall be
met within one year of the
enforcement of the amendments.

Cyber security professional license
and competence training certificates

Notes:

1.

If the nature of the information and communication system is a shared one, whether it
belonged to the core one, it shall be judged by the agency in charge of the establishment,
maintenance or development of such information and communication system.

. The third party as used in “impartial third-party certification” refers to an agency

commissioned by the competent authority for the accreditation in accordance with the
Standards Act of our country; the certification issued by such third party shall bear the

accreditation mark of the above-said commissioned agency.

. The full-time cyber security personnel refer to the personnel who should implement cyber

security businesses in full-time.

. In conducting “cyber security health diagnosis” of this Schedule, in addition to

implementation of the items, contents and timeframes specified in this Schedule, the
government agency may take other measures which have equal or better effects as
approved by the competent authority.

. Vulnerability alert and notification system mechanism refers to the operations in

combination of the information asset management and vulnerability management, the
grasp of overall risk trends, and the assistance to the agency in fulfilment of matters to be
conducted for asset inventory and risk assessment under the Act.

. Endpoint detection and response mechanism refers to the protective operations with

functions of active scanning and detecting on endpoint, vulnerability protection, analysis
of suspicious program or abnormal activities and display function of the level of relevant
threats.

. Cyber security professional license refer to the cyber security professional license issued

by domestic and foreign issuing authority (entity) recognized by the competent authority.
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Schedule 4: Matters to be conducted by the specific non-government agency
of cyber security responsibility Level-B

System Items Sub-items Contents conducted
aspect conducted conducted
Within one year after receipt of initial
approval or change of level, the specific
non-government agency shall complete
the classification of levels of the
information and communication systems
Classification of levels and | developed by itself or outsourced
defense standards of the | according to Schedule 9, and shall
information and | complete the control measures specified
communication system in  Schedule 10; subsequently, the
specific non-government agency shall
inspect the appropriateness of the
classification of levels of information and
communication systems at least once a
year.
Within two years after receipt of initial
approval or change of level, the specific
non-government agency shall import to
all of its core information and
Management communication systems the standards -
aspect The importation of the | CNS 27001 or ISO 27001 information
information security | security management system, or other
management  system  and | systems or standards with equal or better
verification by a impartial third | effects, or other standards developed by
party the specific non-government agency
itself and approved by the competent
authority; within three years of the
completion of impartial third-party
certification,  the  specific = non-
government agency shall continually
maintain the validity of its certification.
Within one year after receipt of initial
Dedicated  cyber  security | approval or change of levels, the specific
personnel non-government agency shall deploy two
persons.
Internal cyber security audits Conduct once a year.
Business sustainable operation | Conduct once every two years for all core
rehearsal information and communication systems.
Vulnerability Conduct once a year for all core
Security scanning information and communication systems.
Technical detection Penetration test .Conduct‘once every two years for all core
aspect ' information and communication systems.
Inspection of
Cyber
security network Conduct once every two years.
frameworks
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health Inspection of

diagnosis malicious cyber
activities
Inspection of
malicious
activities in user
terminal
computers
Inspection of
malicious
activities in
servers
Inspection of
settings of
directory servers
and settings of
firewall
connections

Cyber security threat detection
management mechanism

Within one year after receipt of initial
approval or change of levels, the specific
non-government agency shall complete
the development of threat detection
mechanisms, and shall continue the
maintenance and operation thereof. The
monitoring scope shall include the
contents conducted for “Cyber security
defense” as specified in this Schedule, the
cyber equipment records of the active
directory system and the agency’s core
information and communication system,
and the records of information service or
the application.

Vulnerability alert and
notification system mechanism

1. Within one year after receipt of
initial approval or change of level,
the critical infrastructure provider
shall complete the import operation
of  vulnerability  alert and
notification system mechanism,
and shall continue the maintenance
and operation thereof and submit
the inventory data of information
assets in the manner designated by
the competent authority.

2. If it has been approved before the
amendments to these Regulations
were enforced on August 23, 2021,
the critical infrastructure provider
shall, within one year of the
enforcement of the amendments,
complete the import operation of
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the  vulnerability alert and
notification system mechanism,
continue the maintenance and
operation thereof and submit the
inventory data of information assets
in the manner designated by the
competent authority.

Anti-virus
software

Network
firewalls

If the specific
non-government

agency has email
servers, it should

have email oy .
Ve Within one year after receipt of approval
filtering .
. or change of levels, the specific non-
mechanisms
: government agency shall complete
Cyber Intrusion o . .
. . activation of wvarious cyber security
security detection and .
defense measures and continue to use
defense defense .
. such measures and timely conduct the
mechanism .
- necessary update or upgrading of
If the specific
software and hardware.
non-government
agency has core
information and
communication
systems for
external services,
it should have the
application
firewalls
Each personnel shall receive the cyber
Dedicated cyber | security professional program training or
security the cyber security competence training
personnel for not less than twelve hours each year.
Cyber Each personnel shall receive the cyber
security Information security professional program training or
education | personnel other | the cyber security competence training
Awareness and than  dedicated | for not less than three hours every two
and training | training cyber  security | years and receive general cyber security
personnel education training for not less than three
hours each year.
Each year, each person shall receive the
General user and . ) .
officer general cyber security education training
for not less than three hours.
. . 1. Within one year after receipt of
Cyber security professional Y P

licenses

initial approval or change of levels,
at least two dedicated cyber security
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persons shall each hold one or more
license(s) and certificate(s), and
shall continually maintain those
validity.

2. If it has been approved before the
enforcement of the amendments to
these Regulations on August 23,
2021, such requirements shall be
met within one year of the
enforcement of the amendments.

Notes:

1.

If the nature of the information and communication system is a shared one, whether it
belonged to the core one, it shall be judged by the agency in charge of the establishment,
maintenance or development of such information and communication system.

. The third party as used in “impartial third-party certification” refers to an agency

commissioned by the competent authority for the accreditation in accordance with the
Standards Act of our country; the certificate issued by such third party shall bear the
accreditation mark of the above-said commissioned agency.

. In conducting “cyber security health diagnosis” of this Schedule, in addition to

implementation of the items, contents and timeframes specified in this Schedule, the
specific non-government agency may take other measures which have equal or better
effects as approved by the central authority in charge of relevant industry.

. Vulnerability alert and notification system mechanism refers to the operations in

combination of the information asset management and vulnerability management, the
grasp of overall risk trends, and the assistance to the agency in fulfilment of matters to be
conducted for asset inventory and risk assessment under the Act.

. Cyber security professional license refer to the cyber security professional license issued

by domestic and foreign issuing authority (entity) recognized by the competent authority.

6. The central authority in charge of relevant industry of the specific non-government agency

may, depending on actual requirements and to the extent of compliance with requirements
of these Regulations, otherwise provide for the cyber security matters to be conducted by
its regulated specific non-government agency.
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Schedule 5: Matters to be conducted by the government agency of cyber
security responsibility Level-C

System aspect

Sub-items
conducted

Items
conducted

Contents conducted

Classification of levels and
defense standards of the
information and
communication system

Within one year after receipt of initial
approval or change of level, the
government agency shall complete the
classification of levels of the information
and communication systems developed by
itself or outsourced according to Schedule
9; subsequently, the government agency
shall inspect the appropriateness of the
classification of levels of information and
communication systems at least once a
year. If the system levels are “high”, the
government agency shall, within two years
of receipt of initial approval or change of
levels, complete the control measures
specified in Schedule 10.

Within two years after receipt of initial

Management approval or change of level, the
aspect government agency shall import to all of
its core information and communication
The importation of the systems the stanflards - CNS 27001 or ISO
information security 27001 information security managemgnt
management system system, or other systems or standards with
equal or better effects, or other standards
developed by the government agency itself
and approved by the competent authority,
and shall continually maintain the
importation thereof.
Within one year after receipt of initial
Dedicated cyber security | approval or change of levels, the
personnel government agency shall deploy one
person on a full-time basis.
Internal cyber security audits | Conduct once every two years.
Business sustainable | Conduct once every two years for all core
operation rehearsal information and communication systems.
Vulnerability | Conduct once every two years for all core
Security scanning information and communication systems.
detection Penetration Conduct once every two years for all core
test information and communication systems.
Technical Inspection  of
aspect Cyber network
security frameworks Conduct once every two years
health Inspection  of Y years.
diagnosis malicious
cyber activities
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Inspection  of
malicious
activities n
user terminal
computers

Inspection  of
malicious
activities in
servers

Inspection  of

settings of
directory
servers and
settings of
firewall
connections

Vulnerability
notification
mechanism

alert and
system

1. Within two years after receipt of
initial approval or change of level, the
government agency shall complete
the import operation of vulnerability
alert and notification  system
mechanism, and shall continue the
maintenance and operation thereof
and submit the inventory data of
information assets in the manner
designated by the competent
authority.

2. If it has been approved before the
amendments to these Regulations on
August 23, 2021, the government
agency shall, within two years of the
enforcement of the amendments,
complete the import operation of
vulnerability alert and notification
system mechanism, and shall
continue the maintenance and
operation thereof and submit the
inventory data of information assets
in the manner designated by the
competent authority.

Cyber
security
defense

Anti-virus
software

Network
firewalls

If the
government

agency has
email servers,
it should have

Within one year after receipt of approval or
change of levels, the government agency
shall complete activation of various cyber
security defense measures and continue to
use such measures and timely conduct the
necessary update or upgrading of software
and hardware.
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email filtering
mechanisms
Each personnel shall receive the cyber
Full-time security professional program training or
cyber security | the cyber security competence training for
personnel not less than twelve hours each year.
Cyber Information Each.personnel' shall receive thg .cyber
. security professional program training or
security personnel . ..
: the cyber security competence training for
education other than full-
.. s not less than three hours every two years
and training | time cyber . .
security and receive general cyber security
education training for not less than three
personnel
hours each year.
Awareness and -
. Each year, each person shall receive the
training General user . . - .
general cyber security education training
and officer
for not less than three hours.
Within one year after receipt of initial
approval or change of levels, at least one
Cyber security professional | full-time cyber security personnel shall
license and competence | hold one or more license(s) and
training certificates certificate(s), and shall continually
maintain the validity of the licenses and
certificates.
Notes:
1. If the nature of the information and communication system is a shared one, whether it

belonged to the core one, it shall be judged by the agency in charge of the establishment,
maintenance or development of such information and communication system.

. The full-time cyber security personnel refer to the personnel who should implement cyber

security businesses in full-time.

. In conducting “cyber security health diagnosis” of this Schedule, in addition to

implementation of the items, contents and timeframes specified in this Schedule, the
government agency may take other measures which have equal or better effects as
approved by the competent authority.

. Vulnerability alert and notification system mechanism refers to the operations in

combination of the information asset management and vulnerability management, the
grasp of overall risk trends, and the assistance to the agency in fulfilment of matters to be
conducted for asset inventory and risk assessment under the Act.

. Cyber security professional license refer to the cyber security professional license issued

by domestic and foreign issuing authority (entity) recognized by the competent authority.
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Schedule 6: Matters to be conducted by the specific non-government agency
of cyber security responsibility Level-C

System
aspect

Sub-items
conducted

Items
conducted

Contents conducted

Management
aspect

Classification of levels and
defense standards of the
information and
communication system

Within one year after receipt of initial
approval or change of level, the specific
non-government agency shall complete
the classifications of levels of the
information and communication systems
developed by itself or outsourced
according to Schedule 9; subsequently,
the specific non-government agency shall
inspect the appropriateness of the
classification of levels of information and
communication systems at least once a
year. If the system levels are “high”, the
specific non-government agency shall,
within two years of receipt of initial
approval or change of levels, complete
the control measures specified in
Schedule 10.

The importation of the
information security
management system

Within two years after receipt of initial
approval or change of level, the specific
non-government agency shall import to
all of its core information and
communication systems the standards -
CNS 27001 or ISO 27001 information
security management system, or other
systems or standards with equal or better
effects, or other standards developed by
the specific non-government agency
itself and approved by the competent
authority, and shall continually maintain
the importation thereof.

Dedicated
personnel

cyber  security

Within one year after receipt of initial
approval or change of levels, the specific
non-government agency shall deploy one
person.

Internal cyber security audits

Conduct once every two years.

Business sustainable operation
rehearsal

Conduct once every two years for all core
information and communication systems.

Technical
aspect

Vulnerability

Security scanning

Conduct once every two years for all core
information and communication systems.

detection )
Penetration test

Conduct once every two years for all core
information and communication systems.

Inspection of
network
frameworks

Cyber
security

Conduct once every two years.
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health Inspection of
diagnosis malicious cyber
activities
Inspection of
malicious
activities in user
terminal
computers
Inspection of
malicious
activities in
servers
Inspection of
settings of
directory servers
and settings of
firewall
connections
l. Within two years after receipt of
initial approval or change of level,
the critical infrastructure provider
shall complete the import
operation of vulnerability alert and
notification system mechanism,
and shall continue the
maintenance and operation thereof
and submit the inventory data of
information assets in the manner
designated by the competent
authority.
Vulnerability alert and | 2. If it has been approved before the

notification system mechanism

amendments to these Regulations
on August 23, 2021, the critical
infrastructure  provider  shall,
within two years of the
enforcement of the amendments,
complete the import operation of
vulnerability alert and notification
system mechanism, and shall
continue the maintenance and
operation thereof and submit the
inventory data of information
assets in the manner designated by
the competent authority.

Anti-virus
software
i}é?;irt Network
y firewalls
defense

If the specific
non-government

Within one year after receipt of approval
or change of levels, the specific non-
government agency shall complete
activation of wvarious cyber security
defense measures and continue to use
such measures and timely conduct the
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Awareness
and training

agency has email | necessary update or upgrading of
servers, it should | software and hardware.
have email
filtering
mechanisms
Each personnel shall receive the cyber
Dedicated cyber | security professional program training or
security the cyber security competence training
personnel for not less than twelve hours each year.
Cyber Each personnel shall receive the cyber
security Information security professional program training or
education | personnel other | the cyber security competence training
and than  dedicated | for not less than three hours every two
training cyber  security | years and receive general cyber security
personnel education training for not less than three
hours each year.
Each year, each person shall receive the
General user and . . ..
officer general cyber security education training
for not less than three hours.
Within one year after receipt of initial
Cyber security professional app.roval or change of .levels, at least one
. dedicated cyber security personnel shall
licenses .
hold one license or more, and shall
continually maintain the validity.

Notes:

1.

If the nature of the information and communication system is a shared one, whether it
belonged to the core one, it shall be judged by the agency in charge of the establishment,
maintenance or development of such information and communication system.

In conducting “cyber security health diagnosis” of this Schedule, in addition to
implementation of the items, contents and timeframes specified in this Schedule, the
specific non-government agency may take other measures which have equal or better
effects as approved by central authority in charge of relevant industry.

Vulnerability alert and notification system mechanism refers to the operations in
combination of the information asset management and vulnerability management, the
grasp of overall risk trends, and the assistance to the agency in fulfilment of matters to
be conducted for asset inventory and risk assessment under the Act.

Cyber security professional license refer to the cyber security professional license
issued by domestic and foreign issuing authority (entity) recognized by the competent
authority.

The central authority in charge of relevant industry of the specific non-government
agency may, depending on actual requirements and to the extent of compliance with
requirements of these Regulations, otherwise provide for the cyber security matters to

be conducted by its regulated specific non-government agency.
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Schedule 7: Matters to be conducted by each agency of cyber security

responsibility Level-D

t It .
System ems Sub-items conducted Contents conducted
aspect conducted
Anti-virus software Within one year after receipt of
approval or change of levels, each
. Cyber Network firewalls agency shall complete' activation
Technical securit of various cyber security defense
aspect de fensg If each agency has email | measures and continue to use such
servers, it should have | measures and timely conduct the
email filtering | necessary update or upgrading of
mechanisms software and hardware.
Cyber Each year, each person shall
Awareness | security General users and | receive general cyber security
and training | education officers education training for not less than

and training

three hours.

Note: The central authority in charge of relevant industry of the specific non-government

agency may, depending on actual requirements and to the extent of compliance with

requirements of these Regulations, otherwise provide for the cyber security matters

to be conducted by its regulated specific non-government agency.
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Schedule 8: Matters to be conducted by each agency of cyber security

responsibility Level-E

Sa}S/;t:g? cogglriie d Sub-items conducted Contents conducted
Cyber Each year, each person shall receive
Awareness security General user and | the general cyber security education
and training | education officer training for not less than three

and training

hours.

Note: The central authority in charge of relevant industry of the specific non-government

agency may, depending on actual requirements and to the extent of compliance with

requirements of these Regulations, otherwise provide for the cyber security matters

to be conducted by its regulated specific non-government agency.
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Schedule 9: Principles of classification of levels of defense requirements of
information and communication system

Defense
requirements
Levels

Dimension

High

Medium

Common

Confidentiality

The occurrence of cyber
security incident
resulting in impact on
information and
communication system
might cause
unauthorized disclosure
of information, leading
to very serious or
disastrous impact on the
operation,  asset or
reputation of the agency.

The occurrence of cyber
security incident resulting
in impact on information
and communication
system  might cause
unauthorized disclosure
of information, leading to
serious impact on the
operation, asset  or
reputation of the agency.

The occurrence of cyber
security incident resulting
in impact on information
and communication
system  might cause
unauthorized disclosure
of information, leading to
limited impact on the
operation, asset  or
reputation of the agency.

Integrity

The occurrence of cyber
security incident
resulting in impact on
information and
communication system
might cause the error or
tampering of the
information, leading to
very serious or
disastrous impact on the
operation, asset or
reputation of the
agency.

The occurrence of cyber
security incident resulting
in impact on information
and communication
system might cause the
error or tampering of the
information, leading to
serious impact on the
operation,  asset  or
reputation of the agency.

The occurrence of cyber
security incident resulting
in impact on information
and communication
system might cause the
error or tampering of the
information, leading to
limit impact on the
operation,  asset  or
reputation of the agency.

Availability

The occurrence of cyber
security incident
resulting in impact on
the information and
communication system
might cause the
interruption of access to
or use of the information
and information and
communication system,
leading to very serious
or disastrous impact on
the operation, asset or
reputation of the agency.

The occurrence of cyber
security incident resulting
in impact on the
information and
communication  system
might cause the
interruption of access to
or use of the information
and information and
communication system,
leading to serious impact
on the operation, asset or
reputation of the agency.

The occurrence of cyber
security incident resulting
in impact on the
information and
communication  system
might cause the
interruption of access to
or use of the information
and information and
communication system,
leading to limit impact on
the operation, asset or
reputation of the agency.
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The failure to strictly | The failure to strictly | Other status of
comply with regulatory | comply with regulatory | establishment or
requirements relating to | requirements relating to | operation of information
the establishment or |the establishment or | and communication
operation of information | operation of information | system under relevant
and communication | and communication | regulatory requirements.
system involving cyber | system involving cyber
security might cause | security might cause

impact on the | impact on the information
information and | and communication
communication system, | system, leading to cyber
Regulatory leading to cyber security | security incidents, or
compliance incidents, or impact on | impact on the legitimate

the legitimate rights and | rights and interests of
interests of others or the | others or the impartiality

impartiality and | and justifiability of the
justifiability of the | agencies in the
agencies in the | performance of
performance of | businesses, and cause the
businesses, and cause | agencies or their

the personnel of the | personnel to be subject to
agencies to be subject to | administrative

criminal liabilities. punishments, disciplines
or penalties.

Note: The defense requirement levels of the information and communication system shall be the
highest ones as determined in any of the dimensions of confidentiality, integrity, availability

and regulatory compliance relating to such systems.

63



Schedule

10: Defense standards of cyber systems

Defense requirements of systems

Levels
Control measures High Medium Common
. . Contents of the
Dimension
measures
1. The agency shall | 1. The temporary or | Establish ~ the  account
define the idle emergent accounts | management — mechanism,
time or usable which have | including the procedure for
duration of each expired should be | application, establishment,
system and the use deleted or | revision, activation,
status and prohibited. suspension and deletion.
condition of | 2. The idle accounts
information  and of information and
communication communication
system. system should be
2. When the prohibited.
permitted idle time | 3. Periodically
prescribed by the review the
agency or usable application,
time 1s exceeded, establishment,
the system should revision,
automatically activation,
logout the users. suspension  and
3. Use the deletion of
Account information ~ and accounts of
management communication information  and
system according communication
to the systems.
circumstances and | 4. All control
Access control conditions measures for the
prescribed by the level of
agency. “common”.
4. Monitor the
information  and
communication

system accounts;
report to the
administrator ~ if
any abnormal use
by an account is
found

5. Al control
measures for the
level of
“medium”.

Least privilege

The principle of least privilege is adopted.
The users(or the procures for acts on
behalf of users)are granted authorized
access required for the completion of
duties only, depending on the duties and

business functions of the agencies .

No requirement
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Remote access

Any remote connection with the
cyber system should be monitored.
The cyber system should adopt
encryption mechanisms.

The source of remote access to the
cyber system should be the access
control point as pre-defined and
managed by the agencies.

All control measures for the level of
“common”.

For each kind of
permitted remote
access, the
authorization should
be  obtained in
advance;, the use
restriction,
configuration
requirement,
connection
requirement and
documentation should
be established.

The inspection
operation of users’
privilege should be
completed at the
server terminal.

The remote access to
intranet of the agency
or the connection to
the information and
communication
system back office
should be monitored.
Encryption
mechanism should be
adopted.

Event log
accountability

and

Record events

. The log generated by the information and

communication system which is retained by
the agency should be reviewed periodically.

. All control measures for the level of

“common”.

Stipulate the time
cycle of records in
the logs  and
retention policy and
retain the logs for at
least six months.
Assure that the
information  and
communication
system has the
function of record
of specific events,
and determine the
specific
information  and
communication
system incidents to
be recorded.
Should record
various  functions
executed by the
administrator
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account of the
information  and
communication
system.

Content of log
record

The log generated by the information and communication system shall include the
type of incidents, dates of occurrence, places of occurrence, and the information
about the identification of the users relating to the incidents; the single log mechanism
should be adopted to assure the consistency of the formats of output, and other
relevant information shall be included in accordance with the cyber security policy
and requirements of laws and regulations.

Storage capacity of
the log

Storage capacity required for the log shall be equipped depending on the requirement
of the storage of the log.

1. Upon occurrence of the event of failure in log | In case of failure in log
process which should be reported immediately | process, the information and
as required by the agency, the information and | communication system

Response to failure communication system should give warnings to | should take appropriate
in log process the specific personnel within the timeframes | actions.
prescribed by the agency.

2. All control measures for the levels of “medium”
and “common”.

1. The internal clock of the system should | The  information  and
periodically synchronize with the time cycle | communication system
specified by the agency and the source of | should use the internal clock
standard times. of the system to generate

: 2. All control measures for the level of | time stamps required for the

Time stamp and B , .

time calibration common”. log, and such time stamps
should be able to correspond
to Universal Time
Coordinated(UTC) or
Greenwich Mean
Time(GMT).

1. Periodically back Should  use  the| The access management of
up the log to the integrity ~ of  the| the log is limited to the users
physical  system hashing or other| with privileges.

. different from the proper methods to
Protection of log . . :
i formation original audit assure the mechanism.

system. All control measures

2. Al control for the level of]
measures for the “common”.
level of “medium”

1. Should take the Should nperiodically] 1.  Set the requirement
backup and restore test the backup for tolerable time of
as a part of the information to verify| information loss of
testing of the the reliability of the| the system.

Business  continuity busipes; backup mediaand the| 2. Execute the system
plan Backup of system continuity plan. integrity  of  the] source codes and the

2. Should store the information. data backup.
important software All control measures
of the information for the level of
and “common”.
communication
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system and backup
of other security
related
information in the
independent
facilities or fire
cabinets at the
place different
from the operating
systems.

All control
measures for the
level of “medium”,

System rescue

Set the requirements for the tolerable time from
the interruption of information and
communication system to the recovery of
service.

When the original service interrupts, the
service is provided by the rescue equipment or
other method in lieu thereof within the tolerable
time.

No requirement

Audits and
accountabilities

Audit events

Audit events should be reviewed
periodically.
All control measures for the level of
“common”.

1. Retain audit
records according
to the prescribed
time cycle and
the policies of
record retention.
Assure that the
cyber system has
the function of
audit of specific
events, and
determine the
specific cyber
system incidents
to be audited.

2. Should audit
various functions
executed by the
administrator
account of the
cyber system.

Contents
audit records

of

Audit records generated by the cyber
systems shall include other relevant
information as required.

All control measures for the level of
“common”.

Audit records
generated by the cyber
system shall include
the type of incidents,
date of occurrence,
place of occurrence,
and information about
the identification of
the users relating to the
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incidents; single
journal recording
mechanisms should be
adopted to assure the
consistency of the
formats of output.

Storage Storage capacity required for the audit records shall be equipped
capacity for the | depending on the requirement of the storage of audit records.
audits
1. Upon occurrence of audit failure | In case of failure in the
events, which should be reported | audit process, the
immediately as required by the | cyber systems should
Response  to agencies, the cyber systems should | take appropriate
failure in audit give warnings to the specific | actions.
process personnel within the timeframes

prescribed by the agencies.

2. All control measures for the levels of
“medium” and “common”.

1. The internal clock of the system | The cyber systems
should synchronize with the time | should use the internal
cycle specified by the agencies and | clock of the systems to
the source of standard times. generate time stamps

. 2. All control measures for the level of | required for audit
Time stamp « - .
and time common”. records, and such time

o stamps should be able
calibration
to correspond to
Universal Time
Coordinated(UTC) or
Greenwich Mean
Time(GMT).

1. Periodically Should use the | The access management of
back up the 10g integrity of the | the 10g is limited to the users
to the physical hashing or other | With privileges.
system different proper methods to

Protection of log from the original assure the
information audit system. mechanism.

2. Al control All control measures
measures for the for the level of
level of “common”.

“medium”

1. Should take the Should periodically | 1. Set the requirement
backup and test the backup for tolerable time of
restore as a part information to verify information loss of

: . of the testing of the reliability of the the system.
Business continuity Backup of svst " busi back 4 d
plan ackup of system ¢ business ackup media an 2. Execute the system
continuity plan. the integrity of the source codes and the

2. Should store the information. data backup.

important

software of the
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information and | 2. All control measures
communication for the level of
system  and “common”.
backup of other

security related
information in
the independent
facilities or fire
cabinets at the
place different
from the
operating
systems.

All control
measures  for
the level of
“medium”.

System rescue

Set the requirements for the tolerable time from
the interruption of information and
communication system to the recovery of
service.

When the original service interrupts, the
service is provided by the rescue equipment or
other method in lieu thereof within the
tolerable time.

No requirement

Identification
and
authentication

Identification and

Adopt multiple authentication technologies for
the access to the information and
communication system.

All control measures for the level of “medium”

The  information  and

communication system
should have the function of
identification and

authentication  of and “common”. authentication ~ of  sole
internal users agency users(or the program
of act on behalf of agency
Users); common accounts
are prohibited.
Identity verification mechanism should prevent | 1. When using the preset
from the logon by automatic program or the password to login the
trials of change of password. system, should
The password resetting mechanisms have immediately ~ change
verified identities of users again, and then send the password after
one-time and time-based tokens. logon.
All control measures for the level of | 2.  Information relating to
“common”. identity  verification
may not be transmitted
Identity by plain text.
verification 3. Have the account
management lockout mechanism; if
the identity
verification for

account logon fails for
five times, disallow
such  account to
continue the trial of
logon at least within
fifteen minutes, or use
the failure verification
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mechanisms built by
the agencies
themselves.

4. While the password is
used to  conduct
authentication,  the
least complexity of
password should be
imposed; and the
restriction  on  the
shortest and longest
validity of passwords
should be imposed.

5. Inthe event of change
of password, at least
the password may not
be same as those used
for previous three
times.

6. The measures
specified in points 4
and 5 may be
conducted for non-

internal users
according  to  the
regulations formulated
by the agencies
themselves.
Authentication The information and communication system should shield the information in the
information course of authentication.
feedback
Encryption module When the information and cpmr_nunication systems | No requirement
authentication use the passwords for authentication, such passwords

should be encrypted, or stored after hashing process.

[dentification  or
authentication of
non-internal users

The information and communication systems should identity and authenticate non-
internal users (or the program of act on behalf of agency users).

Access
systems
services

to
and

Requirement
phase of
system
development
life circle

Use the method of checklist to confirm system security
requirements(including confidentiality, availability and integrity).

Design phase
of system
development
life circle

1. Depending on the system functions | No requirement
and requirements, identify the threats
that might impact on the system, to
conduct risk analysis and assessment.

2. Feedback the risk assessment results
to the screening items of the
requirement phase and submit the
revision of security requirements.

Development . Execute “source code scanning” security | 1. Should practice
phase of testing. . necessary control
system 2. The system should have the notification measures for the
development mechanisms when serious error occurs. security

life circle requirements.
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3.

All control measures for the level of “medium”

and “common”.

Should pay
attention to the
avoidance of
common software
vulnerabilities,
and practice
necessary
measures.

When errors
occur, the user’s
pages display
short error
message and code
only, without
detailed error
message.

Testing phase
of system
development
life circle

10.

11.

Execute
security testing.

“penetration

testing”

All control measures for the level of
“medium” and “common”.

Execute “vulnerability

scanning”

security

testing.

Deployment
and
maintenance
operation
phase
system
development
life circle

of

In the maintenance operation phase of system
development life circle, the version control and
change management shall be implemented.

All control measures for the level of

“common”.

1.

Under the deployment
environment, should
conduct update and
fixing of relevant
cyber security threats,
and close unnecessary
services and ports.
Not to wuse preset
passwords for
information and
communication
system.

Outsourcing phase

If the development of the information and communication system is outsourced, the

of system | security requirements by level (including confidentiality, availability, integrity) for
development life | each phase of system development life circle shall be included in the outsourcing
circle contract.
. Development, testing, and formal | No requirement
Obtaining . .
operation environments should be
programs
separated.
System Should store the documents relating to the management system
documents development life circle.
1. The information and | No requirement No requirement
communication ~ system
should adopt encryption
mechanism, to prevent
Protection  of | confidentiality from unauthorized
Svsterms and | and inteerity of disclosure of information
Y .. cetity or to detect the change of
communications | transmission

information; unless there
are substitutive physical
protection measures in
the course of
transmission.
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2. Use public, international
institution verified and
not cracked algorithms.

3. Support the maximum
length key of algorithms.

4. Periodically change the
encryption  key  or
certification.

5. Should formulate the
management regulations
on the custody of key at

Securities of data
storage

server terminal, and

implement security

defense measures that

should exist.
The important configuration | No requirement. No requirement.
setting ~ file  of  the
information and

communication system and
other relevant confidential

information  required  for
protection should be
encrypted or stored by other
appropriate method.

Integrity
systems
information

of
and

1. Periodically confirm the status of fixing of
relevant vulnerabilities of the information and

The vulnerability fixing of
the system should be tested

z;ilggrablhty communication system. for the effectiveness and

2. All control measures for the level of | potential impact, and should
“common”. be updated periodically.

1. The information | 1. Monitor the | If a sign of hacking to the
and information and | information and
communication communication communication system is
system  should system to detect the | found, should notify the
adopt automatic attack and | specific personnel of the
tools to monitor unauthorized agencies thereof.
the access connection and to

Monitoring of communication identify the
information  and flows; if unusual unauthorized users of
communication or unauthorized the information and
system activities are communication
found, conduct system.
the analysis of | 2. All control measures
such activity. for the level of

2. Al control “common”.
measures for the
level of
“medium”.

1. Should conduct | 1.  Use the integrity | No requirement
the inspection of verification tools to
the integrity of detect the

The integrity of software  and unauthorized change
software  and information. of specific software
) ) 2. Al control and information.
information measures for the | 2. The examination of
level of the legitimacy of
“medium”. input data of users

should be placed on
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the server terminal of
the application
system.

3. If any violation to the
integrity is found, the

information and
communication
system should
implement the
security defense
measures designated
by the agency.

Notes: The central authority in charge of relevant industry of the specific non-government
agency may, depending on the actual requirements and to the extent of compliance with these
Regulations, otherwise provide for the information and communication system defense

standards of its regulated specific non-government agency.
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IV. Regulations on the Notification and
Response of Cyber Security Incident

1. Promulgated on Novenber 21, 2018
2. Amendment promulgated on 23 August 2021
Chapter 1 General Provisions

Article 1 These Regulations are stipulated in accordance with
Paragraph 4 of Article 14 and Paragraph 4 of Article 18 of
the Cyber Security Management Act (hereinafter referred
to as the “Act”).

Article 2 Cyber security incident is classified into four levels.

The cyber security incident occurred to the government
agency or the specific non-government agency (hereinafter
referred to as “each agency’) under any of the following

circumstances is the level-1 cyber security incident:
1. Minor breach of non-core business information.

2. Minor alteration of non-core business information or

non-core information and communication system.

3. Impact on or interruption of non-core business
operation which may be recovered within tolerable
interruption time, resulting in impact on daily operation

of each agency.
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The cyber security incident occurred to each agency under
any of the following circumstances is the level-2 cyber

security incident:

1. Serious breach of non-core business information or
minor breach of core business information not involving

the maintenance and operation of critical infrastructures.

2. Serious alteration of non-core business information or
non-core information and communication system, or
minor alteration of core business information or core
information and communication system not involving

the maintenance and operation of critical infrastructures.

3. Impact on or interruption of non-core business
operation, which cannot be recovered within tolerable
interruption time, or impact on or interruption of core
business or core information and communication
system operation not involving the maintenance and
operation of critical infrastructures, which may be

recovered within tolerable interruption time.

The cyber security incident occurred to each agency under
any of the following circumstances is the level-3 cyber

security incident:

1. Serious breach of core business information not
involving the maintenance and operation of critical
infrastructures, or minor breach of confidential,

sensitive information of general official affairs, or
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minor breach of core business information involving the

maintenance and operation of critical infrastructures.

Serious alteration of core business information or core
information and communication system not involving
the maintenance and operation of critical infrastructures,
or minor alteration of confidential, sensitive
information of general official affairs or core business
information or core information and communication
system involving the maintenance and operation of

critical infrastructures.

Impact on or interruption of the operation of core
business or core information and communication
system not involving the maintenance and operation of
critical infrastructures, which cannot be recovered
within the tolerable interruption time, or impact on or
interruption of the operation of core business or core
information and communication system involving the
maintenance and operation of critical infrastructures,
which may be recovered within tolerable interruption

time.

The cyber security incident occurred to each agency under

any of the following circumstances is the level-4 cyber

security incident:

1. Serious breach of confidential, sensitive information of

general official affairs or core business information
involving the maintenance and operation of critical
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infrastructures, or the breach of classified national

security information.

Serious alteration of confidential, sensitive information
of general official affairs or core business information
or core information and communication system
involving the maintenance and operation of critical
infrastructures, or the alteration of classified national

security information.

. Impact on or interruption of core business or core

information and communication system involving the
maintenance and operation of critical infrastructures,
which cannot be recovered within tolerable interruption

time.

Article 3 Content of the notification of cyber security incident shall

include the following items:

1.

2.

The agency occurred.

The time of occurrence or awareness.

. The description of the situation.

Level assessment.

. Coping measure in response to the incident.

Assessment of requirement for external support.

Other relevant items.
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Chapter 2 The notification and response of cyber security

incident of government agency

Article 4

Article 5

Upon awareness of the cyber security incident, the
government agency shall conduct the notification of the
cyber security incident within one hour in the manner and

to the objects as designated by the competent authority.

In case of the change to the level of the cyber security
incident under the preceding paragraph, the government
agency shall continue the notification as provided for in the

preceding paragraph.

When the notification conducted in the manner as specified
in Paragraph 1 1is unavailable for some reason, the
government agency shall conduct the notification in
another appropriate manner within the timeframes
prescribed under the same paragraph, and note the cause of
unable notification from being conducted in the required

manner.

After eliminating of the cause of unable notification from
being conducted in the manner as required under Paragraph
1, the government agency shall supplement the notification

1n the same manner.

After the completion of the notification of the cyber
security incident, the competent authority shall complete
the review of the level of such cyber security incident
within the following timeframes, and may change its level

according to the review results:
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1. Within eight hours after receipt of the notification of a

level-1 or level-2 cyber security incident.

2. Within two hours after receipt of the notification of a

level-3 or level-4 cyber security incident.

The Presidential Office, the agencies directly subordinate to
the central first-level agencies, and special municipalities
and county (city) governments shall, after the notification
of the cyber security incident, conducted by themselves,
their subordinate or supervisory government agencies, their
governed villages (townships/cities), mountain indigenous
district offices of special municipalities, and the
subordinate or supervisory government agencies of such
governed villages (townships/cities) and mountain
indigenous district offices of special municipalities, and the
representative councils of the above said villages
(townships/cities) and Mountain Indigenous Districts of
Special Municipalities councils, complete the review of
level of such cyber security incident within the timeframes
as required under the preceding paragraph, and may change

its level according to the review results.

After completion of the required review of the level of the
cyber security incident, the agencies under the preceding
paragraph shall notify the competent authority of the review
results within one hour, and shall provide information

relating to the basis of the reviews.
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The Presidential Office, the National Security Council, the
Legislative Yuan, the Judicial Yuan, the Examination Yuan,
the Control Yuan, and special municipalities and county
(city) councils shall, after completion of their own
notification of cyber security incident, conduct the review
of the level of such cyber security incident within the
timeframes as specified under Paragraph 1, and shall notify
and provide the competent authority with relevant

information as required under the preceding paragraph.

Upon receipt of the notifications under the preceding two
paragraphs, the competent authority shall further review the
level of the cyber security incident according to the relevant
information, and may change its level according to the
review result. However, if it is deemed necessary, or if the
agencies under Paragraph 2 and the preceding paragraph
fail to notify of the required review results, the competent
authority may directly review such cyber security incident

and may change its level.

Article 6 Upon awareness of the cyber security incident, the
government agency shall complete the damage control or
recovery operation within the following timeframes, and
shall conduct the notification in the manner and to the

objects as designated by the competent authority:

Within seventy-two hours of the awareness of a level-1 or

level-2 cyber security incident;
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Article 7

Within thirty-six hours of the awareness of a level-3 or

level-4 cyber security incident.

After completion of the damage control or recovery
operation under the preceding paragraph, the government
agency shall continue the investigation and management of
the cyber security incident, and shall submit the
investigation, management and improvement report within
one month in the manner designated by the competent

authority.

The timeframe of submission of the investigation,
management, and improvement reports under the
preceding paragraph may be extended with the consent of
the superior or supervisory authority and the competent

authority.

If the superior or supervisory authority or the competent
authority deem necessary or deem there is any non-
compliance with the regulatory requirement, improper
matters or other matters to be improved in respect of the
damage control or recovery operation under Paragraph 1
and the report submitted under Paragraph 2, they may
require the government agency to give explanations and

make adjustments.

The Presidential Office, the agencies directly subordinate
to central first-level agencies, and the special
municipalities and county (city) governments shall provide
necessary assistance or support in respect of the

81



Article &

notification and response operation of the cyber security
incident implemented by the government agency which is
subordinate to, or supervised or regulated by, or whose

businesses are related to them, if circumstances so require.

The competent authority may provide necessary support
and assistance in respect of the response operation of the
cyber security incident implemented by the government

agency, if circumstances so require.

After the government agency becomes aware of a level-3
or level-4 cyber security incident, its Cyber Security
Officer shall convene the meetings to discuss relevant
matters, and may request relevant agencies to provide

assistances.

The Presidential Office, the agencies directly subordinate
to central first-level agencies, and the special
municipalities and county (city) governments shall plan
and conduct cyber security exercise for themselves, their
subordinate or supervisory government agencies, their
governed villages (townships/cities), mountain indigenous
district offices of special municipalities, and the
subordinate or supervisory government agencies of such
governed villages (townships/cities) and mountain
indigenous district offices of special municipalities, and the
representative councils of the above said villages
(townships/cities) and Mountain Indigenous Districts of

Special Municipalities councils, and shall submit the
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Article 9

implementation status thereof and the result reports thereon
to the competent authority within one month after the

completion thereof.

Content of the exercise operation under the preceding

paragraph shall include the following items at least:

1. Social engineering exercise shall be conducted once

every six months.

2. The notification and response exercise of the cyber

security incident shall be conducted once a year.

The Presidential Office and the central first-level agencies
and special municipalities and county/city councils shall
plan and conduct the cyber security exercise operation

required under the preceding paragraph.

The government agency shall stipulate the operational
regulations on the notification of the cyber security incident,

the content of which shall include the following matters:

1. The process and the accountabilities of judgment and

determination of levels of the incident.

2. Assessment of the impact scope and damage degrees of

the incident and the response abilities of the agencies.

3. The process of internal notification on the cyber

security incident.

4. The method and time of notification to other agencies

impacted by the cyber security incident.
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7.

The exercises under the preceding four paragraphs.

The contact window and methods of notification of the

cyber security incident.

Other matters relating to the cyber security incident.

Article 10 The government agency shall stipulate the operational

regulations on the response of the cyber security incident,

the content of which shall include the following matters:

l.

2.

The organization of the response team.
The exercise prior to the occurrence of the incident.

The mechanism of damage control on the occurrence
of the incident and request for technical support or
other necessary assistance from the central authority in

charge of relevant industry concerned.

Recovery, 1dentification, investigation, and
improvement mechanisms after the occurrence of the

incident.
The preservations of records relating to the incident.

Other matters relating to the response of the cyber

security incident.

Chapter 3 The notification and response of cyber security

incident of the specific non-government agency

Article 11 Upon awareness of the cyber security incident, the specific

non-government agency shall conduct the notification of
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the cyber security incident within one hour in the manner
as designated by the central authority in charge of relevant

industry.

In case of change to the level of the cyber security incident
under the preceding paragraph, the specific non-
government agency shall continue the notification as

provided for in the preceding paragraph.

If the notification conducted in the manner as specified in
Paragraph 1 is prevented for any cause, the specific non-
government agency shall conduct the notification in
another appropriate manner within the timeframes
prescribed under the same paragraph, and note the cause

for not being able to report by the prescribed manner.

After the elimination of the cause for preventing the
notification from being conducted in the manner as
required under Paragraph 1, the specific non-government
agency shall supplement the notification in the original

manner.

Article 12 After the specific non-government agency has completed
the notifications of cyber security incident, the central
authority in charge of relevant industry shall complete
verification of the level of such cyber security incident
within the following timeframes, and may change its level

according to the verify results:

1. Within eight hours after receipt of the notification of a

level-1 or level-2 cyber security incident.
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2. Within two hours after receipt of notification of a level-

3 or level-4 cyber security incident.

After completion of the verification of the cyber security
incident as required under the preceding paragraph, the
central authority in charge of relevant industry shall

proceed with the following requirement:

1. If the verification result indicates a level-1 or level-2
cyber security incident, they shall periodically
summarize the verification result, basis, and other
necessary information, and then submit them to the
competent authority in the manner as specified by the

competent authority.

2. If the verification result indicates a level-3 or level-4
cyber security incident, they shall, within one hour of
the completion of the wverification, submit the
verification result, basis, and other necessary
information to the competent authority in the manner

as specified by the competent authority.

Upon receipt of the documentation under the preceding
paragraph, the competent authority may review the level of

the cyber security incident, and may change its level.

Article 13 Upon awareness of the cyber security incident, the specific
non-government agency shall complete damage control or
recovery operation within the following timeframes, and
shall conduct the notification in the manner as designated

by the central authority in charge of relevant industry:
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1. Within seventy-two hours of the awareness of a level-

1 or level-2 cyber security incident.

2. Within thirty-six hours of the awareness of a level-3 or

level-4 cyber security incident.

After completion of damage control or recovery operation
under the preceding paragraph, the specific non-
government agency shall continue the investigation and
management of the cyber security incident, and shall
submit the investigation, management, and improvement
report within one month in the manner as designated by the

central authority in charge of relevant industry.

The timeframe of submission of the investigation,
management, and improvement report under the preceding
paragraph may be extended with the consent of the central

authority in charge of relevant industry.

If the central authority in charge of relevant industry deems
necessary or deems there is any non-compliance with
regulatory requirement, improper matter or other matter to
be improved in respect of the damage control or recovery
operation under Paragraph 1 and the report submitted under
Paragraph 2, they may require the specific non-government

agency to give the explanation and make adjustment.

Upon review of the investigation, management, and
improvement report on a level-3 or level-4 cyber security
incident submitted by the specific non-government agency,

the central authority in charge of relevant industry shall
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submit such report to the competent authority; if the
competent authority deems necessary, or deems there is any
non-compliance with regulatory requirement, improper
matter, or other matter to be improved, it may require the
specific non-government agency to give explanation and

make adjustment.

Article 14 The central authority in charge of relevant industry shall

Article 15

provide necessary support or assistance in respect to the
notification and response of cyber security incident
implemented by the specific non-government agency under

its authority, if circumstances so require.

The competent authority may provide necessary support
and assistance in respect to the notification and response
operation of the cyber security incident implemented by the
specific non-government agency, if circumstances so

require.

After the specific non-government agency becomes aware
of a level-3 or level-4 cyber security incident, it shall

convene meetings to discuss relevant matters.

The specific non-government agency shall stipulate the
operational regulations on the notification of the cyber
security incident, the content of which shall include the

following matters:

1. The process and the accountabilities of judgment and

determination of levels of the incident.
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2. Assessment of the impact scope and damage degrees of

the incident and the response abilities of the agencies.

3. The process of internal notification on the cyber

security incident.

4. The method and time of notification to other agencies

impacted by the cyber security incident.
5. The exercises under the preceding four paragraphs.

6. The contact window and methods of notification of the

cyber security incident.
7. Other matters relating to the cyber security incident.

Article 16 The specific non-government agency shall stipulate the
operational regulations on the response of the cyber
security incident, the content of which shall include the

following matters:
1. The organization of the response team.
2. The exercise prior to the occurrence of the incident.

3. The mechanism of damage control on the occurrence of
the incident and request for technical support or other
necessary assistance from the central authority in charge

of relevant industry concerned.

4. Recovery, 1dentification, investigation, and
improvement mechanisms after the occurrence of the

incident.
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5. The preservations of records relating to the incident.

6. Other matters relating to the response of the cyber

security incident.

Chapter 4 Supplementary Provisions

Article 17

Article 18

For level-3 or level-4 cyber security incident of each
agency, the competent authority may convene meetings and
invite relevant agencies to discuss the damage control,

recovery, and other relevant matters of such incident.

The government agency shall cooperate with the competent
authority which shall plan and conduct the cyber security
exercise. The content of exercise may include the following

matters:
1. Social engineering exercise.

2. The notification and response exercise of the cyber

security incident.
3. Cyber offense and defense exercise.
4. Scenario exercise.

5. Other necessary exercise.

Article 19 The specific non-government agency shall, in coordination

with the competent authority, plan and conduct the cyber
security exercise, the content of which may include the

following matters:

1. Cyber offense and defense exercise.
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2. Scenario exercise.
3. Other necessary exercise.

If the cyber security exercise planned and conducted by
the competent authority has imminent threats of
infringement to the rights or legitimate interests of the
specific non-government agency, such exercise may be

conducted only with written consent of such agency.

The written consent under the preceding paragraph may be
made by electronic documents in accordance with the

Electronic Signatures Act.

Article 20 If, before the enforcement of these Regulations, the
government agency has, independently or jointly with
other agencies, formulated the notification and response
mechanism for itself or for its subordinate or supervisory
government agencies or for its regulated specific non-
government agencies, and have enforced such mechanism
for more than one year, and maybe approved by the
competent authority, they and their subordinate or
supervisory government agencies or their regulated
specific non-government agencies may continue to
conduct the notification and response of cyber security

incident according to such mechanism.

In case of change to the notification and response
mechanism under the preceding paragraph, such change
shall be submitted to the competent authority for approval

again.
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Article 21 The implementation date of these Regulations shall be
stipulated by the competent authority.

The amendments to these Regulations shall take effect on

the date of promulgation.
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V. Regulations on Audit of Implementation
of Cyber Security Maintenance Plan of
Specific Non-Government Agency

1. Promulgated on Novenber 21, 2018
2. Amendment promulgated on 23 August 2021

Article 1 These Regulations are stipulated in accordance with
Paragraph 2 of Article 7 of the Cyber Security Management
Act.

Article 2 These Regulations stipulate “in writing” document may be
an electronic document in accordance with the provisions

of the Electronic Signatures Act.

Article 3 Except for cause by force majeure, the competent authority
shall select and determine the specific non-government
agencies (hereinafter referred to as the “audited agency”)
for each quarter of the year, and may audit the
implementation of their cyber security maintenance plans

through onsite audit every year.

In selecting and determining the audited agencies under the
preceding paragraph, the competent authority shall give
comprehensive consideration to the significance and
confidential sensitivities of its businesses, the size and
nature of their cyber systems, the frequencies and degrees
of occurrence of cyber security incidents, the results of
cyber offense and defense exercise, the frequencies and

results of audits conducted by the competent authority or
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Article 4

the central authority in charge of the relevant industry

over past years, or other factors relating to cyber security.

In conducting the audit under Paragraph 1, the competent
authority shall establish the audit program, the content of
which shall include the basis and purposes, time period,
essential fields of the audit, the manner of formation of the
audit team, confidentiality obligation, the method,
standards and items of the audit, and assistance issues from

the central authority in charge of relevant industry.

In determining the essential fields, standards and items of
the audit under the preceding paragraph, the competent
authority shall take into comprehensive consideration the
cyber security policy of our country, domestic and foreign
cyber security trends, the contents and results of past audit
programs, and any other factors relating to the proper

allocation of audit resources or audit effectiveness.

In conducting the audit under Paragraph 1of the preceding
article, the competent authority shall deliver the audit
program notice in writing to the audited agency one month

before the audit.

Due to business factor or other justifiable reason, the
audited agency may apply to the competent authority for
adjustment of the audit date within five days of the receipt

of the preceding notice in writing.

The preceding application is limited to one time except for

the case of force majeure.
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Article 5 In conducting the audit under Paragraph 1 of Article 3, the
competent authority may require the audited agency to give
explanations on, to collaborate the implementation of cyber
security maintenance plan, or provide relevant documents
and supporting information for onsite inspection, and
conduct the following issues. The audited agency and its

personnel shall cooperate accordingly:
1. Pre-audit interview.
2. Onsite physical audit.

The audited agency cannot give the explanations,
collaborate or provide documentation for onsite inspector
under the preceding paragraph for justifiable reasons under
the law, they shall submit the reasons in writing to the

competent authority.

Upon receipt the preceding notice in writing, the competent
authority shall verify it and then take the following actions,

and may suspend all or part of the audit operations:

1. Ifthe reasons are considered justifiable, it shall record
the accordance and relevant information in the audit

report.

2. If the reasons are considered groundless, it shall
require the audited agency to follow the requirements
of Paragraph 1; if the audit operations have been

suspended, it may select other time periods to continue
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the audit and deliver the audit program notice in

writing to the audited agency ten days before the audit.

Article 6 In conducting the audit under Paragraph 1 of Article 3, the
competent authority shall form an audit team composed of
three to more people respectively for each audited agency,
depending on the considerations under Paragraph 2 of the

same article.

Informing the audit team under the preceding paragraph,
the competent authority shall, taking the needs of the audit
into consideration, invite representatives of government
agencies or experts and scholars who have professional
knowledge of cyber security policies or have professional
knowledge of technologies, managements, law affairs
required for such audit to act as members of such team, of
which the number of representatives of the government

agency may not be less than one-fourth of all members.

The competent authority shall sign, in writing, with
members of audit teams on recusal due to interest conflicts

and confidentiality obligations.

If the member of audit team under Paragraph 2 has any of
the following circumstances, he shall avoid himself from

acting as the member of that audit team:

1. He, his spouse, his relatives within the third degree, his
family member, or the trustee of the property trusts of

above-mentioned persons have a property or non-
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property interest relationship with the audited agency

or the responsible person thereof.

2. He, his spouse, his relatives within the third degree or
his family member has employment, contract,
appointment, agency or other similar relationship with
the audited agency or the responsible person in the

current or the past two years.

3. He has served in the current or past two years to be a
consultant of the audited agency and his mentoring

project is related to the audit program.

4. Other circumstance that may be considered that his
role as a member of the audit team might affect the

impartiality of the audit result.

Article 7 The competent authority shall, within one month after the
completion of the audit operations on the audited agency as
designated for each quarter, deliver the audit reports to the

audited agencies for the quarter.

The contents of the preceding audit reports shall include the
scope of the audit, flaws or items to be improved, the status
and reasons for the failures of the audited agency to give
explanations, collaborate or provide documentations for
on-site inspections under Paragraph 2 of Article 5, and the
audit results of the competent authority under Paragraph 3
of the same article, and other necessary contents relating to
the audit.
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Article 8 If flaws or items to be improved are found in the

Article 9

implementation of the cyber security maintenance plan, the
audited agency shall submit improvement report in the
manner specified by the competent authority within one
month after the competent authority has delivered the audit
report, and shall deliver the same to the central authority in
charge of the relevant industry. The competent authority
and the central government authority in charge of the
subject industry may require the audited agency to give

explanations or make adjustments when necessary.

After the improvement reports are submitted under the
preceding paragraph, the audited agency shall submit the
implementation status of the improvement reports in the
manner and within the timeframe specified by the
competent authority, and shall deliver the same to the
central authority in charge of the relevant industry. The
competent authority may require the audited agency to give

explanations or make adjustments when necessary.

In conducting the audit under Paragraph 1 of Article 3, the
competent authority may require the central authority in
charge of the relevant industry with the audited agency to

dispatch personnel for necessary assistance.

Article 10 The date for enforcement of these Regulations shall be

decided by the competent authority.

The amendments to these Regulations shall take effect on
the date of promulgation.
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VI. Cyber Security Information Sharing
Regulations

Promulgated on Novenber 21, 2018

Article 1 These Regulations are stipulated in accordance with

Article 2

Paragraph 2 of Article 8 of the Cyber Security Management
Act (hereinafter referred to as the Act).

The term cyber security information (hereinafter referred to

as the Information) as used in these Regulations refers to

the information containing any of the following contents:

1.

Malicious detections or collections activity of

information and communication system.

Security ~ vulnerabilities  of  information  and

communication system.

The methods that invalidate the information and
communication systems security control measure or

make use of the security vulnerability.

The information relating to malicious programs.

. The actual damage or possible negative impact caused

by cyber security incident.

Relevant measures that are taken to detect, prevent from
or respond to the circumstances under the preceding

five subparagraphs or to mitigate the damage.

Other technical information relating to cyber security

incidents.
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Article 3

Article 4

The competent authority shall conduct international
cooperation in the matters of cyber security information

sharing.

The competent authority shall timely conduct cyber

security information sharing with the government agencies.

The government agency shall timely conduct cyber security
information sharing with the competent authority, unless
such information has been shared under the preceding

paragraph or has been disclosed.

The central authority in charge of relevant industry shall
timely conduct cyber security information sharing with the

specific non-government agency under their charge.

The specific non-government agency may conduct cyber
security information sharing with the central authority in

charge of relevant industry.

If the central authority in charge of relevant industry
determines that the cyber security information shared under
the preceding paragraph is sufficient to prevent other
agency from the occurrence of cyber security incident or to
mitigate their damage, the central authority in charge of

relevant industry may present incentive award.

The cyber security information under any of the following

circumstances may not be shared:

1. The information involving business secret or relating to

business operation of individual, juristic person or
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Article 5

Article 6

group, of which the disclosure or provision might
infringe upon right or other legitimate interest of the
government agency, individual, juristic persons or
group; unless it is otherwise provided by law, or
necessary for public welfare, or necessary for the
protection of the lives, bodies or health of the people, or

with consent of the party involved.

2. Other circumstances under which cyber security
information should be kept confidential, should be

restricted on or prohibited from disclosure thereof.

Cyber security information containing contents that may
not be shared under the preceding paragraph may be shared

to the extent of other portions only.

In conducting cyber security information sharing, the
government agency or the specific non-government agency
(hereinafter referred to as each agency) shall analyze and
integrate the information and shall plan the appropriate
security maintenance measure to prevent breach of the
content of the information, personal information, or
information that may not be shared under laws; or the

unauthorized access thereto or the tampering thereof.

For the cyber security information received, each agency
shall identify its reliability and timeliness, shall timely
conduct an analysis of threat and vulnerability and make
the judgment of potential risk, and shall take corresponding
prevention or contingency measure.
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Article 7

Article 8

Article 9

In conducting cyber security information integration, each
agency may conduct the correlation analysis with their
internal information based on the source, date of receipt,
available periods, and kinds of the information, the extent

of threat index, and other proper items.

The government agency may conduct the cyber security

sharing of the new threat that is found after the integration.

For the cyber security information received, each agency
shall take appropriate security measures to prevent the
breach of the content of cyber security information,
personal information or information that may not be shared
under laws; or the unauthorized access thereto or the

tampering thereof.

In conducting cyber security information sharing, each
agency shall follow the procedure as designated by the
competent authority or the central authority in charge of

relevant industry, respectively.

If conducting cyber security information sharing in the
manner under the preceding paragraph is prevented for any
reason, each agency may conduct it in any of the following
manners with the consent of the competent authority or the
central authority in charge of relevant industry,

respectively:
1. Written documents.
2. Fax.
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3. Email.
4. Information system.

5. Other appropriate manner.

Article 10 Individual, juristic person or organization, to whom the Act

Article 11

is not applicable, may conduct cyber security information
sharing, with the consent of the competent authority or the

central authority in charge of relevant industry.

In giving consent to individual, juristic person or
organization for cyber security information sharing under
the preceding paragraph, the competent authority or the
central authority in charge of relevant industry shall agree
with them in writing on the provisions of compliance with

the requirements under Article 4 to the preceding article.

The date for enforcement of these Regulations shall be
decided by the competent authority.
The amendments to these Regulations shall take effect on

the date of promulgation.
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Part 2: The comparison table of Chinese and English
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(hereinafter referred to as the Act) is duly
stipulated in an effort to positively carry out the
national cyber security policy, accelerate the
construction of environment for national cyber
security to safeguard national security, and
protect public interests of the entire society.
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the Executive Yuan.
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Information and communication service:
That refers to the service to be used to collect,
delete
information or to make other processing, use

control, transmit, store, circulate,
and sharing of such information.

Cyber security: That refers to such effort to
prevent information and communication
information

system  or from being

unauthorized  access, use, control,
disclosure, damage, alteration, destruction
or other infringement to assure the
confidentiality, integrity and availability of
information and system.

Cyber security incident: That refers to an
event where the state of the system, service
or network ,through identification, likely

shows  violation of the cyber security
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policy, or failure of the security protective

measures, thus adversely affect
performance of information and
communication system function, and

constitute a threat against the cyber security
policy.

Government agency: That refers to central,
local government agency (institution) or
public juristic person that exercises public
power according to law, excluding military
and intelligence agency.
Specific non-government agency: That
refers to critical infrastructure provider,
government-owned enterprises and
government-endowed foundation.

Critical infrastructure: That refers to asset,
system or network, either physical or
virtual, once discontinued from operation or
becoming less effective, would lead to
significant impact

negative upon the

national security, public interests, living
standard of citizen and economic activities.
Which shall be

promulgated by the competent authority

re-examined and
regularly.

Critical infrastructure provider: That refers
to the ones who maintain or provide critical
infrastructure either in whole or in part, as
designated by the central authority in charge
which shall be
submitted to the competent authority for

of relevant industry,

ratification.
That
refers to a foundation of which the operation

Government-endowed foundation:

and capital employment plan of its funds
shall be submitted to the Legislative Yuan in
accordance with Paragraph 3 of Article 41
of the Budget Act and its annual budget
shall be submitted to the

Yuan for

statement

Legislative deliberation in
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accordance with Paragraph 4 of the same
Article.
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Article 4. In an effort to promote cyber security,

the government shall provide resources, and
integrate the momentum of both civilian
groups and private sectors, and boost cyber
security awareness of all people, and implement
the following issues:

Cultivation of cyber security professionals.

Cyber security technology research and

development, integration, application, and
industry-academia cooperation, as well as
interchange and cooperation with
international community.
Development of cyber security industry.
Development of cyber security related

software and hardware specifications, relevant

services and verification mechanism.

Issues Promotion in the preceding

Paragraph shall be stipulated by the
competent authority under the national cyber

security program.
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Article 5. The competent authority shall plan and

promote the cyber security policy, and the cyber

security  technology  development, and
interchange and cooperation with international
community, and the comprehensive cyber
security protection relevant undertakings, as well
as announce the report of national cyber security
status, the summary auditing report on the
implementation of the cyber security
maintenance plan for the government agency,
and the national cyber security program.

The status report, summary auditing report
and the national cyber security programs of the
preceding Paragraph shall be submitted to the

Legislative Yuan for review.
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Article 6. The

competent authority =~ may

commission or entrust other government agency,
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juristic person or organization to implement
integrated protection of cyber security,
interchange and cooperation with international
community, and other cyber security related
issues.

The government agency, juristic person
or organization, or second-tier subcontractor of
the preceding Paragraph shall not divulge the
secret of critical infrastructure provider which
becomes known in the process of enforcement

or implement of relevant issues.
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Article 7. The competent authority shall stipulate
the cyber security responsibility levels by
considering the criteria on the importance,
confidentiality and sensitivity of the business,
the hierarchy of the agency, and the category,
quantity and attribute of the information reserved
or processed, as well as the scale and attribute of
the information and communication system of
the government agency and specific non-
government agency. The relevant regulations
regard the baseline for responsibility levels,
application for a change in the level, content of
obligation, staffing of dedicated personnel and
other regulations and issues concerned shall be
stipulated by the competent authority.

The competent authority may audit a
specific non-government agency in its
implementation of cyber security maintenance
plan, of which the frequency, content, method
and other issues concerned shall be stipulated by
the competent authority.

A specific non-government agency is audited
as per preceding Paragraph, and found defective
or needing improvement in the cyber security
maintenance program, it shall submit the
improvement report to the competent authority

and to the central authority in charge of relevant
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industry.
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Article 8. The competent authority shall set up the

cyber security information sharing mechanism.

Regulation regarding analysis, integration,
and the sharing of content, procedure and
method, and other matters of the cyber security
information in the preceding Paragraph shall be
stipulated by the competent authority.
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Article 9. A government agency or specific non-

government agency outsources for setup,
maintenance of the cyber security system, or for
provision of cyber security services, such
government agency or specific non-government
agency shall, within the realm of this Act, take
into account outsourced party’s professional
capability and hands-on experience, as well as
attribute of the outsourced item and requirement
of cyber security, select the appropriate party for
outsourcing and oversee its cyber security

maintenance service.
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Chapter II. Government Agency Cyber Security
Management
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Article 10. A government agency shall satisty the

requirements of the cyber security responsibility
level, and take into account the category,
quantity and attribute of the information reserved
or processed, along with the scale and attribute
of the information and communication system,
to stipulate, amend and implement the cyber

security maintenance plan.
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Article 11. A government agency shall staff the

position of Cyber Security Officer, which to be
concurrently served by the deputy head or other
appropriate personnel as designated by the
agency head. The Cyber Security Officer shall
assume the responsibility to carry out and
oversee the cyber security business of the
agency.
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Article 12. A government agency shall submit to
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the superior or supervisory authority about the
implementation of the cyber security
maintenance plan annually. Without such
superior authority, the implementation report of
the cyber security maintenance program shall be

submitted to the competent authority.
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Article 13. A government agency shall audit the
subordinate authority under its supervision about
the implementation of the cyber security
maintenance plan.

When an agency is audited and found
defective or needing improvement in the cyber
security maintenance plan, it shall submit the
improvement report to the auditing agency and

the superior or the supervisory authority.
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Article 14. To cope with cyber security incident, a
government agency shall stipulate the reporting
and responding mechanism.

When privy to a cyber security incident, the
government agency shall report to the superior or
supervisory authority as well as to the competent
authority. Without such superior authority, the
government agency shall report to the competent
authority.

A government agency shall file a report on
the investigation, handling and improvement on
the cyber security incident, and shall submit the
report to the superior or supervisory authority as
well as the competent authority. Without a
superior authority, the government agency shall
submit to the competent authority.

Regulations regarding the essentials of the
reporting and responding mechanism, content of
notification, submittal of report and other
matters in the three preceding Paragraphs shall

be stipulated by the competent authority.
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Article 15. Personnel with proven performance in

cyber security maintenance, a government
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agency shall present incentive award.
Regulations for such incentive award in the
preceding Paragraph shall be stipulated by the

competent authority.
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Chapter III.  Specific Non-Government Agency
Cyber Security Management
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Article 16. The central authority in charge of
relevant industry shall, after consulting with the
relevant civil

government agency,

associations, scholars and experts for their
opinions, designate the critical infrastructure
the

authority for approval, while notifying the

provider and submit to competent

approved provider in writing.
A critical infrastructure provider shall satisfy
the of the

responsibility level

requirements cyber security
, and take into account the category, quantity and
attribute of the information reserved or processed,
along with the scale and attribute of the
information and communication system, to
stipulate, amend and implement the cyber
security maintenance plan.

A critical infrastructure provider shall submit
to the central authority in charge of relevant
industry about the implementation of the cyber
security maintenance plan.

The central authority in charge of relevant
industry shall audit the critical infrastructure
provider about the implementation of the cyber
security maintenance plan.

When a critical infrastructure provider is
audited and found defective or needing
improvement in the cyber security maintenance
plan, it shall submit the improvement report to
the central authority in charge of relevant
industry.

Regulations regarding the essentials of the

110




cyber security maintenance plan, and submittal
of the implementation, audit frequency, contents
and methods, submittal of the improvement
reports and other matters in Paragraph 2 to
Paragraph 5 shall be drafted by the central
authority in charge of relevant industry, and

submit to the competent authority for approval.
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Article 17. A specific non-government agency

other than critical infrastructure provider, shall
satisfy the requirements of the cyber security
responsibility level, and take into account the
of the

information reserved or processed, along with

category, quantity and attribute
the scale and attribute of the information and
communication system, to stipulate, amend
and implement the cyber security maintenance
plan.

The central authority in charge of relevant
specific non-

industry may request the

government agency under their charge
mentioned in the preceding Paragraph, to submit
a report about implementation of the cyber
security maintenance plan.

The central authority in charge of relevant
industry may audit the specific non-government
agency under their charge mentioned in the
Paragraph 1 regarding their implementation of
the cyber security maintenance plan. When
found defective or needing improvement in the
cyber security maintenance plan, the audited
specific non-government agency shall be
required to submit an improvement report before
a specified date.

Regulations regarding the essentials of the
cyber security maintenance plan, and submittal
of the implementation, audit frequency, contents
and methods, submittal of the improvement

reports and other matters in preceding three
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Paragraphs shall be drafted by the central
authority in charge of relevant industry, and

submit to the competent authority for approval.
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Article 18. To cope with cyber security incident, a

specific non-government agency shall stipulate
the reporting and responding mechanism.

When privy to a cyber security incident, a
specific non-government agency shall report to
the central authority in charge of relevant
industry.

A specific non-government agency shall
file a report on the investigation, handling and
improvement on the cyber security incident and
shall submit the report to the central authority in
charge of relevant industry. In case of a severe
cyber security incident, it shall further notify the
competent authority.

Regulations regarding the essentials of the
reporting and responding mechanism, content of
notification, submittal of report and other
matters in the three preceding Paragraphs shall
be stipulated by the competent authority.

When privy to a severe cyber security
incident, the competent authority or the central
authority in charge of relevant industry may, in a
timely manner, promulgate the essential contents
of the incident and coping measures and render

relevant support.

Chapter IV. Penalties
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Article 19. Personnel of a government agency shall

be subject to discipline or penalty in accordance
with the relevant regulations if failing to comply
with the regulation of the Act.

in the
preceding Paragraph shall be stipulated by the

Regulations for such penalty

competent authority.
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Article 20. If a specific non-government agency has
one among those enumerated below transpired, the
central authority in charge of relevant industry
shall order it to complete corrective actions within
the specified time limit. If it fails to complete
corrective actions within the specified time limit,
it shall be subject to a fine ranging from
NT$100,000 as the minimum to NT$1,000,000 as
the maximum for each offense:

1. [Ifit fails to stipulate, amend or implement the
cyber security maintenance plan in
accordance with Paragraph 2 of Article 16 or
Paragraph 1 of Article 17, or violates the
essential items in the cyber security
maintenance plan under Paragraph 6 of
Article 16 or Paragraph 4 of Article 17.

2. If it fails to submit the report on
implementation of the cyber security
maintenance plan to the central authority in
charge of relevant industry in accordance with
Paragraph 3 of Article 16 or Paragraph 2 of
Article 17, or fails the requirements with the
submittal of the implementation of the cyber
security maintenance plan stipulated under
Paragraph 6 of Article 16 or Paragraph 4 of
Article 17.

3. [If it fails the requirements under Paragraph 3
of Article 7, Paragraph 5 of Article 16 or
Paragraph 3 of Article 17, unable to submit
the improvement reports to the competent
authority, the central authority in charge of
relevant industry, or violates the regulation
with the submitting of the improvement
report under Paragraph 6 of Article 16 or
Paragraph 4 of Article 17.

4. If it fails to stipulate the reporting and
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responding mechanism of cyber security
incident in accordance with Paragraph 1 of
Article 18, or violates the essential items in
the reporting and responding mechanism
under Paragraph 4 of Article 18.

5. If it fails the requirements under Paragraph 3
of Article 18, unable to submit the cyber
security  investigation, handling and
improvement reports regarding cyber security
incidents to the central authority in charge of
relevant industry or the competent authority,
or violate the regulation with the submitting
of the report under Paragraph 4 of Article 18.

6. If it violates the regulation regarding the
contents of notification under Paragraph 4 of
Article 18.

oL FIE0 M | Article 21. A specific non-government agency
R R R B violates the provisions Paragraph 2 of Article 18,
T 3*; 7 ‘i "? }-i = 2’ d j = by failing to report a cyber security incident, the
;:i ?% g,:_t M ﬁﬁ? ?;i central authority in charge of relevant industry
UEET RE SR ETES o shall impose a fine ranging from NT$300,000 as
F B 4T i+ —-ﬂk v R 13{@‘5'] the minimum to NT$5,000,000 as the maximum,
2 o and shall order it to complete improvement within
a specified time limit. If it fails to complete such
requirement within the specified time limit, a
penalty for each additional offense shall be re-
imposed.
%3 F R Chapter V. Supplementary provisions
- ik A% 7R | Article 22. The enforcement rules of the Act shall be
EEER A S stipulated by the competent authority.
- =z ik AZEW TP | Article 23. The implementation date of the Act shall
EEER R RS be stipulated by the competent authority.
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Enforcement Rules of Cyber Security Management Act

Article 1 These Rules are stipulated in accordance with
Article 22 of the Cyber Security Management Act

(hereinafter referred to as the Act).
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Article 2 The term “military agency” as used in
Subparagraph 5 of Article 3 of the Act refers to the
Ministry of National Defense and its subordinate
agency (institution), troop, school; and the term
“intelligence agency” as used therein, refers to the
agency specified in Subparagraph 1 of Paragraph 1 and
Paragraph 2 of Article 3 of the National Intelligence
Services Law.
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Article 3 In submitting improvement reports under
Paragraph 3 of Article 7, Paragraph 2 of Article 13,
Paragraph 5 of Article 16 or Paragraph 3 of Article 17
of the Act, the government agency or the specific non-
government agency (hereinafter referred to as “each
agency”) shall submit the following contents in
response to the audit result of the implementation —of
the cyber security maintenance plan, and shall submit
the implementation of the improvement report in the
manner and within the time as designated by the
competent authority, superior or supervisory authority,
the central authority in charge of relevant industry:

1. Flaws or items to be improved.

2. Causes of occurrence.

3. Measures in aspects of management, technology,
manpower, or resource to be taken for flaws or items
to be improved.

4. The estimated completion schedules of the measures
under the preceding subparagraph and the tracking

method on implementation progresses.
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Article 4 When each agency outsources parties for setup,
maintenance of information and communication

system, or provision of information and
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communication service (hereinafter referred to as the

“outsourced business”) in accordance with Article 9 of

the Act, attention should be paid to the following

matters for the selection and supervision of the
outsourced party.

1. The procedures and environment of the outsourced
party in conducting outsourced business shall have
completed cyber security management measures or
have passed the verification of third party.

2. The outsourced party shall deploy sufficient and
properly qualified and trained cyber security
professionals who hold cyber security professional
licenses or have similar business experience.

3. Whether the outsourced party can second-tier
subcontract outsourced business’ scopes and objects
that may be second-tier subcontract and the cyber
security maintenance measures that the second-tier
subcontractor should have.

4.1f the outsourced business involves -classified
national security information, the person who
conduct the outsourced business shall be reviewed
and the departure shall be controlled in accordance
with the Classified National Security Information
Protection Act.

5.If the outsourced business includes customized
development of information and communication
system , the outsourced party shall provide security
testing certificate of such information and
communication system; if such information and
communications system is the core system of the
outsourcing agency, or the outsourcing amount
exceeds NT$10,000,000, the outsourcing agency
shall conduct itself or contract third party to conduct
the security testing; if the use of system or resource
other than those developed by the outsourced party
is involved, content and source of those not
developed by the outsourced party shall be indicated
and the certification of authorization thereof shall be
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provided.

6. If the outsourced party conducts outsourced

businesses in violation of the relevant regulatory
requirement of cyber security or becomes aware of
cyber security incident, it shall immediately notify
the outsourcing agency thereof and take remedy

measure therefor.

7.1If the entrusting relationship is terminated or

canceled, it shall be confirmed that the outsourced
party has returned, handed over, deleted or
destroyed all materials in its possession for the

performance of the contract.

8. The outsourced party shall take other relevant

measure for cyber security.

9. The outsourcing agency shall, periodically, or

whenever it becomes aware of the occurrence of
cyber security incident of the outsourced party that
might affect the outsourced business, confirm the
implementation status of the outsourced business by
audit or other appropriate method.

In conducting the competency audit under

Subparagraph 4 of the preceding paragraph, the
outsourcing agency shall take into consideration the
confidential level and content of the classified national
security information in which the outsourced business
is involved, and shall, to the necessary extent, check
whether the personnel of the outsourced party who
performs such business or other personnel who might
access such classified national security information
has any of the following circumstances:

1. One who had committed the offense of disclosing

secret, or had committed the offense of civil
disturbance or treason after the termination of the
Period of National Mobilization in Suppression of
Communist Rebellion, and was finally convicted, or

was put on a wanted list which has not been closed.

2. One who was a former public official, was subject

to administrative penalty or demerit record due to a
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violation of relevant regulatory for security
confidentiality.

3.0ne who was induced or coerced by foreign
government, mainland China, Hong Kong or Macau
government to engage in activity unfavorable to
national security or significant interest of the nation.

4. Other concrete item relating to the protection of
classified national security information.

The circumstance under Subparagraph 4 of
Paragraph 1 shall be stated in the tender notice, tender
document and contract; before the verification of the
competency audit, the relevant personnel shall agree in

writing document.

I 0F WEFZILE MEF LS 0E | Article 5 The “in writing” document under Paragraph
Y236 o RT3 E R : . .
FoBLF G RETF EFELAR 3 of the preceding article and Paragraph 1 of Article
T oENUTF (L2 . . .

16 of the Act may be the electronic one in
accordance with the Electronic Signatures Act.

Fa0E AEFLIESF 2055 | Article6  The cyber security maintenance plan
o= L‘:'_]_;/I/l—/—.—_ = 2 ,)J-.ﬁ‘ s . .
w2 - BATEFTUL under Article 10, Paragraph 2 of Article 16, and
BEVH BT HTEA : .

, Paragraph 1 of Article 17 of the Act shall include the

- S PEwERZEELME .

S ” . following:
I FHEErFTRE P .

i = ; ~ L 1. Core businesses and their significance.
ERR AR LR F R . . .

,, , 2. Cyber security policy and objectives.
E~BFAAZER 2 RE o
) e ! 3. The organization promoting cyber security.

ERNPS (S YR S S O 8 PromOting €y Y
A FU A BE T e ¢ 4. The deployment of dedicated manpower and fund.

FPe T A AZ AT A o 5. The deployment of Cyber Security Officer of the
SN FH A 2R GIER government agency.
NS FHE AP EE P #5 o 6. The inventory of information and communication
4 FHF2E 2R )f%:'% L] systems and information, and indicating the core

AR B A o ones and relevant assets.
T FHEIFTLTRE FI R 7. Risk assessments of cyber security.

] e . Protection and control measures for cyber security.

1 8. Protect d control for cyb ty
Lo s Tk R PRIRL R 2 9. The notification, response and rehearsal

¥ @—#ﬁ K mechanisms relating to cyber security incidents.
RIS R R #Iw 10. Cyber security information assessment and

HEFELE 2FAL Jf%‘ #& response mechanism.

e 11. Management measures for outsourced information
Lz \%ﬁ& zg_e;gi%ﬁ@z@:,r_g— o )

o and communication system or service.
g HEZ Foc g 2l
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12. Assessment mechanism for personnel of the

government agency who conducts business
involving cyber security matters.

13. The continual improvement and performance
management mechanism for the cyber security
maintenance plan and implementation status.

The implementation of cyber security
maintenance plans submitted by each agency under

Article 12, Paragraph 3 of Article 16, or Paragraph 2

of Article 17 of the Act shall

implementation results of and relevant explanations

include the

for those under each subparagraph of the preceding
paragraph.

The stipulation, amendment, and implementation
of the cyber security maintenance plans under
Paragraph 1, and the submission of the
implementation thereof to be conducted by a
government agency may, with consent of its
superior or supervisory authority, be conducted by
its superior or supervisory authority or another
government agency subordinate to its superior or
supervisory authority; and in case of a specific non-
government agency, the same may, with consent of
its central authority in charge of relevant industry, be
conducted by its central authority in charge of relevant
industry, a subordinate government agency of such
central authority in charge of relevant industry, or
another specific non-government agency regulated

by the central authority in charge of relevant industry.
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Article 7 The scope of the core businesses specified in

Subparagraph 1 of Paragraph 1 of the preceding article

are as follows:

1. Businesses that are considered as the core
accountabilities of the government agency as
determined by its organizational regulation.

2. Major services or functions of government-owned
enterprise and government-endowed foundation.

3. Businesses that are required by each agency for the
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maintenance and provision of critical infrastructure.

4. Businesses in which each agency is involved in
accordance with Paragraphs 1 to 5 of Article 4, or
Paragraphs 1 to 5 of Article 5 of the Regulations on
Classification of Cyber Security Responsibility
Levels.

The term “core information and communication
system” as used in Subparagraph 6 of Paragraph 1 of
the preceding article refers to the system that is
necessary for supporting the continual operation of
core business, or that is of high level of defense
requirements as determined in accordance with
Schedule 9 to the Regulations on Classification of
Cyber Security Responsibility Levels — principles of
classification of cyber system defense requirement
levels

.
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Article 8 The investigation, handling and improvement

report on cyber security incident under Paragraph 3 of

Article 14 and Paragraph 3 of Article 18 of the Act

shall include the following:

1. Times of the occurrences of or the awareness of the
occurrences of the incidents, the completion of
damage control or recovery operations.

2. The scope affected by the incidents and the damage
assessment.

A AP NERE S E e 3. The courses of damage control and recovery
Bez BT HE A4 R TR operations.
FRo 2 #—’ ¥ o 4. The courses of incident investigations and handling
- N ARIE LG AR AR S operations.
PTiE W# 5. Cause analysis of the incident.

6. Measures in aspects of management, technology,
manpower or resources taken to prevent the
reoccurrences of similar incident.

7. The estimated completion schedule and the follow-
up mechanism of the measures under the preceding
subparagraph.

F40F A PEEIEWMEA | Article9 Before designating critical  infrastructure
HE LSRR - AR i;}ﬂ M oA providers under Paragraph 1 of Article 16 of the Act,
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the central authority in charge of relevant industry shall
give such providers the opportunity to state their
opinions.

Article 10 The term “severe cyber security incident”
as used in Paragraphs 3 and 5 of Article 18 of the Act
refer to level-3 and level-4 cyber security incidents
specified in Paragraphs 4 and 5 of Article 2 of the
Regulations on the Notification and Response of Cyber

Security Incidents.
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Article 11 When the competent authority or the
central authority in charge of relevant industry is privy
to a cyber security incident and publicize the necessary
contents and countermeasures relating to severe cyber
security incidents under Paragraph 5 of Article 18 of
the Act, upon awareness of such incidents, times of
occurrence or privy of the occurrence, causes,
affection degree, control status, and subsequent
improvement measures of such incidents shall be
stated in the publications.

Under any of the following circumstances, the
necessary contents and contingency measures relating
to the incidents under the preceding paragraph shall not
be publicized:

1. If it involves trade secrets or information relating to
business operations of individuals, juristic persons
or organizations or if the disclosure might infringe
upon rights or other rightful interests of the
government agency, individual, juristic person or
organizations; except as is otherwise required by
law, or necessary for public welfare or necessary for
protection of life, body, and health of people, or with
consent of the parties concerned.

2. Other circumstances of confidentiality, restriction,
or prohibition on disclosure as required by law.

If the necessary contents and contingency
measure relating to the incidents shall not be
publicized under Paragraph 1, only the other portion
may be publicized.
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Article 12 If businesses of the specific non-
government agency involve the accountabilities of
several central authority in charge of relevant industry,
the competent authority may designate via
coordination more than one central authority in charge
of relevant industry to solely or jointly conduct the
matters to be conducted by the central authority in

charge of relevant industry under the Act.
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Article 13 The implementation date of these Rules

shall be stipulated by the competent authority.

The amendments to these Enforcement Rules
shall take effect on the date of promulgation.
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Regulations on Classification of Cyber Security
Responsibility Levels
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Article 1 These Regulations are stipulated according
to Paragraph 1 of Article 7 of the Cyber Security
Management Act (hereinafter referred to as “the

TRTEZL o

Act”).
B oME 7R 2 B 2o irs | Article 2 The cyber security responsibility levels of
Mo T AL BR) 2T A R the government agency or specific non-government
FESsod B K AL AL agency(hereinafter referred to as “each agency”) are
B ~C% D %% E % o classified from high to low into Level-A, Level-B,

Level-C, Level-D and Level-E.
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Article 3 The competent authority shall approve its
own cyber security responsibility levels every two
years.

The agencies directly subordinate to the Executive
Yuan shall, every two years, propose the cyber
security responsibility levels of their own, their
subordinate or supervisory government agencies, and
the specific non-government agencies under their
charge, and shall report the same to the competent
authority for approval.

Special municipality, county (city) governments shall,
every two years, propose the cyber security
responsibility levels of their own, their subordinate or
supervisory government agencies, and their governed
villages (townships/cities), mountain indigenous
district offices of municipality, and the subordinate or
supervisory government agencies of such governed
villages (townships/cities) and mountain indigenous
district offices of special municipalities, and shall
report the same to the competent authority for
approval.

Special municipality and county (city) councils,
village (township/city) councils, and mountain
indigenous districts of special municipality councils
shall, every two years, submit their own cyber
security responsibility levels, which shall be compiled
and submitted by the municipality and county (city)
governments where they are located to the competent
authority for approval.

The Presidential Office, the National Security
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Council, the Legislative Yuan, the Judicial Yuan, the
Examination Yuan, and the Control Yuan shall, every
two years, approve the cyber security responsibility
levels of their own, their subordinate or supervisory
government agencies, and the specific non-
government agencies under their charge, and shall
submit the same to the competent authority for
recordation.

If each agency is required to change its cyber security
responsibility level due to adjustment to

organization or business, it shall immediately conduct
the change to level according to the procedures under
the preceding five paragraphs; the same shall apply to
the case when a new agency is established.

In conducting the submission or approval of cyber
security responsibility level under Paragraph 1 to
Paragraph 5, if the government agency thinks it is
necessary to otherwise give the entities within the
government agency or the specific non-government
agency the levels that are different from those of such
agency, it may determine such levels in accordance
with the requirements of Article 4 to Article 10, by
taking into consideration the nature of business of
such entities.
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Article 4 The cyber security responsibility levels of
each agency under any of the following circumstances
are Level-A:

1. Its business involves classified national security
information.

2. Its business involves matters of foreign affairs,
national defense, or homeland security.

3. Its business involves the maintenance operation
of information and communication system commonly
used for nationwide people services or cross agencies.
4. Its business involves the possession of personal
information of nationwide people or public officials.
5. Itis a government agency, and its business
involves matters of nationwide critical infrastructure.
6. Itis a critical infrastructure provider, and the
central authority in charge of relevant industry, based
on the consideration of the number of users, market
share, the area and the substitutability of its business
or maintenance operation of critical infrastructures
and services, considers that the failures of or impact
on its cyber security system might cause disasters or
extremely serious impact on social public interests,
people’s morale, or the security of people’s lives,
body or property.

7. Itis a government medical center.

Article 5 The cyber security responsibility levels of
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each agency under any of the following circumstances
are Level-B.

1. Its business involves the security maintenance
and management of national core technology
information that is donated, funded, researched, or
developed by the government agency.

2. Its business involves the maintenance operation
of information and communication systems that are
commonly used for regional or local people services
Or Cross agencies.

3. Its business involves the possession of the
archives of personal information of regional or local
people.

4. Its business involves the maintenance operation of
information and communication systems that are
commonly used for the central secondary authority
and its subordinate government agencies
(institutions).

5. Itis a government agency, and its business
involves matters of regional or local critical
infrastructure.

6. Itis a critical infrastructure provider, and the
central authority in charge of relevant industry, based
on consideration of the number of users, market
share, the area and the substitutability of its business,
or the maintenance operation of critical infrastructure
and services, considers that the failure of or impacts
on its information and communication system might
cause serious impact on social public interest,
people’s morale, or the security of people’s lives,
body or properties.

7. Itis a public regional hospital or local hospital.

Article 6 The cyber security responsibility levels of
each agency who maintains and operates by itself or
outsources the establishment and development of
information and communication system are Level-C.

The information and communication system
established by itself or outsourced under the
preceding paragraph, refers to the information and
communication system with authority-division and
management functions.

Fo0E LB P AyRRTUE Article 7 The cyber security responsibility levels of

F o AP (N4 bk ® - By | each agency who conducts information and

2 Tk w HAFd% >FEs communication business l?y itself but does not

b D s o maintain and operate the information and
communication system that is established and
developed by itself or outsourced for the development
thereof are Level-D.

FAUE O ORBM G TN - Article 8 The cyber security responsibility levels of

% CHFH % 2 FEE% 5 Ex each agency under any of the following circumstances

BT A AR TRy o | areLlevelE:
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1. It neither has the information and
communication system, nor provides the information
and communication service.

2. Itis a government agency, and all its information
and communication business is conducted
concurrently or managed by its superior agency,
supervisory agency or the agency designated by the
agencies mentioned above.

3. Itis a specific non-government agency, and all of
its information and communication business is
conducted concurrently or managed by its central
authority in charge of relevant industry, the
subordinate government agency of the central
authority in charge of relevant industry, the specific
non-government agency under their charge by the
central authority in charge of relevant industry, or the
funding government agency.

BA40E LM EF e il e | Article 9 If the cyber security responsibility levels of
FTopLoBNZFEE TR each agency conforms to twq or abpve requirements
o HFU%2FEEm5: under Article 4 to the .precedlng ar‘Flcles, the levels of
A BE E s o such agency are classified as the highest level
conforming to such requirements.
L0 RSBz FH % >FEE | Article 10 The cyber security responsibility levels of
BoiRw A IEHTIRT 2 o v % = fE | each agency shall be determined in accordance with
Y- 3 %72 Sieisniie 2 & | the preceding six articles;'however, when the
PaFias st m g, @Y goverpment aget.lc'y.submlts or approves the cyber
A HFRE B ALE A2 A security responsibility levels under Paragraphs 1 to 5
g * - f Article 3, the levels of each agency may be
PRS- U - S 75 - BN TN A o S 1 agency may
= R I E- S adjusted, by taking into consideration the degree of
NI R PR A FL impact of the following matters on national security,
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social public interests, the security of people’s lives,
body, properties, or the reputation of the government
agency:

1. If its business involves foreign affairs, national
defense, homeland security, or its business involves
nationwide, regional or local energy, water resources,
telecommunication, transportation, banking &
finance, emergent rescues, and hospitals.

2. Ifits business involves personal information,
official confidentiality, or other information which
should be confidential by law or by contract - the
quantity and nature of such information, and the
unauthorized access, use, control, breach, damage,
tampering, destruction or other infringement.

3. Depending on different levels of each agency -
the impact on, failure, or interruption of its functions.
4.  Other concrete matters relating to the provision,
maintenance operation, size, or nature of information
and communication system.

Article 11 Each agency shall conduct the matters
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specified in Schedule 1 to Schedule 8, depending on
its cyber security responsibility levels.

For the information and communication system that is
developed by each agency itself or outsourced for the
development, each agency shall complete the
classification of information and communication
system according to the principles of classification of
defense requirements of information and
communication system specified in Schedule 9, and
shall implement control measures according to the
defense standards of information and communication
system specified in Schedule 10; if the central
authority in charge of relevant industry of a specific
non-government agency considers it is necessary to
otherwise provide for defense standards of specific
types of the information and communication systems,
it may propose by itself the defense standards and
report such standards to the competent authority for
approval, and shall follow the requirements of such
standards, if approved.

In conducting the matters specified in Schedule 1 to
Schedule 8 or implementing control measures
specified in Schedule 10, if each agency has apparent
difficulties in conducting or implementing specific
matters or control measures due to such factors as
technical limitation, design, structure or nature of
individual information and communication system, it
may, with consent of each agency submitting its level
under Paragraph 2 to Paragraph 4 of Article 3 or each
agency approving its level under Paragraph 5 of the
same article, and upon reporting to the competent
authority for recordation, be exempted from the
implementation of such matters or control measures.
The competent authority will be exempted from
execution with consent itself.

The government agency whose cyber security
responsibility levels are Level-A or Level-B shall
report the implementation status of matters under
Paragraph 1 and Paragraph 2 in the manner
designated by the competent authority.

The central authority in charge of relevant industry
may require the specific non-government agency
regulated under their charge to report the
implementation status of matters under Paragraph 1
and Paragraph 2 in the manner designated.

L CiE AyREzuirpd o d
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Article 12 The implementation date of these
Regulations shall be stipulated by the competent
authority.

The amendments to these Regulations shall
take effect on the date of promulgation
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S FUHE T EER AR OB EAER Schedule 1:Matters to be conducted by the government agency of cyber security responsibility Level-A
System Items Sub-items Contents conducted
Y- 7478 55 PEESE P wf | AP R aspect conducted conducted
RSP RS R e 1 Ep Within one year after receipt of initial approval or change
TN TR AE v 2 — ’
¥ FRLMR T x of level, the government agency shall complete the
6 < E v 7 F" 38 I’ ‘,U ’
’ e n 4 , ) ) classification of levels of the information and
EAR DRI N A 5 ¥ AL R F A B TR A Classification of levels and ot s develoned by itslf . 4
, 'y communication systems develope itself or outsource
A2yl BREFED R defense standards of the _ Y pec by
. o b A g A ] ] o according to Schedule 9, and shall complete the control
R N A S T information and communication . )
i ar o XS o B d 4 - T measures specified in Schedule 10; subsequently, the
AT TR RS EP o system ) ]
2P Fi 4 4~ ONS 27001 & government agency shall inspect the appropriateness of the
¥ 70> F‘ LU IR E
= o . classification of levels of the information and
ISO 27001 * T % > ¢ 32 & iR o
T »E I Wz | HE R R ek f AR %ﬂ communication systems at least once a year.
v o< Po¥ = el : A PR N B T . . .
E2w P T R ] Within two years after receipt of initial approval or change
R T SR F" RPN of level, the government agency shall import to all of its
o 2 PRl 0 Y = TR
R T IR T Ty The importation of the core information and communication systems the
L= PR LTRGBS e . . . . . .
s M information security standards - CNS 27001 or ISO 27001 information security
= ° anagement .
A EP AR B b2 - &P 8 management system and management system, or other systems or standards with
. N N R A 1o Z_ — ’ aspect . . . . .
X AR BeBw A3 BT R A 2 P verification by an impartial third | equal or better effects, or other standards developed by the
E:R s JRI4 Jo g 2o °
NEEE T R AP G EyR- % - i party government agency itself and approved by the competent
¥ - - . . . . . .
— N P - authority; within three years of the completion of impartial
ERPFFETFTR PP FA kMR EPEE - oo _ o
A PR P third-party certification, the government agency shall
FEIe e R & + EFHEL - o . o e . o
P i E‘L‘;ﬂ? T S fiPis T4 R R s 2 continually maintain the validity of its certification.
33 BLaF FRF%S FAl ik b EPEE 0 o e : .
& >R - i — - ) . Within one year after receipt of initial approval or change
PR EAE DTS T A AE EPRT - K o Dedicated cyber security
" ) of level, the government agency shall deploy four persons
B 5 AR ersonne . .
= . sk - P on full-time basis.
PRER B : : ;
W - s Internal cyber security audit Conduct twice a year.
AR . . . . .
r——— Business sustainable operation | Conduct once a year for all core information and
i H T o
cquzrie | & i ;’; « rehearsal communication systems.
FHEEZ g | ERFFRAR | , :
e o i i & FPEE - X o Cyber security governance
Z PIRE I 5 . Conduct once a year.
<51 maturity assessment
LEB AR . : , :
; - Vulnerability Conduct twice a year for all core information and
P e IR . . o
" N ;; Security scanning communication systems.
VIR - E : . ; :
_W Technical detection . Conduct once a year for all core information and
MK TR AR Penetration test o
AR R Py aspect communication systems.
. " B S SR ) IS ) -
Fw > a4 R s ‘ N ’ o F ‘ Cyber Inspection of
TP RS TE Y > TP e security network Conduct once a year.
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health frameworks

diagnosis Inspection of

activities

malicious cyber

Inspection of

malicious

terminal
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Cyber security threat detection

management mechanism

Within one year after receipt of initial approval or change
of level, the government agency shall complete the
development of threat detection mechanism, and shall
continue the maintenance and operation thereof and
submit the monitoring management documentation in the
manner designated by the competent authority. The
monitoring scope shall include the contents conducted for
“Endpoint detection and response mechanism” and “Cyber
security defense” as specified in this Schedule, the cyber
equipment records of the active directory system and the
agency’s core information and communication system, and

the records of information service or the application.

Government configuration

Within one year of receipt of initial approval or change of
levels, the government agency shall complete the import

operation of government configuration baseline for the

baseline . . .
items publicized by the competent authority, and shall
continue the maintenance and operation thereof.
Vulnerability alert and Within one year of receipt of initial approval or change of
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notification system mechanism

levels, the government agency shall complete the import
operation of the vulnerability alert and notification system
mechanism, and shall continue the maintenance and
operation thereof and submit the inventory data of
information assets in the manner designated by the
competent authority.

If it has been approved before the amendments to these
Regulations were enforced on August 23, 2021, the
government agency shall, within one year of the
enforcement of the amendments, complete the import
operation of the vulnerability alert and notification system
mechanism, continue the maintenance and operation
thereof and submit the inventory data of information assets

in the manner designated by the competent authority.

Endpoint detection and response

Within two years of receipt of initial approval or change of
levels, the government agency shall complete the import
operation of endpoint detection and response mechanism,
and shall continue the maintenance and operation thereof
and submit the detection data in the manner designated by
the competent authority.

If it has been approved before the amendments to these

mechanism Regulations were enforced on August 23, 2021, the
government agency shall, within two years of the
enforcement of the amendments, complete the endpoint
detection and response mechanism, continue the
maintenance and operation thereof and submit the
detection data in the manner designated by the competent
authority.
Anti-virus
software
Network firewall | Within one year after receipt of approval or change of
Cyber If the government | levels, the government agency shall complete activation of
security agency has email | various cyber security defense measures, and continue to
defense servers, it should | use such measures and timely conduct the necessary
have email update or upgrading of software and hardware.
filtering
mechanism
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Intrusion
detection and
defense

mechanism

If the government
agency has core
information and
communication
systems for
external services,
it should have the
application

firewalls

Defense measures
for advanced
persistent threat

attacks

Awareness

and training

Cyber
security
education

and training

Full-time cyber

Each personnel shall receive the cyber security

professional program training or the cyber security

security competence training for not less than twelve hours each
personnel year.
Information Each personnel shall receive the cyber security

personnel other
than full-time
cyber security

personnel

professional program training or the cyber security
competence training for not less than three hours every
two years and receive general cyber security education

training for not less than three hours each year.

General user and

officer

Each year, each person shall receive general cyber security

education training for not less than three hours.

Cyber security professional

license and competence training

certificates

1.  Within one year after receipt of initial approval or
change of levels, at least four full-time cyber security
persons shall each hold one or more licenses and
certificates, and shall continually maintain the validity of
the licenses and certificates.

2. Ifit has been approved before the amendments to
these Regulations were enforced on August 23, 2021, such

requirements shall be met within one year of the
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enforcement of the amendments.

Notes:

1. If the nature of the information and communication system is a shared one, whether it belonged to the core one, it
shall be judged by the agency in charge of the establishment, maintenance or development of such information and
communication system.

2. The third party as used in “impartial third-party certification” refers to an agency commissioned by the competent
authority for the accreditation in accordance with the Standards Act of our country; the certificate issued by such
third party shall bear the accreditation mark of the above-said commissioned agency.

3. The full-time cyber security personnel refer to the personnel who should implement cyber security businesses in
full-time.

4. In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the government agency may take other measures which have
equal or better effects as approved by the competent authority.

5. Vulnerability alert and notification system mechanism refers to the operations in combination of the information
asset management and vulnerability management, the grasp of overall risk trends, and the assistance to the agency in
fulfilment of matters to be conducted for asset inventory and risk assessment under the Act.

6. Endpoint detection and response mechanism refers to the protective operations with functions of active scanning
and detecting on endpoint, vulnerability protection, analysis of suspicious program or abnormal activities and
display function of the level of relevant threats.

7. Cyber security professional license refer to the cyber security professional license issued by domestic and foreign
issuing authority (entity) recognized by the competent authority.
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A FUEXFEIRABZF LR BN BRI Schedule 2: Matters to be conducted by the specific non-government agency of cyber security responsibility Level-
A
H B PEILIE P PRIOIE P w3 | PREEPN R Sust . Items Sub-items Content ducted
o 1 o stem aspec ontents conducte
TR ERR 62— EN 0 4 4 P conducted conducted
oS R A kS A Within one year after receipt of initial approval or change
T A Aas s pEAR {4 AT A% TR AA L2 of level, the specific non-government agency shall
TAHES D A BF &L R R complete the classification of levels of the information and
ey e Classification of levels and communication systems developed by itself or outsourced
AP RERL L EQ 0 2 defense standards of the according to Schedule 9, and shall complete the control
TP Ak Su g~ CNS 27001 & information and measures specified in Schedule 10; subsequently, the
T Sz h ? 4 WA ISO 27001 ¥ Fi % 2 ¢ 3 J SiR i communication system specific non-government agency shall inspect the
= . F T= R R -~ 20 . > %o ok 1 1 1
DRk His L5 k3% “ v g 2k L *%ﬂr appropriateness of the classification of levels of the
3P =t = z PR . . , v - . . . .
' o M HE My FEET KA P information and communication systems at least once a
W 2 R Wz Ep A OR R year.
IO RE TEHFaFERET Lo Within two years after receipt of initial approval or change
S 2 AR GES SRS IS S SRR R of level, the specific non-government agency shall import
‘ Er Ao M . The i Hati fth to all of its core information and communication systems
i - e omm anagemen e importation of the ] '
(AN TR o - # FEPEE X o & ) p‘ ; the standards - CNS 27001 or ISO 27001 information
o o ; aspect information security )
ES Rk RERASEE NS Ak ber E PRS- X oo security management system, or other systems or
— : S - management system and .
33 8L¥F DI T K SR E PR - o ] ] ] ) standards with equal or better effects, or other standards
Z >R —— - verification by an impartial . .
% %P RS ik A LB ‘ evelope e specific non-government agency itse
% i P DR T K SLE E T third art developed by the specifi g t agency itself
ird pa
PRI R AR party and approved by the competent authority; within three
R EREH years of the completion of impartial third-party
¥ AR certification, the specific non-government agency shall
@ ¥ _Jﬁ LR continually maintain the validity of its certification.
FHZ > | EREFRAE ) ) Within one year after receipt of initial approval or change
PSR LB iR FEPRIP - o Dedicated cyber security Y . P PP 8
e PIREIBE I of level, the specific non-government agency shall deploy
personne
B AR four persons.
P4 RPR B R Internal cyber security audit Conduct twice a year
T_E JF N g Business sustainable operation | Conduct once a year for all core information and
K T HARL rehearsal communication systems
AEEP A SRR - BN 2 Vulnerability Conduct twice a year for all core information and
A EpsAER > Y EFAE o H Security scanning communication systems
T >R P RE s gjiv ke fErdire TFEL% 2P Technical aspect | detection ) Conduct once a year for all core information and
Penetration test o
\‘ZE JZTRENE P &‘:‘Wﬁn e s communication systems
oo Fid &KLz FHRE L2 TR Cyber Inspection of Conduct once a year
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security
health

diagnosis

network

frameworks

Inspection of
malicious cyber

activities

Inspection of
malicious
activities in user
terminal

computers

Inspection of
malicious
activities in

SCIvers

Inspection of
settings of
directory servers
and settings of
firewall

connections

Cyber security threat detection

management mechanism

Within one year after receipt of initial approval or change
of level, the specific non-government agency shall
complete the development of threat detection mechanism,
and shall continue the maintenance and operation thereof.
The monitoring scope shall include the contents conducted
for “Cyber security defense” as specified in this Schedule,
the cyber equipment records of the active directory system
and the agency’s core information and communication
system, and the records of information service or the

application.

Vulnerability alert and

notification system mechanism

Within one year after receipt of initial approval or change
of level, the critical infrastructure provider shall complete
the import operation of vulnerability alert and notification
system mechanism, and shall continue the maintenance
and operation thereof and submit the inventory data of
information assets in the manner designated by the

competent authority.
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If it has been approved before the amendments to these
Regulations were enforced on August 23, 2021, the critical
infrastructure provider shall, within one year of the
enforcement of the amendments, complete the import
operation of the vulnerability alert and notification system
mechanism, continue the maintenance and operation
thereof and submit the inventory data of information assets

in the manner designated by the competent authority.

Cyber
security
defense

Anti-virus

software

Network

firewall

If the specific
non-government
agency has
email servers, it
should have
email filtering

mechanism

Intrusion
detection and
defense

mechanism

If the specific
non-government
agency has core
information and
communication
systems for
external
services, it
should have the
application

firewalls

Defense
measures for

advanced

Within one year after receipt of approval or change of
levels, the specific non-government agency shall complete
activation of various cyber security defense measures, and
continue to use such measures and timely conduct the

necessary update or upgrading of software and hardware.
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persistent threat

Awareness and

training

attacks
) Each personnel shall receive the cyber security
Dedicated cyber ) o )
" professional program training or the cyber security
securi
Y competence training for not less than twelve hours each
personnel
year.
Cyber ; ; :
, Information Each personnel shall receive the cyber security
securi
?/ personnel other | professional program training or the cyber security
education

and training

than dedicated
cyber security

personnel

competence training for not less than three hours every
two years and receive general cyber security education

training for not less than three hours each year.

General user

and officer

Each year, each person shall receive the general cyber

security education training for not less than three hours

1. Within one year after receipt of initial approval or

change of levels, at least four dedicated cyber security
persons shall each hold one or more licenses, and shall
Cyber security professional continually maintain the validity of licenses.
licenses 2. Ifit has been approved before the enforcement of the
amendments to these Regulations on August 23, 2021,

such requirements shall be met within one year of the

enforcement of the amendments.

Notes:

1. If the nature of the information and communication system is a shared one, whether it belonged to the core one, it
shall be judged by the agency in charge of the establishment, maintenance or development of such information and
communication system.

2. The third party as used in “impartial third-party certification” refers to an agency commissioned by the competent
authority for the accreditation in accordance with the Standards Act of our country; the certificate issued by such
third party shall bear the accreditation mark of the above-said commissioned agency.

3. In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the specific non-government agency may take other measures
which have equal or better effects as approved by the central authority in charge of relevant industry.

4. Vulnerability alert and notification system mechanism refers to the operations in combination of the information
asset management and vulnerability management, the grasp of overall risk trends, and the assistance to the agency in
fulfilment of matters to be conducted for asset inventory and risk assessment under the Act.

5. Cyber security professional license refer to the cyber security professional license issued by domestic and foreign
issuing authority (entity) recognized by the competent authority.

6. The central authority in charge of relevant industry of the specific non-government agency may, depending on the
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actual requirements and to the extent of compliance with these Regulations, otherwise provide for the cyber security

matters to be conducted by its regulated specific non-government agency.
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it & T X AT EE 5B sz oM REEE R Schedule 3: Matters to be conducted by the government agency of cyber security responsibility Level-B
- N - N Z ~ Items Sub-items
A& FHLIE P PRI P w3 | FHIR R System aspect Contents conducted
S 2 1 . _ n conducted conducted
rasRRAEaRLlEL B0 04 h fi f 1 1 or ch
_ — Within one year after receipt of initial approval or change
}fﬁ ,,. E\‘ i FIB ;? 3 —Fa,\i % YL % 'T = Y p pp g
T KA R A {2 ? A A B R A AL 2 of level, the government agency shall complete the
L T e ) ) classification of levels of the information and
TS B R £ AR R Classification of levels and o ,
. N 3 communication systems developed by itself or outsourced
APEICIANC S i e defense standards of the )
S . ) o according to Schedule 9, and shall complete the control
AR TR EN 0 2 information and communication fied in Schedule 10: sub . th
e e measures specified in Schedule 10; subsequently, the
b Tk A~ CNS 27001 & system P . A quently -
s Zeoap e AL A5 Tm A 4k 1T 9 overnment agency shall inspect the appropriateness of the
L o ISO 27001 % Fi % 3 1 % SR8 goverment agency statl spect the approp SO
. TR E g ok k2 oz . 1 3 classification of levels of information and communication
(A I IO EEEGRRLIL kL ) AR
L AL S A3 4 ; . . systems at least once a year.
) o RHU ARBMp FEELEL B Y Y
. ‘ " Within two years after receipt of initial approval or change
WHRT 2 FE > M ER RSO0 F Y p tapp ang
S B E R RS L . of level, the government agency shall import to all of its
- & ) . " ) ) core information and communication systems the
SN #7 =X L% TAEBFLE2- AP e The importation of the ) ) .
EARCA L4 4R " . ] ] ] standards - CNS 27001 or ISO 27001 information security
BoA D EMBRAERE 2 o Management | information security management ,
e — N . . management system, or other systems or standards with
PERF A 2P & PR - o aspect system and verification by an
y N S - ) . ) equal or better effects, or other standards developed by the
EIFEFF TR DIV T LA - EPRE - oo impartial third party )
— — - government agency itself and approved by the competent
FRIPESRAETR *EFEEL - o . . . . .
- —— - authority; within three years of the completion of impartial
53 B4 4 VP FU S SR E PR X . e
& >R 5% 7k FETTORSe P third-party certification, the government agency shall
:';% :E'%‘ ¥ z'bd.\i» /Jl‘» “j—‘j: ¥ 2= B : : : *1: : : :
i _ il i 7% b continually maintain the validity of its certification.
B O R AR oy VI
. . Within one year after receipt of initial approval or change
ERER S Dedicated cyber security
of level, the government agency shall deploy two persons
e AR personnel . ‘
on full-time basis.
@ KDy . :
- A Internal cyber security audit Conduct once a year.
rHE g K &éﬁv%ﬁ%ﬁ- L, ) . . . } .
_ & - EPET - oo Business sustainable operation Conduct once every two years for all core information and
- & FIRE LB E o
H i rehearsal communication systems.
,)Ej_, ol i ’Fﬁ AR .
Cyber security governance
P& PR B 2% ) Conduct once a year.
maturity assessment
%2 bbb — : :
i Vulnerability Conduct once a year for all core information and
K T AR : . o
— - - Security scanning communication systems.
&”“)if’?ié\‘—%ﬁ&f%i?éi—ﬁﬂ\ = ) . . .
Technical detection . Conduct once every two years for all core information and
N R PSS HER > TIFAER & Penetration test o
TAE >R PR s L o L aspect communication systems.
ﬂ.?’}?ﬁfbgjﬁ{i”‘;?\ﬁ&@ﬁﬁi?g'ﬁf :
. ) i Cyber Inspection of
Lo H B IE:# ) AR A N AL S ) 13 . Conduct once every two years.
security network
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health

diagnosis

frameworks

Inspection of
malicious cyber

activities

Inspection of
malicious
activities in user
terminal

computers

Inspection of
malicious
activities in
servers

Inspection of
settings of
directory servers
and settings of
firewall

connections

Cyber security threat detection

management mechanism

Within one year after receipt of initial approval or change
of level, the government agency shall complete the
development of threat detection mechanism, and shall
continue the maintenance and operation thereof and submit
the monitoring management documentation in the manner
designated by the competent authority. The monitoring
scope shall include the contents conducted for “Endpoint
detection and response mechanism” and “Cyber security
defense” as specified in this Schedule, the cyber
equipment records of the active directory system and the
agency’s core information and communication system, and

the records of information service or the application.

Government configuration

Within one year of receipt of initial approval or change of
levels, the government agency shall complete the import

operation of government configuration baseline for the

baseline . . .
items publicized by the competent authority, and shall
continue the maintenance and operation thereof.
Vulnerability alert and Within one year of receipt of initial approval or change of
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notification system mechanism

levels, the government agency shall complete the import
operation of the vulnerability alert and notification system
mechanism, and shall continue the maintenance and
operation thereof and submit the inventory data of
information assets in the manner designated by the
competent authority.

If it has been approved before the amendments to these
Regulations were enforced on August 23, 2021, the
government agency shall, within one year of the
enforcement of the amendments, complete the import
operation of the vulnerability alert and notification system
mechanism, continue the maintenance and operation
thereof and submit the inventory data of information assets

in the manner designated by the competent authority.

Endpoint detection and response

Within two years of receipt of initial approval or change of
levels, the government agency shall complete the import
operation of Endpoint detection and response mechanism,
and shall continue the maintenance and operation thereof
and submit the detection data in the manner designated by
the competent authority.

If it has been approved before the enforcement of the

mechanism amendments to these Regulations on August 23, 2021, the
government agency shall, within two years of the
enforcement of the amendments, complete the Endpoint
detection and response mechanism, and shall continue the
maintenance and operation thereof and submit the
detection data in the manner designated by the competent
authority.
Anti-virus
software
Network firewall | Within one year after receipt of approval or change of
Cyber If the government | levels, the government agency shall complete activation of
security agency has email | various cyber security defense measures, and continue to
defense servers, it should | use such measures and timely conduct the necessary

have email
filtering

mechanism

update or upgrading of software and hardware.
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Intrusion
detection and
defense

mechanism

If the government
agency has core
information and
communication
systems for

external services,

it should have the
application
firewalls
Each personnel shall receive the cyber security
Full-time cyber professional program training or the cyber security

security personnel | competence training for not less than twelve hours each

year.
Cyber : : )
" Information Each personnel shall receive the cyber security
securi
d t'y personnel other professional program training or the cyber security
education
. than full-time competence training for not less than three hours every
and training ] } . )
cyber security two years and receive general cyber security education
personnel training for not less than three hours each year.

Awareness .
. General user and | Each year, each person shall receive the general cyber
and training

officer security education training for not less than three hours

1.  Within one year after receipt of initial approval or
change of levels, at least two full-time cyber security

. . persons shall each hold one or more license(s) and
Cyber security professional i ) o o
. . certificate(s), and shall continually maintain those validity.
license and competence training .
. 2. Ifit has been approved before the enforcement of the
certificates ]
amendments to these Regulations on August 23, 2021,

such requirements shall be met within one year of the

enforcement of the amendments.

Notes:

1. If the nature of the information and communication system is a shared one, whether it belonged to the core one, it
shall be judged by the agency in charge of the establishment, maintenance or development of such information and
communication system.

2. The third party as used in “impartial third-party certification” refers to an agency commissioned by the competent
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authority for the accreditation in accordance with the Standards Act of our country; the certification issued by such
third party shall bear the accreditation mark of the above-said commissioned agency.

3. The full-time cyber security personnel refer to the personnel who should implement cyber security businesses in
full-time.

4. In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the government agency may take other measures which have
equal or better effects as approved by the competent authority.

5. Vulnerability alert and notification system mechanism refers to the operations in combination of the information
asset management and vulnerability management, the grasp of overall risk trends, and the assistance to the agency in
fulfilment of matters to be conducted for asset inventory and risk assessment under the Act.

6. Endpoint detection and response mechanism refers to the protective operations with functions of active scanning
and detecting on endpoint, vulnerability protection, analysis of suspicious program or abnormal activities and
display function of the level of relevant threats.

7. Cyber security professional license refer to the cyber security professional license issued by domestic and foreign

issuing authority (entity) recognized by the competent authority.
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fhe FULX2FEEFHBA2Z FT 0B kTR Schedule 4: Matters to be conducted by the specific non-government agency of cyber security responsibility Level-
B
R G b | PEEIE P PRI I | PR R System Items Sub-items Contents conducted
o e d ontents conducte
AT TR eL - EP 4 aspect conducted conducted
o FaLBg Tk kg4 Within one year after receipt of initial approval or change of
T A As s pEAR 1 RFFU A FRANA L2 level, the specific non-government agency shall complete the
TAEs B RF &L PR T o classification of levels of the information and communication
kN R A Classification of levels and ) )
g S B e systems developed by itself or outsourced according to
o an o S 4 A 4 defense standards of the '
AL TN SR 6L - #p 0 2 . . Schedule 9, and shall complete the control measures specified
N ; information and ) )
oo Tk S 0 CNS 27001 # ot . in Schedule 10; subsequently, the specific non-government
£ 73 R communication system ' ) ) '
1w Fouz > ? s o2 ISO 27001 % F & 2> ¢ 12 i SR % - Y agency shall inspect the appropriateness of the classification
S= F“ F /"‘/f SLZ L 20 A4 ~ Y ’ Lz . . . .
F & " ¥z e BBk Es ‘\' R RS of levels of information and communication systems at least
3 - L= — =~ PE- ¥ N 2 T kg
) B MHE M FERET S ”p" once a year.
adl S o SRR I A AN Within two years after receipt of initial approval or change of
Rl T AN R C i ER i Y level, the specific non-government agency shall import to all
n o N GES S RS RS S SRS The importation of the of its core information and communication systems the
FEX>EF AR . Management | . . : ; ;
- Ao information security standards - CNS 27001 or ISO 27001 information security
i - . . . aspect .
RN o 3 ¢ * EFEE - X o P management system and management system, or other systems or standards with equal
ESTESE RRLSEE DR T kMR - EPREE - o verification by an impartial or better effects, or other standards developed by the specific
P 33 8L¥F fa DR T K SLE E PRT - o third party non-government agency itself and approved by the competent
_Q l___ Y ‘l B , R . . . . . .
‘ BRI R DIRAES FI A A - EPRT - oo authority; within three years of the completion of impartial
BT R AR third-party certification, the specific non-government agency
R ERED shall continually maintain the validity of its certification.
e AR . . Within one year after receipt of initial approval or change of
- Dedicated cyber security .
i —*‘Ff LT personnel level, the specific non-government agency shall deploy two
FTHE > | ERREEFRAR L persons.
F Vol G- Eppmo e . .
. PIRE A E Internal cyber security audit Conduct once a year.
Hiea L ET AR Business sustainable operation | Conduct once every two years for all core information and
P45 PR Bk rehearsal communication systems.
T_E 7V Vulnerability Conduct once a year for all core information and
K THAR Security scanning communication systems.
AN B A - - 3 N i detection ) Conduct once every two years for all core information and
5 Technical Penetration test o
2w P psEY > TiFfaE o aspect communication systems.
A& > P R s THFERR A2 TFTELE 2 Cyber Inspection of
o OZPEIPN F S P BPRIR K LS SR security network Conduct once every two years.
Pou T N2 THRAF LEE TR health frameworks
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diagnosis | Inspection of
malicious cyber

activities

Inspection of
malicious
activities in user
terminal

computers

Inspection of
malicious
activities in

SCrvers

Inspection of
settings of
directory servers
and settings of

firewall

connections

Cyber security threat detection

management mechanism

Within one year after receipt of initial approval or change of
levels, the specific non-government agency shall complete the
development of threat detection mechanisms, and shall
continue the maintenance and operation thereof. The
monitoring scope shall include the contents conducted for
“Cyber security defense” as specified in this Schedule, the
cyber equipment records of the active directory system and
the agency’s core information and communication system, and

the records of information service or the application.

Vulnerability alert and

notification system mechanism

1. Within one year after receipt of initial approval or change
of level, the critical infrastructure provider shall complete the
import operation of vulnerability alert and notification system
mechanism, and shall continue the maintenance and operation
thereof and submit the inventory data of information assets in
the manner designated by the competent authority.

2. Ifit has been approved before the amendments to these
Regulations were enforced on August 23, 2021, the critical
infrastructure provider shall, within one year of the

enforcement of the amendments, complete the import
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operation of the vulnerability alert and notification system
mechanism, continue the maintenance and operation thereof
and submit the inventory data of information assets in the

manner designated by the competent authority.

Anti-virus

software

Network firewall

If the specific
non-government
agency has email

servers, it should

have email
filtering
mechanism o .
Intrusi Within one year after receipt of approval or change of levels,
ntrusion ) o
Cyber detect d the specific non-government agency shall complete activation
) etection an. ) ) )
security dof. of various cyber security defense measures, and continue to
efense :
defense . use such measures and timely conduct the necessary update or
mechanism )
- upgrading of software and hardware.
If the specific
non-government
agency has core
information and
communication
systems for
external services,
it should have the
application
firewalls
. Each personnel shall receive the cyber security professional
Dedicated cyber . ) .
. program training or the cyber security competence training for
securi
Cyber Y not less than twelve hours each year.
) personnel
security
Awareness . X . . .
d traini education | Information Each personnel shall receive the cyber security professional
and trainin
8 and personnel other program training or the cyber security competence training for
training than dedicated not less than three hours every two years and receive general

cyber security

personnel

cyber security education training for not less than three hours
each year.
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General user and | Each year, each person shall receive the general cyber security

officer education training for not less than three hours.

1. Within one year after receipt of initial approval or change
of levels, at least two dedicated cyber security persons shall
each hold one or more license(s) and certificate(s), and shall
Cyber security professional continually maintain those validity.

licenses 2. Ifit has been approved before the enforcement of the
amendments to these Regulations on August 23, 2021, such

requirements shall be met within one year of the enforcement

of the amendments.

Notes:

1. If the nature of the information and communication system is a shared one, whether it belonged to the core one, it
shall be judged by the agency in charge of the establishment, maintenance or development of such information and
communication system.

2. The third party as used in “impartial third-party certification” refers to an agency commissioned by the competent
authority for the accreditation in accordance with the Standards Act of our country; the certificate issued by such
third party shall bear the accreditation mark of the above-said commissioned agency.

3. In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the specific non-government agency may take other measures
which have equal or better effects as approved by the central authority in charge of relevant industry.

4. Vulnerability alert and notification system mechanism refers to the operations in combination of the information
asset management and vulnerability management, the grasp of overall risk trends, and the assistance to the agency in
fulfilment of matters to be conducted for asset inventory and risk assessment under the Act.

5. Cyber security professional license refer to the cyber security professional license issued by domestic and foreign
issuing authority (entity) recognized by the competent authority.

6. The central authority in charge of relevant industry of the specific non-government agency may, depending on
actual requirements and to the extent of compliance with requirements of these Regulations, otherwise provide for

the cyber security matters to be conducted by its regulated specific non-government agency.
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S FEERCH OB RTEE R Schedule 5: Matters to be conducted by the government agency of cyber security responsibility Level-C
FIE & PEIEIE P wIf | PHEEPN R Items Sub-items
P System aspect Contents conducted
AR TN ERRL 62— Q> conducted conducted
F¥p TR LB T kA & Within one year after receipt of initial approval or change of
G E R AR AN Y S level, the government agency shall complete the classification
Fi houh sz A% #3000 fﬁ%ﬁ-— FOFA E A Bl of levels of the information and communication systems
oo hsEed TR, B Classification of levels and | developed by itself or outsourced according to Schedule 9;
PN TR 2 Fp =2 defense standards of the subsequently, the government agency shall inspect the
A R 2 e e information and appropriateness of the classification of levels of information
RN B AR SR ) RS 2 communication system and communication systems at least once a year. If the system
e >84rs Tk A~ CNS 27001 & levels are “high”, the government agency shall, within two
S= A5 = ap e 9 4 4k 3 : Sl
F ISO 27001 * T % > ¢ 32 & SuiR i years of receipt of initial approval or change of levels,
FEEE k2 Eo His Ef k3 trckz ,ff Fugh ﬁﬂr complete the control measures specified in Schedule 10.
o HE iy FERET KA Within two years after receipt of initial approval or change of
BT 2 RE o TR ~-‘=Bli$ %' Management level, the government agency shall import to all of its core
Moo aspect ) ) information and communication systems the standards - CNS
e . The importation of the ) ] )
N XX TAERRL 2 - FE QN ) . . 27001 or ISO 27001 information security management
FAR - C o _ Cw information security _
fel- 45 AN E B%‘“ ARpREZ e system, or other systems or standards with equal or better
P — . . management system
[N TR o 8 ZEPEE - o effects, or other standards developed by the government
EIFHETFR DIVPL T kA - EPREE - oo agency itself and approved by the competent authority, and
[T 33 gL DI T A A - ERT - o shall continually maintain the importation thereof.
£ iR 7 4 e p ) S : it
% PR DIFS T Ok E - EFREE- X o . . Within one year after receipt of initial approval or change of
Dedicated cyber security
PR AR level, the government agency shall deploy one person on full-
personnel ] i
RRERED time basis.
¥ AR Internal cyber security audit | Conduct once every two years.
i@ ¥ —*Ff 2R Business sustainable Conduct once every two years for all core information and
FTHX 2 | ELEBRR s - Eemo operation rehearsal communication systems.
- EPEE - X o - ; ;
i L PIREL S E Vulnerability | Conduct once every two years for all core information and
AT . . ..
e D AR Security scanning communication systems.
B 4 P PR Bk detection Penetration Conduct once every two years for all core information and
T_E JF N g Technical test communication systems.
echnica
M TIEAR Inspection of
— ” - aspect Cyber
AN A T SR B S 3 N ] network
B H T 2B B seeurtty g ks | Conduct t
%o Rl X 53 EL: r 1T rameworks onduct once every two years.
55 BpAT 47 18 4 ) health . YRy
EIE LR & RN § ) EAk & , , Inspection of
. o diagnosis .
SRERTNTALBTH malicious
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cyber activities

Inspection of
malicious
activities in
user terminal

computers

Inspection of
malicious
activities in

SCrvers

Inspection of
settings of
directory
servers and

settings of

firewall

connections
1.  Within two years after receipt of initial approval or
change of level, the government agency shall complete the
import operation of vulnerability alert and notification system
mechanism, and shall continue the maintenance and operation
thereof and submit the inventory data of information assets in

o the manner designated by the competent authority.
Vulnerability alert and

notification system

2. Ifit has been approved before the amendments to these

Regulations on August 23, 2021, the government agency shall,

mechanism .
within two years of the enforcement of the amendments,
complete the import operation of vulnerability alert and
notification system mechanism, and shall continue the
maintenance and operation thereof and submit the inventory
data of information assets in the manner designated by the
competent authority.
Anti-virus o )
Within one year after receipt of approval or change of levels,
software o ]
Cyber Network the government agency shall complete activation of various
) etwor ) .
security f " cyber security defense measures, and continue to use such
irewa .
defense — measures and timely conduct the necessary update or
e .
upgrading of software and hardware.
government
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agency has

email servers,
it should have
email filtering

mechanism

Fullt Each personnel shall receive the cyber security professional
ull-time
) program training or the cyber security competence training for
cyber security
not less than twelve hours each year.

personnel
Cyber Information ) . .
i Each personnel shall receive the cyber security professional
security personnel . . .
: program training or the cyber security competence training for
education other than full-

. . not less than three hours every two years and receive general
and training | time cyber ] ] T
Awareness " cyber security education training for not less than three hours
o security
and training each year.
personnel

General user Each year, each person shall receive the general cyber security

and officer education training for not less than three hours.

Within one year after receipt of initial approval or change of

Cyber security professional levels, at least one full-time cyber security personnel shall

license and competence hold one or more license(s) and certificate(s), and shall
training certificates continually maintain the validity of the licenses and
certificates.

Notes:

1. If the nature of the information and communication system is a shared one, whether it belonged to the core one, it
shall be judged by the agency in charge of the establishment, maintenance or development of such information and
communication system.

2. The full-time cyber security personnel refer to the personnel who should implement cyber security businesses in
full-time.

3. In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the government agency may take other measures which have
equal or better effects as approved by the competent authority.

4. Vulnerability alert and notification system mechanism refers to the operations in combination of the information
asset management and vulnerability management, the grasp of overall risk trends, and the assistance to the agency in
fulfilment of matters to be conducted for asset inventory and risk assessment under the Act.

5. Cyber security professional license refer to the cyber security professional license issued by domestic and foreign

issuing authority (entity) recognized by the competent authority.
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Schedule 6: Matters to be conducted by the specific non-government agency of cyber security responsibility Level-
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System Items Sub-items
Contents conducted
aspect conducted conducted
Within one year after receipt of initial approval or change of
level, the specific non-government agency shall complete the
classifications of levels of the information and communication
. . systems developed by itself or outsourced according to
Classification of levels and )
Schedule 9; subsequently, the specific non-government agency
defense standards of the ) ] ] ]
. . shall inspect the appropriateness of the classification of levels
information and ] ] o
o of information and communication systems at least once a
communication system o )
year. If the system levels are “high”, the specific non-
government agency shall, within two years of receipt of initial
approval or change of levels, complete the control measures
specified in Schedule 10.
Within two years after receipt of initial approval or change of
Management level, the specific non-government agency shall import to all
aspect of its core information and communication systems the
The importation of the standards - CNS 27001 or ISO 27001 information security
information security management system, or other systems or standards with equal
management system or better effects, or other standards developed by the specific
non-government agency itself and approved by the competent
authority, and shall continually maintain the importation
thereof.
) ) Within one year after receipt of initial approval or change of
Dedicated cyber security .
level, the specific non-government agency shall deploy one
personnel
person.
Internal cyber security audit Conduct once every two years.
Business sustainable operation | Conduct once every two years for all core information and
rehearsal communication systems.
Vulnerability Conduct once every two years for all core information and
. Security scanning communication systems.
Technical i . .
detection . Conduct once every two years for all core information and
aspect Penetration test L
communication systems.
Cyber Inspection of Conduct once every two years.
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security
health

diagnosis

network

frameworks

Inspection of
malicious cyber

activities

Inspection of
malicious
activities in user
terminal

computers

Inspection of
malicious
activities in

SCrvers

Inspection of
settings of
directory servers
and settings of
firewall

connections

Vulnerability alert and

notification system mechanism

1.  Within two years after receipt of initial approval or
change of level, the critical infrastructure provider shall
complete the import operation of vulnerability alert and
notification system mechanism, and shall continue the
maintenance and operation thereof and submit the inventory
data of information assets in the manner designated by the
competent authority.

2. Ifit has been approved before the amendments to these
Regulations on August 23, 2021, the critical infrastructure
provider shall, within two years of the enforcement of the
amendments, complete the import operation of vulnerability
alert and notification system mechanism, and shall continue
the maintenance and operation thereof and submit the
inventory data of information assets in the manner designated

by the competent authority.

Cyber

security

Anti-virus

software

Within one year after receipt of approval or change of levels,

the specific non-government agency shall complete activation
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defense Network firewall | of various cyber security defense measures, and continue to
If the specific use such measures and timely conduct the necessary update or
non-government | upgrading of software and hardware.
agency has email
servers, it should
have email
filtering
mechanism
. Each personnel shall receive the cyber security professional
Dedicated cyber . ) .
. program training or the cyber security competence training for
security
not less than twelve hours each year.
personnel
Cyber
security Information Each personnel shall receive the cyber security professional
education | personnel other program training or the cyber security competence training for
A and than dedicated not less than three hours every two years and receive general
wareness . . . . .
. training cyber security cyber security education training for not less than three hours
and training
personnel each year.
General user and | Each year, each person shall receive the general cyber security
officer education training for not less than three hours.
Within one year after receipt of initial approval or change of
Cyber security professional levels, at least one dedicated cyber security personnel shall
licenses hold one license or more, and shall continually maintain the
validity.

Notes:

1.If the nature of the information and communication system is a shared one, whether it belonged to the core one, it
shall be judged by the agency in charge of the establishment, maintenance or development of such information and
communication system.

2. In conducting “cyber security health diagnosis™ of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the specific non-government agency may take other measures
which have equal or better effects as approved by central authority in charge of relevant industry.

3. Vulnerability alert and notification system mechanism refers to the operations in combination of the information
asset management and vulnerability management, the grasp of overall risk trends, and the assistance to the agency in
fulfilment of matters to be conducted for asset inventory and risk assessment under the Act.

4. Cyber security professional license refer to the cyber security professional license issued by domestic and foreign
issuing authority (entity) recognized by the competent authority.

5. The central authority in charge of relevant industry of the specific non-government agency may, depending on

actual requirements and to the extent of compliance with requirements of these Regulations, otherwise provide for
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the cyber security matters to be conducted by its regulated specific non-government agency.
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Schedule 7: Matters to be conducted by each agency of cyber security responsibility Level-D
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System Items .
Sub-items conducted Contents conducted
aspect conducted
Anti-virus software Within one year after receipt of approval or change of
Cvb levels, each agency shall complete activation of
er
Technical Y . various cyber security defense measures, and
security . .
aspect def. Network firewall continue to use such measures and timely conduct the
efense
necessary update or upgrading of software and
hardware.
Cyber .
Awareness " Each year, each person shall receive the general cyber
securi
and y General user and officer | security education training for not less than three
o education
training .. hours.
and training

Note: The central authority in charge of relevant industry of the specific non-government agency may, depending on

actual requirements and to the extent of compliance with requirements of these Regulations, otherwise provide for

the cyber security matters to be conducted by its regulated specific non-government agency.
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AN FUEEX2FEERE SR LB EMAEAR Schedule 8: Matters to be conducted by each agency of cyber security responsibility Level-E
TE G P FHILIE P FHEE P w3 | FEEIPN R System aspect Items conducted Sub-items conducted | Contents conducted
2 2 g e L e, e o _ . ) e Cyber securit Each year, each person shall receive
AT AR - AR 2 AR ERZ P 2 - B Awareness and ;I p dy General user and " y Lovh P - educat
o ol s L i - = . education an e general cyber security education
] \“:"‘sﬁ ?I 1 ‘a"‘sﬁ 1B ? L3 7 I training o officer ) g y Y
training training for not less than three hours.
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Note: The central authority in charge of relevant industry of the specific non-government agency may, depending

on actual requirements and to the extent of compliance with requirements of these Regulations, otherwise provide

for the cyber security matters to be conducted by its regulated specific non-government agency.
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Md 4 FU ARBPET RS ERR Schedule 9: Principles of classification of levels of defense requirements of information and
communication system
#T R Defense
EJCN % v = requirements , _
High Medium Common
1‘# o Levels
FAFUL2EERYT | FAFUX2FERT | FLFHUX2FERT Dimension
AL RERE > 7 | ARIBEF Fa AR TR The occurrence of cyber | The occurrence of cyber | The occurrence of cyber
BAAGEREZT S | Z X AGREL TS | @S ALREL T H security incident security incident security incident
ki R BoOHBMZFEF B HBMZYE T | HMIyE T resulting in impact on | resulting in impact on resulting in impact on
ARRGEIIGHRAL | AACHEESGHREZS | AATEIES G RES information and information and information and
Y BTN PR KT 7R communication system | communication system communication system
2o might cause might cause unauthorized | might cause unauthorized
FAFTHLX2TERT | FAFTEL2FTERT | FAFTUELX2FTERT Confidentiality | unauthorized disclosure | disclosure of disclosure of
H AR P v |8 iR PERF va |8 AR PERF 7 of information, leading | information, leading to information, leading to
BT TG R | @R TS FN Y R | AT TN Rt to very serious or serious impact on the limited impact on the
= FHE O OHIBMLY FHE O OHM g FHE O OHIBMLY disastrous impact on the | operation, asset or operation, asset or
FAFAAGHEE g EFTASMCHEI e FNFTALGEES 5 operation, asset or reputation of the agency. | reputation of the agency.
MA Y REN I | RAL L = S LA ESP -5 reputation of the
M2 B agency.
FAFULX2EERY | FAFUX2TERY | FLFEAX2FERF The occurrence of cyber | The occurrence of cyber | The occurrence of cyber
H AN PEE v | ARZIPERF VR | ARARIPERE TR security incident security incident security incident
BAETFTE AN FAEHTR T R | EaETR T R resulting in impact on resulting in impact on resulting in impact on
A el 2B 2 ¢ T, |2 3B 2P T, | 2 3B 2P information and information and information and
FisM2Z 3 T AN | HPMIFE-FTAS HPMZFE-FTAS communication system | communication system | communication system
FEEEIGHRALIEY CEIZGRAIAKRE  GEI R REIL 3 might cause the error or | might cause the error or | might cause the error or
B & WEpH 2 BE e | ZRE Eap -2 Integrity tampering of the tampering of the tampering of the
e AR B BT RN o O - . PaF Gl | B FA kMK E N E information, leading to | information, leading to information, leading to
KENEEHE 2 T | KRBLFEHE 27 | 153024 5 AR very serious or serious impact on the limit impact on the
ZFAPMEL > TR | XML TR e disastrous impact on the | operation, asset or operation, asset or
T e R FUE AR PEE ER operation, asset or reputation of the agency. | reputation of the agency.
/éff—ﬁdﬁﬁ— FHEX2FE APF | FEX2FE S reputation of the
BALZREZNPHR | BAEZREESPBHR agency.
FEBZ P E Y | FEBRZOIMEERE The occurrence of cyber | The occurrence of cyber | The occurrence of cyber
Moo T RMATEAR [ TR SRS Availabili security incident security incident security incident
EAEFE AR R R A vatlability resulting in impact on resulting in impact on the | resulting in impact on the
T i o the information and information and information and
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communication system
might cause the
interruption of access to
or use of the
information and
information and
communication system,
leading to very serious
or disastrous impact on
the operation, asset or
reputation of the

agency.

communication system
might cause the
interruption of access to
or use of the information
and information and
communication system,
leading to serious impact
on the operation, asset or

reputation of the agency.

communication system
might cause the
interruption of access to
or use of the information
and information and
communication system,
leading to limit impact
on the operation, asset or

reputation of the agency.

Regulatory

compliance

The failure to strictly
comply with regulatory
requirements relating to
the establishment or
operation of
information and
communication system
involving cyber security
might cause impact on
the information and
communication system,
leading to cyber
security incidents, or
impact on the legitimate
rights and interests of
others or the
impartiality and
justifiability of the
agencies in the
performance of
businesses, and cause
the personnel of the
agencies to be subject to

criminal liabilities.

The failure to strictly
comply with regulatory
requirements relating to
the establishment or
operation of information
and communication
system involving cyber
security might cause
impact on the
information and
communication system,
leading to cyber security
incidents, or impact on
the legitimate rights and
interests of others or the
impartiality and
justifiability of the
agencies in the
performance of
businesses, and cause the
agencies or their
personnel to be subject to
administrative
punishments, disciplines

or penalties.

Other status of
establishment or
operation of information
and communication
system under relevant

regulatory requirements.
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Note: The defense requirement levels of the information and communication system shall be the highest
ones as determined in any of the dimensions of confidentiality, integrity, availability and regulatory

compliance relating to such systems.
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Schedule 10: Defense standards of information and communication system
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Defense requirements of systems
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SANER S R 1L EEEE L B
S Fs T 20 Al R IE=)
B (F P 0 22
L L
R R g
B F RNET R 2
B~ .
= \f*é’*—*ﬁ?‘ & 2
%ﬁ% T T
PR B %
= o

= BEEds
b ol B A AR

Level
Control measure High Medium Common
Di : Contents of the
imension
measures

6. The agency shall The temporary | Establish the account
define the idle time or emergent | management mechanism,
or usable duration of accounts ~ which | including the procedure for
each system and the have expired | application, establishment,
use status  and should be deleted | revision, activation,
condition of or prohibited. suspension and deletion.
information ~ and The idle accounts
communication of  information
system. and

7. When the permitted communication
idle time prescribed system should be
by the agency or prohibited.
usable  time s Periodically
exceeded, the system review the
should automatically application,
logout the users. establishment,

Account 8. Use the information revision,
management and communication activation,
system according to suspension  and
the  circumstances deletion of
and conditions accounts of
prescribed by the information and
agency. communication
Access control 9. Monitor the systems.
information and All control
communication measures for the
system  accounts; level of
report  to  the “common”.
administrator if any
abnormal use by an
account is found

10.  All control measures
for the level of
“medium”.

The principle of least privilege is adopted. The users(or | No requirement

the procures for acts on behalf of users)are granted the

Least privilege authorized access required for the completion of duties

only, depending on the duties and business functions of

the agency .

1. The source of the remote access should be the | 5. For each kind of
access control point ad pre-defined and managed permitted  remote
by the agency. access, the

Remote access 2. All control measures for the level of “common”. authorization should
be obtained in
advance; the use
restriction,




BT ks configuration
requirement,

i i% a8 coclllnection

r o TR e R requirement  and

F e documentation

- " RBEHFABMAFTFTL ARAA 2P | - TP should be
o b R Y ) 2 . i;tabhsheq. )

" ™ PV . e inspection

sEE T 20 A CACEEE S operation ofpusers’

L N privilege should be

>0 o completed at the

SRR kB server terminal.

2 e prad e 7. Theremote access to
k2 )1 Fcb‘f J‘% intranet  of  the
4 LA T agency or the

IR )/ SRR > connection to the

FEFH kR information  and

T o communti)catli(on .

_ VI system back office
= s should be

Py ’Jﬁ R B monitored.

AT T2 A TR 8. Encryption

o mechanism  should

o 0 s o e e w7 be adopted.
AN Pk & F; £ ’; é‘i‘ ; P “:‘E: s ]’& ;; LR E i : 'ﬂfi 3. The log generated by the information and 4. Stipulate the
st g R g SRl RS RO i LR —F Wﬁ&# '/3‘%] LR communication system Whlch is r?talped by time cygle of
N - RME O PREFTUHLDIIRE ZRE Rp BB PR T the agency should be reviewed periodically. records in the
7 e | PRSI R BRI LEGEER o 4. All control measures for the level of logs . and
2 oeom “common”. retention
Lt > - policy and
- MR TFE TR | TR AT P RRSTA RPE  BRPEY 2 retain the logs
HAR2 P isades | 7 o for at least six
- wERF P F months.
wS S %A B 5. Assure that the
W 4 3 o o e information
Iy CL o o A Event log and | oo oo and
‘ TARFIESL . accountability eeoré events communicatio
& s TP 2 Ty n system has
24 p s o the function of
S AP NEABID R AEERRRAR | T AR record —of
AU INPE 4R R T _Hp 2o = R R § poig o SLig P specific
o AP IRpELE A AP events,  and
AU A Y S AR Rz R, T T determine the
ap B3I K P specfic
information
7 (UTC) & &t = and
i B PR (GMT) - communicatio
n system
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- > LﬁPVEIr BF.t“—tf‘ - ‘K% RN H B | Hp Rl 3EE s incidents to be
w2 Bk 5o FE A8 o e various

3 R N NS Il IR SR GRS & functions

FIH5 %5 o Pl o executed by
- REE R T - BEBREEST |- T RART G the

Ly EEE AR R s =l e 4 administrator

4 : P e e LEORAE A 2 account of the

E Rl A B2 v Rz Fu PR R o information
BN RN R R N N ) and

W o N Rl R SN SFERE o comr?unicatio

R oo i n system.

o &1 i 1 t‘ e #‘i%uﬁ K The log generated by the information and communication system shall include the
< g AR N UL /g - type of incidents, dates of occurrence, places of occurrence, and the information
RIS BH G T MR Content of log | about the identification of the users relating to the incidents; the single log mechanism
gt i o~ : record should be adopted to assure the consistency of the formats of output, and other

EES B relevant information shall be included in accordance with the cyber security policy
EONE S A TR . and requiremqnts of lgws and regulations. ' . .

$l3 % o Storage capacity of | Storage capacity required for the log shall be equipped depending on the requirement
S § 1 1 £ BT IR Py the log of the storage of the log. - ' '

A A L ATIRAR PRAS 2 3. Upon occurrence of the event of failure in log | In case of failure in log

S FLRERE Ko process which should be reported immediately | process, the information and

¥ Z S RIRFRY TR YV FLERRN o0 B ER as required by the agency, the information and | communication system

BAHS S NBok ﬁ IR AR o Response to failure commun'}cation system shgulq give Warnings to shquld take  appropriate
- ST k2 3B S E - MW L] SR ¢ ¥ ﬂ in log process the sp;cgi](; pt;rsonnel within the timeframes | actions.

A 2R Lo L s ¥ aa prescribed by the agency.

i " f B EREM | RAPHRY FELLA)LH A B 4. All control measures for the levels of “medium”

R o ®F O PEEE o and “common”.

o S Em T 2Ty 3. The internal clock of the system should | The  information  and

#4 v o periodically synchronize with the time cycle | communication system

RN, *N’FH# ° specified by the agency and the source of | should use the internal clock

Y Bl g r R - R TEARA standard times. of the system to generate

B HERE BN R BREER Time stamp and 4. All control measures for the level of | time stamps required for the

A E% e koAt x €200 A FEInGs 0 3 i W oM s R R time calibration “common”. log, and such time stamps

S B4 R f* . LWL fhouldl)[t}qble tolcorres%)pnd

s T R S ot E e - Xl CooordinatI:dV(%STaC) lﬁ(l)f;
4 TR P2 Greenwich Mean

N i %J o Time(GMT).

o CEORE S A R 3. Periodically 3. Should wuse the | The access management of

wEWR #& 1 e 3 JN back up the log integrity  of the | the log is limited to the users

e to the physical hashing or other | with privileges.
EF A . system different proper methods to
L piET = ts o Protecno'n of log from the original assure the
n L LT A information audit system. mechanism.
=L 1 FE
KA R g R 4. Al ?ontii)l 4. ?ll coEtrol lmealsure;
R B A measures for the “:)mrtn jn” evel o
IRTIN
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level of
“medium”

Should take the | 3.

backup and

Should periodically
test the backup

Set the requirement
for tolerable time of

A 5 ] restore as a part information to information loss of the
B X% A AF S of the testing of verify the reliability system.
B 564 %8S B the business of the backup media Execute the system
‘2 BE 2 % continuity plan. and'the integrity of source codes and the
B - . Should store the the information. data backup.
" important 4. All control measures

I RBRLE 2 software of the for the level of
SR O information and “common”.
ENE I - communication
2, 71 s system and

- REA ¥ 7 Backup of system backup of other

Ao R B R T pOTSy security related

BEAT AR 0
e L

information  in
the independent

K

P Business continuity facilit f
G Y RN plan ac1'1t1es or fire
5o pagm cabinets at the
it b place different
Foul T | Tk AR B 2 T from the
W AR operating
b | TS R FEIP D R RS | R PR
= . A contro
izl —E,) g ,S{E‘. ’;i;_» °
= S LS A ‘ — measures for the
S| T kSR R RS R F (AR A PR H TSR level of
i€ r K “medium”,
= 3. Set the requirements for the tolerable time | No requirement
by from the interruption of information and
k) communication system to the recovery of
,;2‘ L‘fu ); é’L éf ,:Li .?fb:‘; _1‘}_‘ ;ﬁ% 1\ ( /Z\ ﬁ& 7%‘ 'H_ ~E R 'ri’_ > ;_LID E&TIH’—) 3@ ﬁﬁ%‘ﬂ ° System rescue Service. .. . .
£ o4 A 4. When the original service interrupts, the
= service is provided by the rescue equipment or
T Y OF other method in lieu thereof within the

fepr g tolerable time.
A P : - T . 3. Adopt multiple |The information and communication system should have
EER S A G el T A -3 PR I S authentication the function of identification and authentication of sole]
B4 & B BERGEAITE TR o technologies for the [agency users(or the program of act on behalf of agency|
N o ; " access  to  the |users); common accounts are prohibited.

FH R |- BRSBTS ETAT KR LKRPAR ) P

Identification and information and

R E THRIE>FTFRED authentication  of communication
RN AT AT hd e FERR B internal users system.
HETRBFR % g it% 2 F FF T Ll ;iiﬁ;ﬂfg;?éln and 4. All control measures
W e Ed R S BATELHEMY LIARFE R TR for the level of
e e DM e o “medium” and
/%v i ﬁv - VAR ’ f@ 7~ l‘% ‘é? :.- ﬁ% ) f‘lj#ﬁ H"'" ) . “common”.
v EHFRFL A | = g B R FI Foo T ] e R dentit 4. TIdentity verification mechanism should [ 7. When using the preset
#] o MAEZE NG R F w2 I o Veriﬁthion prevent from the logon by automatic program password to login the
wHE | R manacement or the trials of change of password. system, should
Z & g & g immediately  change
29T Al e
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5. The password resetting mechanisms have
verified identities of users again, and then send
one-time and time-based tokens.

6. All control measures for the level of
“common”.

the password after
logon.

Information relating to
identity  verification
may not be transmitted
by plain text.

Have the account
lockout mechanism; if
the identity
verification for
account logon fails for
five times, disallow
such  account to
continue the trial of
logon at least within
fifteen minutes, or use
the failure verification
mechanisms built by

the agencies
themselves.

While the password is
used to  conduct

authentication,  the
least complexity of
password should be
imposed; and  the
restriction  on  the
shortest and longest
validity of passwords
should be imposed.

In the event of change
of password, at least
the password may not
be same as those used
for previous three
times.

The measures
specified in points 4
and 5 may be
conducted for non-
internal users
according to  the
regulations formulated

by the agencies
themselves.
Authentication The information and communication system should shield the information in the
information course of authentication.
feedback
Encryption module When the information and communication systems | No requirement
authentication use the passwords for authentication, such passwords

should be encrypted, or stored after hashing process.

Identification  or
authentication of
non-internal users

The information and communication systems should identity and authenticate non-
internal users (or the program of act on behalf of agency users).

Access to systems
and services

Requirement phase
of system

Confirm the system security requirements (including confidentiality, availability and

integrity).
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o | FEAREREER T R PR development i
TR RE o circle
é 2 :; *éf:ff 2R R RGER R I~ Depending on the system functions and | No requirement
> ZF A A p U H s Design phase of irri?u;frgﬁgé S1de:1t1fytthe tl(llreatts_tiat Irilght
TEETE system p ystem, to conduct risk analysis
i3 ENLCR dovel Ol and assessment.
Bk 0| CFFELE U RSP MRIF B2 R o B2 R AR Cier\é?eOpmen M1 0 Feedback the risk assessment results to the
ACIRLEE N N o T gy s T o 2k 4 sk B A screening items of the requirement phase, and
i1 - Fha Y 20T Al ’E/J :é f ‘;iL ? ’%j'i‘ submit the revision of security requirements.
R &I AT 4. Execute  “source [I.  Should practice necessary control measures for the]
- S FH AT R |-~ DT AR 0 | FRFE AT AR code  scanning” security requirements. .
P T IR T 7 security testing. 2. Should pay attention to the avoidance of common
it 1 B E e R T B AR B R P il Devel ) 5. The system should software vulnerabilities, and practice necessary
B E s T Z R TR F AWM AR o p}fglseeopglt}ensystem haveh the notiﬁcat}ilon ! r&l}%asures. ) ol o
= 4 - =k 4 e A ek oy : mechanisms ~ when [3. en errors occur, the user’s pages display short
AL FIAEF AR Lop 2 AR d@v?lopment life SETious error occurs. error message and code only, wﬁh%ut detIa)ile}cll error|
RER 2 EE o 4 * oo airele 6. All control measures message.
GEEREA e |2~ EBBTE 2 g g ‘t:0r phe” level of
%l s s o medium and
SR NS i I 44 P45 “common”.
% ke 45 % o . Exqcut’e’: “penetration Execute “vulnerability scanning” security testing.
FHRR - " RBEHHAFEHE |- R REHRFL | E2E Fo Testing phase of tgzggg security
-gEa TAREHE - LAV system .| 2. All control measures
AR S {HTHE T d@v?lopment lite for the level of
- =TT A M creie “medium” and
#lj:}ﬂﬁ ¥ o Mmoo “common”.
SN EE TR L 3. In the maintenance operation phase of system | 3. Under the deployment
fr gz poy devel life circle, th i land i hould
% A e AR B A evelopment life circle, the version control an environment,  shou
Tz PlEwalkR ' change management shall be implemented. conduct update and
ﬁ,;t : Bt ok SRR R Deployment and | 4. All control measures for the level of fixing of relevant
e . maintenance “common”. cyber security threats,
| operation phase of and close unnecessary
B REF RER system services and ports.
=R TN - development ~ life 4. Not to use preset
i o circle passwords for
Kl TR information and
Feh 5 o communication
s e gk e b N 35 , o s A L8 5 N 4 g S system.
AL AR PR LY A ) SR R M EARR RS R 0 E AP R FER Outsourcing phase | If the development of the information and communication system is outsourced, the
Vi et aoinpue i apgAE o of system | security requirements by level (including confidentiality, availability, integrity) for
development life | each phase of system development life circle shall be included in the outsourcing
circle contract.
Obtaining Development, testing, and formal operation | No requirement
programs environments should be separated.
S Should store the documents relating to the management system development life
ystem documents circle
6. The information and | No requirement No requirement
communication ~ system
should adopt encryption
Protection of | Confidentiality and mechanism, to prevent
systems and | integrity of from unauthorized
communications transmission disclosure of information
or to detect the change of
information; unless there
are substitutive physical
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protection measures in
the course of
transmission.

7. Use public, international
institution verified and
not cracked algorithms.

8. Support the maximum
length key of algorithms.

9. Periodically change the
encryption  key  or
certification.

10.  Should formulate the
management regulations
on the custody of key at
server terminal, and
implement security
defense measures that
should exist.

Securities of data
storage

The important configuration
setting  file  of  the
information and
communication system and
other relevant confidential
information ~ required  for
protection ~ should  be
encrypted or stored by other
appropriate method.

No requirement.

No requirement.

Integrity of systems
and information

3. Periodically confirm the status of fixing of
relevant vulnerabilities of the information and

The vulnerability fixing of
the system should be tested

Vulnerability communication system. for the effectiveness and

fixing 4. All control measures for the level of “common”. | potential  impact, and
should  be  updated
periodically.

3. The information | 3. Monitor the | If a sign of hacking to the
and information and | information and
communication communication system | communication system is
system  should to detect the attack and | found, should notify the
adopt automatic unauthorized specific personnel of the
tools to monitor connection and to | agencies thereof.
the access identify the

Monitoring of communication unauthorized users of
information  and flows; if unusual the information and
communication or unauthorized communication
system activities are system.
found, conduct All control measures
the analysis of for the level of
such activity. “common”,

4. Al control
measures for the
level of
“medium”.

3. Should conduct Use the integrity | No requirement

The integrity of the inspection of verification tools to
software and the integrity of detect the

information

software and

information.

unauthorized change
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4. Al control of specific software

measures for the and information.
level of | 5. The examination of the
“medium”. legitimacy of input data

of users should be
placed on the server
terminal ~ of  the
application system.

6. If any violation to the
integrity is found, the
information and
communication system
should implement the

security defense
measures  designated
by the agency.

Notes: The central authority in charge of relevant industry of the specific non-government agency may,
depending on the actual requirements and to the extent of compliance with these Regulations, otherwise
provide for the information and communication system defense standards of its regulated specific non-
government agency.
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Regulations on the Notification and Response of
Cyber Security Incident

E I S N2l Chapter 1 General Provisions
F-0F APREZRFUEEL g2 (11| Article 1 These Regulations are stipulated in
T ﬁg fih iz Y Le kv eiEs 5t accordance with Paragraph 4 of Article 14 and
NER R IE R R IT R o Paragraph 4 of Article 18 of the Cyber Security
Management Act(hereinafter referred to as the
“Act”).
FoOiF FHX2FEL I Ko Article 2 Cyber security incident is classified into
DA B R A T2 O SRS R ( = | four levels.
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“each agency”) under any of the following
circumstances is the level-1 cyber security

incident:

1. Minor breach of non-core business
information.

2. Minor alteration of non-core business

information or non-core information and
communication system.

Impact on or interruption of non-core
business operation which may be recovered
within tolerable interruption time, resulting
in impact on daily operation of each agency.

The cyber security incident occurred to each

agency under any of the following circumstances
is the level-2 cyber security incident:

1.

Serious breach of non-core business
information or minor breach of core business
information not involving the maintenance
and operation of critical infrastructures.
Serious alteration of non-core business
information or non-core information and
communication system, or minor alteration
of core business information or core
information and communication system not
involving the maintenance and operation of
critical infrastructures.

Impact on or interruption of non-core
business operation, which cannot be
recovered within tolerable interruption time,
or impact on or interruption of core business
or core information and communication
system operation not involving the
maintenance and operation of critical
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infrastructures, which may be recovered
within tolerable interruption time.

The cyber security incident occurred to each

agency under any of the following circumstances
is the level-3 cyber security incident:

1.

Serious breach of core business information
not involving the maintenance and operation
of critical infrastructures, or minor breach of
confidential, sensitive information of
general official affairs, or minor breach of
core business information involving the
maintenance and operation of critical
infrastructures.

Serious alteration of core business
information or core information and
communication system not involving the
maintenance and operation of critical
infrastructures, or minor alteration of
confidential, sensitive information of
general official affairs or core business
information or core information and
communication system involving the
maintenance and operation of critical
infrastructures.

Impact on or interruption of the operation of
core business or core information and
communication system not involving the
maintenance and operation of critical
infrastructures, which cannot be recovered
within the tolerable interruption time, or
impact on or interruption of the operation of
core business or core information and
communication system involving the
maintenance and operation of critical
infrastructures, which may be recovered
within tolerable interruption time.

The cyber security incident occurred to

each agency under any of the following
circumstances is the level-4 cyber security
incident:

1.

Serious breach of confidential, sensitive
information of general official affairs or core
business  information involving  the
maintenance and operation of critical
infrastructures, or the breach of classified
national security information.

Serious alteration of confidential, sensitive
information of general official affairs or core
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business information or core information and
communication system involving the
maintenance and operation of critical
infrastructures, or the alteration of classified
national security information.

3. Impact on or interruption of core business or
core information and communication system
involving the maintenance and operation of
critical infrastructures, which cannot be
recovered within tolerable interruption time.

¥ i FH X >FE2W4FPN ¥ 0 ke | Article 3 Content of the notification of cyber
F2T S|P security incident shall include the following
— SRR o items:
S A R EET - ; ?ﬁe agenc;;occurred.
- o : e time of occurrence or awareness.
S R
R 0 3. The description of the situation.
T~ FUBF R AR % - 4. Level assessment.
Ao RIRLE T RGER o 5. Coping measure in response to the incident.
“ ~H@W AP ER - 6. Assessment of requirement for external
support.
7. Other relevant items.
¥ - F oM FE % >F 24 | Chapter2 The notification and response of cyber
WE R security incident of government agency
FowoiE oM E T L 2% # | Article 4 Upon awareness of the cyber security

[ERN/ SRR S AERE B ) Rk S
RAHE O EFFAR 2T AHR

EERNERS RS g
AAEH TR F L

ST M Tl ¥ - TR
= ;t_;ggr;—'ﬁ YRR T 2 PFRR
Ry SR 0 T
T NAF2ZFA o

DFFWMATE R Y - RS
R FA R Rk A
74 o

incident, the government agency shall conduct the
notification of the cyber security incident within
one hour in the manner and to the objects as
designated by the competent authority.

In case of the change to the level of the cyber
security incident under the preceding paragraph,
the government agency shall continue the
notification as provided for in the preceding
paragraph.

When the notification conducted in the
manner as specified in Paragraph 1 is unavailable
for some reason, the government agency shall
conduct the notification in another appropriate
manner within the timeframes prescribed under
the same paragraph, and note the cause of unable
notification from being conducted in the required
manner.

After eliminating of the cause of unable
notification from being conducted in the manner
as required under Paragraph 1, the government
agency shall supplement the notification in the
same manner.
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Article 5 After the completion of the notification
of the cyber security incident, the competent
authority shall complete the review of the level of
such cyber security incident within the following
timeframes, and may change its level according to
the review results:

1. Within eight hours after receipt of the
notification of a level-1 or level-2 cyber
security incident.

2. Within two hours after receipt of the
notification of a level-3 or level-4 cyber
security incident.

The Presidential Office, the agencies directly
subordinate to the central first-level agencies, and
special municipalities and county (city)
governments shall, after the notification of
the cyber security incident, conducted by
themselves, their subordinate or supervisory
government agencies, their governed villages
(townships/cities), mountain indigenous district
offices of special municipalities, and the
subordinate or supervisory government agencies
of such governed villages (townships/cities) and
mountain indigenous district offices of special
municipalities, and the representative councils of
the above said villages (townships/cities) and
Mountain Indigenous Districts of Special
Municipalities councils, complete the review of
level of such cyber security incident within the
timeframes as required under the preceding
paragraph, and may change its level according to
the review results.

After completion of the required review
of the level of the cyber security incident, the
agencies under the preceding paragraph shall
notify the competent authority of the review
results within one hour, and shall provide
information relating to the basis of the reviews.

The Presidential Office, the National
Security Council, the Legislative Yuan, the
Judicial Yuan, the Examination Yuan, the Control
Yuan, and special municipalities and county (city)
councils shall, after completion of their own
notification of cyber security incident, conduct
the review of the level of such cyber security
incident within the timeframes as specified under

Paragraph 1, and shall notify and provide the

171




competent authority with relevant information as
required under the preceding paragraph.

Upon receipt of the notifications under the
preceding two paragraphs, the competent
authority shall further review the level of the
cyber security incident according to the relevant
information, and may change its level according
to the review result. However, if it is deemed
necessary, or if the agencies under Paragraph 2
and the preceding paragraph fail to notify of the
required review results, the competent authority
may directly review such cyber security incident
and may change its level.
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Article 6 Upon awareness of the cyber security
incident, the government agency shall complete
the damage control or recovery operation within
the following timeframes, and shall conduct the
notification in the manner and to the objects as
designated by the competent authority:
1. Within seventy-two hours of the awareness
of a level-1 or level-2 cyber security
incident;

2. Within thirty-six hours of the awareness of a
level-3 or level-4 cyber security incident.
After completion of the damage control or

recovery operation under the preceding

paragraph, the government agency shall continue
the investigation and management of the cyber
security incident, and shall submit the
investigation, management and improvement
report within one month in the manner designated
by the competent authority.

The timeframe of submission of the
investigation, management, and improvement
reports under the preceding paragraph may be
extended with the consent of the superior or
supervisory authority and the competent
authority.

If the superior or supervisory authority or the
competent authority deem necessary or deem
there is any non-compliance with the regulatory
requirement, improper matters or other matters to
be improved in respect of the damage control or
recovery operation under Paragraph 1 and the
report submitted under Paragraph 2, they may
require the government agency to give
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explanations and make adjustments.
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Article 7 The Presidential Office, the agencies
directly subordinate to central first-level agencies,
and the special municipalities and county (city)
governments shall provide necessary assistance or
support in respect of the notification and response
operation of the cyber security incident
implemented by the government agency which is
subordinate to, or supervised or regulated by, or
whose businesses are related to them, if
circumstances so require.

The competent authority may provide
necessary support and assistance in respect of the
response operation of the cyber security incident
implemented by the government agency, if
circumstances so require.

After the government agency becomes aware of a
level-3 or level-4 cyber security incident, its
Cyber Security Officer shall convene the
meetings to discuss relevant matters, and may
request relevant agencies to provide assistances.
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Article 8 The Presidential Office, the agencies
directly subordinate to central first-level agencies,
and the special municipalities and county (city)
governments shall plan and conduct cyber
security exercise for themselves, their subordinate
or supervisory government agencies, their
governed villages (townships/cities), mountain
indigenous  district  offices of  special
municipalities, and the subordinate or supervisory
government agencies of such governed villages
(townships/cities) and mountain indigenous
district offices of special municipalities, and the
representative councils of the above said villages
(townships/cities) and  Mountain Indigenous
Districts of Special Municipalities councils, and
shall submit the implementation status thereof
and the result reports thereon to the competent
authority within one month after the completion
thereof.

Content of the exercise operation under the

preceding paragraph shall include the
following items at least:
1. Social engineering exercise shall be

conducted once every six months.

2. The notification and response exercise of the

cyber security incident shall be conducted
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once a ycear.

The Presidential Office and the central first-
level agencies and special municipalities and
county/city councils shall plan and conduct the
cyber security exercise operation required under
the preceding paragraph.

¥4 E SRR 1* ;u* W& > F 22 | Article 9 The government agency shall stipulate
HAFTLITERF BN F e 2T the operational regulations on the notification of
L IE the cyber security incident, the content of which

ENFTEE T E TR SRR T shall include the following matters:

. 1. The process and the accountabilities of
- N /;_ 7 %‘3 i E
SO RRLRFPRT AR BH T judgment and determination of levels of the

T 1?"3 ° incident.
S FUHEX TR PR 2. Assessment of the impact scope and damage
e AR FTUHL>FERT LA b4 degrees of the incident and the response
B2 3 5N o abilities of the agencies.
I ~we LR FR o 3. The process of internal notification on the
ANFHEPTRUET TR BES N cyber security incident.

4. The method and time of notification to other
agencies impacted by the cyber security
incident.

5. The exercises under the preceding four
paragraphs.

6. The contact window and methods of
notification of the cyber security incident.

7. Other matters relating to the cyber security
incident.

S HBEFA 2T CAFHMES -

L SR RRTE X 2F 22 | Article 10 The government agency shall
e TITERE - B R F R LT stipulate the operational regulations on the
EE response of the cyber security incident, the

BN J PR content of which shall include the following

N I YU matters: o

1. The organization of the response team.

= ER %} 2 Fﬁ 245 F Al 2. The exercise prior to the occurrence of the

R EFLUB AR R REE K incident.

LAl o 3. The mechanism of damage control on the
ERR ANE 1B T IR ok S occurrence of the incident and request for
A CHBFAX T L RAM T technical support or other necessary

assistance from the central authority in
charge of relevant industry concerned.

4. Recovery, identification, investigation, and
improvement  mechanisms  after  the
occurrence of the incident.

5. The preservations of records relating to the
incident.

6.  Other matters relating to the response of the
cyber security incident.

¥ = % Fetony i >3 | Chapter3 The notification and response of

cyber security incident of the specific non-

174




B2 iR E %

government agency

:3’;,L

_ fl;? ;Pt}_ 7 2E \jg‘ﬁ\gfﬁg J‘\_"J‘ ?A‘ﬁ—?
PEBE o - PER RS &P D
i#" ?ﬁ&ﬁ’ga}ﬁk7—s\’xﬁ?:§t‘

SR AE R T A
wiﬁ;xﬁ'—&}_ile—ﬁﬁ&
SLF el onByREaIER
CARIE WU

Fr2baoir i Fla g
ERE e B L S E U S SR S
:E%Q\p#g%p\ ,;t!,blﬁg T
o FiEzemiE kAT A F2ZE
d o
Pr2boirut e iz
$—ﬁ%&7ﬂi$iiéﬂ%@’
Bo®3% > VA (TSR o

Article 11 Upon awareness of the cyber
security incident, the specific non-government
agency shall conduct the notification of the cyber
security incident within one hour in the manner as
designated by the central authority in charge of
relevant industry.

In case of change to the level of the cyber
security incident under the preceding paragraph,
the specific non-government agency shall
continue the notification as provided for in the
preceding paragraph.

If the notification conducted in the manner
as specified in Paragraph 1 is prevented for any
cause, the specific non-government agency shall
conduct the notification in another appropriate
manner within the timeframes prescribed under
the same paragraph, and note the cause for not
being able to report by the prescribed manner.

After the elimination of the cause for
preventing the notification from being conducted
in the manner as required under Paragraph 1, the
specific ~ non-government  agency  shall
supplement the notification in the original
manner.
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Article 12 After the specific non-government
agency has completed the notifications of cyber
security incident, the central authority in charge
of relevant industry shall complete verification of
the level of such cyber security incident within the
following timeframes, and may change its level
according to the verify results:

1.  Within eight hours after receipt of the
notification of a level-1 or level-2 cyber
security incident.

2. Within two hours after receipt of notification
of a level-3 or level-4 cyber security
incident.

After completion of the verification of the
cyber security incident as required under the
preceding paragraph, the central authority in
charge of relevant industry shall proceed with the
following requirement:

1. Ifthe verification result indicates a level-1 or
level-2 cyber security incident, they shall

periodically summarize the verification
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result, basis, and other necessary
information, and then submit them to the
competent authority in the manner as
specified by the competent authority.

2. Ifthe verification result indicates a level-3 or
level-4 cyber security incident, they shall,
within one hour of the completion of the
verification, submit the verification result,
basis, and other necessary information to the
competent authority in the manner as
specified by the competent authority.

Upon receipt of the documentation under the
preceding paragraph, the competent authority
may review the level of the cyber security
incident, and may change its level.

22

FLZiE PRASDPH L FTELR
iiPw’@wTﬂﬁiﬁﬁm*ﬁ

Tl RiEE > F kP L p g
#‘ ?Wm@:}ﬁ E M S SLET IR 4
E

Jm}

[ A o

il
b=
S
i),

Feild “ﬁ_
P
T

[
(w,

T

N,

oy
24 S tm

S
[
~h
&
s

o

747 N | (“.
i

& A e s
W
N

v et
=
Ny
-

ol

A

|/

3}‘»
N
X
N
Dy
a0

G g
=

ok 2 s s

G
-

q\r- 4y
Ix%

,ﬁ¢pmz%1§&w@

AR LS
/i’faﬁLﬁm? “ 3
W F LT Y PR

2‘1‘»”&?&%4' wH 3? A

& W
,4}. H\

) -

I X
/ ot B m
= =+

* &

Article 13 Upon awareness of the cyber
security incident, the specific non-government
agency shall complete damage control or
recovery operation within the following
timeframes, and shall conduct the notification in
the manner as designated by the central authority
in charge of relevant industry:

1. Within seventy-two hours of the awareness
of a level-1 or level-2 cyber security
incident.

2. Within thirty-six hours of the awareness of a
level-3 or level-4 cyber security incident.

After completion of damage control or
recovery operation under the preceding
paragraph, the specific non-government agency
shall continue the investigation and management
of the cyber security incident, and shall submit the
investigation, management, and improvement
report within one month in the manner as
designated by the central authority in charge of
relevant industry.

The timeframe of submission of the
investigation, management, and improvement
report under the preceding paragraph may be
extended with the consent of the central authority
in charge of relevant industry.

If the central authority in charge of relevant
industry deems necessary or deems there is any
non-compliance with regulatory requirement,
improper matter or other matter to be improved in
respect of the damage control or recovery
operation under Paragraph 1 and the report
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submitted under Paragraph 2, they may require
the specific non-government agency to give the
explanation and make adjustment.

Upon review of the investigation,
management, and improvement report on a level-
3 or level-4 cyber security incident submitted by
the specific non-government agency, the central
authority in charge of relevant industry shall
submit such report to the competent authority; if
the competent authority deems necessary, or
deems there is any non-compliance with
regulatory requirement, improper matter, or other
matter to be improved, it may require the specific
non-government agency to give explanation and
make adjustment.
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Article 14 The central authority in charge of
relevant industry shall provide necessary support
or assistance in respect to the notification and
response of cyber security incident implemented
by the specific non-government agency under its
authority, if circumstances so require.

The competent authority may provide
necessary support and assistance in respect to the
notification and response operation of the cyber
security incident implemented by the specific
non-government agency, if circumstances so
require.

After the specific non-government agency
becomes aware of a level-3 or level-4 cyber
security incident, it shall convene meetings to
discuss relevant matters.
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Article 15 The specific non-government
agency shall stipulate the operational regulations
on the notification of the cyber security incident,
the content of which shall include the following
matters:

1. The process and the accountabilities of
judgment and determination of levels of the
incident.

2. Assessment of the impact scope and damage
degrees of the incident and the response
abilities of the agencies.

3. The process of internal notification on the
cyber security incident.

4. The method and time of notification to other
agencies impacted by the cyber security
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incident.

5. The exercises under the preceding four
paragraphs.

6. The contact window and methods of
notification of the cyber security incident.

7. Other matters relating to the cyber security
incident.
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Article 16 The specific non-government
agency shall stipulate the operational regulations
on the response of the cyber security incident, the
content of which shall include the following
matters:

1. The organization of the response team.

2. The exercise prior to the occurrence of the
incident.

3. The mechanism of damage control on the
occurrence of the incident and request for
technical support or other necessary
assistance from the central authority in
charge of relevant industry concerned.

4. Recovery, identification, investigation, and
improvement  mechanisms  after the
occurrence of the incident.

5. The preservations of records relating to the
incident.

6. Other matters relating to the response of the
cyber security incident.
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Chapter 4 Supplementary Provisions
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Article 17 For level-3 or level-4 cyber
security incident of each agency, the competent
authority may convene meetings and invite
relevant agencies to discuss the damage control,
recovery, and other relevant matters of such
incident.
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Article 18 The government agency shall
cooperate with the competent authority which
shall plan and conduct the cyber security exercise.
The content of exercise may include the following
matters:

1. Social engineering exercise.

2. The notification and response exercise of the

cyber security incident.

3. Cyber offense and defense exercise.

4. Scenario exercise.

5. Other necessary exercise.
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Article 19 The specific non-government
agency shall, in coordination with the competent
authority, plan and conduct the cyber security
exercise, the content of which may include the

following matters:
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- S HFBIFTH - 1. Cyber offense and defense exercise.
S HE YR FR o 2. Scenario exercise.
3 ? ,bgrﬁg M| S pEm s F o » 3. Other necessary exergise.
FRIEE BT E RSN 2 If the cyber security exercise plannfed and
BHAT EHE2 A% iy gond}lcted by the. cqmpetent authorllty has
. A +7° ¥ | imminent threats of infringement to the rights or
BREL L legitimate interests of the specific non-
WHEHFRL2ZP N 2T F K | government agency, such exercise may be
Tz Rz o> FNRI2EL 2 0 conducted only with written consent of such
agency.
The written consent under the preceding
paragraph may be made by electronic documents
in accordance with the Electronic Signatures Act.
FoL0E iR ﬂx;r'*%;‘* x5 (7@ 0 | Article 20 If, before the enforcement of these
SHHHAE AR TR A Regulations, the government agency has,
PECE EN R E I z&ﬁﬁf’ﬁé VB AR independently or join.tly vyith other agencies,
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o S e nd e e e owe K | SUPETVISOTY government agencies or 'for its
FRigmrae  FRMhSE regulated specific non-government agencies, and
E‘% aFES g er? 2 4% T 2220 7448 | have enforced such mechanism for more than one
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authority, they and their subordinate or
supervisory government agencies or their
regulated specific non-government agencies may
continue to conduct the notification and response
of cyber security incident according to such
mechanism.

In case of change to the notification and response
mechanism under the preceding paragraph, such
change shall be submitted to the competent
authority for approval again.
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Article 21 The implementation date of these
Regulations shall be stipulated by the competent
authority.

The amendments to these Regulations shall
take effect on the date of promulgation.
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Regulations on Audit of Implementation of Cyber
Security Maintenance Plan of Specific Non-
Government Agency
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Article 1 These Regulations are stipulated in

ELPERE R - I g S T & accordance with Paragraph 2 of Article 7 of the
CEAN Cyber Security Management Act.
¥ APEEUTTE G 0 & | Article 2 These Regulations stipulate “in writing”
«fiﬁ—} ﬁ"i;‘_/é ZRT BT document may be an electronic document in
R R accordance with the provisions of the Electronic
Signatures Act.
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competent authority shall select and determine the
specific non-government agencies (hereinafter
referred to as the “audited agency”), and may audit
the implementation of their cyber security
maintenance plans through onsite audit every year.

In selecting and determining the audited
agencies under the preceding paragraph, the
competent authority shall give comprehensive
consideration to the significance and confidential
sensitivities of its businesses, the size and nature
of their cyber systems, the frequencies and degrees
of occurrence of cyber security incidents, the
results of cyber offense and defense exercise, the
frequencies and results of audits conducted by the
competent authority or the central authority in
charge of the relevant industry over past years,
or other factors relating to cyber security.

In conducting the audit under Paragraph 1, the
competent authority shall establish the audit
program, the content of which shall include the
basis and purposes, time period, essential fields of
the audit, the manner of formation of the audit
team, confidentiality obligation, the method,

standards and items of the audit, and assistance
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issues from the central authority in charge of
relevant industry.

In determining the essential fields, standards
and items of the audit under the preceding
paragraph, the competent authority shall take into
comprehensive consideration the cyber security
policy of our country, domestic and foreign cyber
security trends, the contents and results of past
audit programs, and any other factors relating to

the proper allocation of audit resources or audit

effectiveness.
FowoiE A EWMIELEIES | Article 4 In conducting the audit under
R R A R o K Paragraph 1of the preceding article, the competent
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authority shall deliver the audit program notice in
writing to the audited agency one month before the
audit.

Due to business factor or other justifiable
reason, the audited agency may apply to the
competent authority for adjustment of the audit
date within five days of the receipt of the preceding
notice in writing.

The preceding application is limited to one

time except for the case of force majeure.

FI0E L EPMIETY Z0F
- R A BE RZ
I A AR U A S|
FEFA2 WP S 4 gk
MApR 22 P TR
REAR > TRETE
T X PN 2 H A A
AR peg

N
SN IPJ%—?, %Jf" °
XEFBY REET D
L BN NS L e N 4
e p#ﬁﬁ%éﬁ

|d oo

foa“i{/\ 5"i§% ]
P T R

Article 5 In

conducting the audit wunder
Paragraph 1 of Article 3, the competent authority
may require the audited agency to give
explanations on, to collaborate the implementation
of cyber security maintenance plan, or provide
relevant documents and supporting information
for onsite inspection, and conduct the following
issues. The audited agency and its personnel shall
cooperate accordingly:
1. Pre-audit interview.
2. Onsite physical audit.

The audited

explanations,

agency cannot give the

collaborate or provide
documentation for onsite inspector under the

preceding paragraph for justifiable reasons under
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the law, they shall submit the reasons in writing to
the competent authority.

Upon receipt the preceding notice in writing,
the competent authority shall verify it and then take
the following actions, and may suspend all or part
of the audit operations:

1. If the reasons are considered justifiable, it shall
record the accordance and relevant information
in the audit report.

2. If the reasons are considered groundless, it shall
require the audited agency to follow the

if the audit

operations have been suspended, it may select

requirements of Paragraph 1;

other time periods to continue the audit and
deliver the audit program notice in writing to the

audited agency ten days before the audit.
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Article 6 In

conducting the audit under
Paragraph 1 of Article 3, the competent authority
shall form an audit team composed of three or
more people respectively for each audited agency,
depending on the considerations under Paragraph
2 of the same article.

Informing the audit team under the preceding
paragraph, the competent authority shall, taking
the needs of the audit into consideration, invite
representatives of government agencies or experts
and scholars who have professional knowledge of
cyber security policies or have professional

knowledge of technologies, managements, law

RN 2 affairs required for such audit to act as members o
Fiol e it quired ft h audit to act b f
L % e R 0 such team, of which the number of representatives

[ AT+ X ) IR
of the government agency may not be less than
SR Y SRR Rl STE
. % e one-fourth of all members.
2 gl AR The competent authority shall sign, in writing,

S A A SHAR Rz RE R with members of audit teams on recusal due to

LI ANE A I interest conflicts and confidentiality obligations.
PAA B £204 5 21 If the member of audit team under Paragraph
XAV H A 2 has any of the following circumstances, he shall
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avoid himself from acting as the member of that

audit team:

1. He, his spouse, his relatives within the third
degree, his family member, or the trustee of the
property trusts of above-mentioned persons
have a property or non-property interest
relationship with the audited agency or the
responsible person thereof.

2. He, his spouse, his relatives within the third
degree or his family member has employment,
contract, appointment, agency or other similar
relationship with the audited agency or the
responsible person in the current or the past two
years.

3. He has served in the current or past two years to
be a consultant of the audited agency and his
mentoring project is related to the audit
program.

4. Other circumstance that may be considered that
his role as a member of the audit team might

affect the impartiality of the audit result.
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Article 7

The competent authority shall, within
one month after the completion of the audit
operations on the audited agency as designated for
each quarter, deliver the audit reports to the
audited agencies for the quarter.

The contents of the preceding audit reports
shall include the scope of the audit, flaws or items
to be improved, the status and reasons for the
failures of the audited agency to give explanations,
collaborate or provide documentations for on-site
inspections under Paragraph 2 of Article 5, and the
audit results of the competent authority under
Paragraph 3 of the same article, and other

necessary contents relating to the audit.
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Article 8

If flaws or items to be improved are
found in the implementation of the cyber security

maintenance plan, the audited agency shall submit
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improvement report in the manner specified by the
competent authority within one month after the
competent authority has delivered the audit report,
and shall deliver the same to the central authority
in charge of the relevant industry. The competent
authority and the central government authority in
charge of the subject industry may require the
audited agency to give explanations or make
adjustments when necessary.

After the improvement reports are submitted

L PR ELFHM g ' ,
%# Mind <& @R R under the preceding paragraph, the audited agency
LD ERD A shall submit the implementation status of the
B o improvement reports in the manner and within the
timeframe specified by the competent authority,
and shall deliver the same to the central authority
in charge of the relevant industry. The competent
authority may require the audited agency to give
explanations or make adjustments when necessary.
CRACINEN-B ) Fe il Article9  In conducting the audit under
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Paragraph 1 of Article 3, the competent authority
may require the central authority in charge of the
relevant industry with the audited agency to

dispatch personnel for necessary assistance.

Article 10

The date for enforcement of these
Regulations shall be decided by the competent
authority.

The amendments to these Regulations shall

take effect on the date of promulgation.
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Cyber Security Information Sharing
Regulations
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Article 1 These Regulations are stipulated in

accordance with Paragraph 2 of Article 8 of

the

Cyber Security Management Act

(hereinafter referred to as the Act).
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Article 2 The term cyber security information

(hereinafter referred to as the Information)

as used in these Regulations refers to the

information containing any of the following

contents:
3. Malicious detections or collections
activity of information and

communication system.

Security vulnerabilities of information
and communication system.

The that the
information and communication systems

methods invalidate
security control measure or make use of
the security vulnerability.

The information relating to malicious
programs.

. The actual damage or possible negative

impact caused by cyber security incident.
Relevant measures that are taken to
detect, prevent from or respond to the
circumstances under the preceding five
subparagraphs or to mitigate the damage.
Other technical information relating to
cyber security incidents.
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Article 3 The competent authority shall

conduct international cooperation in the

matters

of cyber security information

sharing.

The competent authority shall timely
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conduct cyber security information sharing
with the government agencies.

The government agency shall timely
conduct cyber security information sharing
with the competent authority, unless such
information has been shared under the
preceding paragraph or has been disclosed.

The central authority in charge of
relevant industry shall timely conduct cyber
security information sharing with the specific
non-government agency under their charge.

The specific non-government agency
may conduct cyber security information
sharing with the central authority in charge
of relevant industry.

If the central authority in charge of
relevant industry determines that the cyber
the

preceding paragraph is sufficient to prevent

security information shared under
other agency from the occurrence of cyber
security incident or to mitigate their damage,
the central authority in charge of relevant

industry may present incentive award.
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Article 4 The cyber security information under

any of the following circumstances may not
be shared:
1. The

secret or relating to business operation of

information involving business
individual, juristic person or group, of
which the disclosure or provision might
infringe upon right or other legitimate
interest of the government agency,
individual, juristic persons or group;
unless it is otherwise provided by law, or
necessary for public welfare, or
necessary for the protection of the lives,
bodies or health of the people, or with
consent of the party involved.

2. Other circumstances under which cyber
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security information should be kept
confidential, should be restricted on or
prohibited from disclosure thereof.
Cyber security information containing
contents that may not be shared under the
preceding paragraph may be shared to the

extent of other portions only.
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Article 5 In conducting cyber security
information sharing, the government
agency or the specific non-government
agency (hereinafter referred to as each
agency) shall analyze and integrate the
information and shall plan the appropriate
security maintenance measure to prevent
breach of the content of the information,
personal information, or information that
may not be shared under laws; or the
unauthorized access thereto or the

tampering thereof.
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Article 6 For the cyber security information
received, each agency shall identify its
reliability and timeliness, shall timely
conduct an analysis of threat and
vulnerability and make the judgment of
potential  risk, and  shall take
corresponding prevention or contingency

measurc.
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Article 7 In conducting cyber security
information integration, each agency may
conduct the correlation analysis with their
internal information based on the source,
date of receipt, available periods, and kinds
of the information, the extent of threat index,
and other proper items.

The government agency may conduct
the cyber security sharing of the new threat

that is found after the integration.
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Article 8 For the cyber security information
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received, each agency shall take appropriate
security measures to prevent the breach of
the content of cyber security information,
personal information or information that
may not be shared under laws; or the
unauthorized access thereto or the tampering

thereof.
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Article 9 In conducting cyber security
information sharing, each agency shall
follow the procedure as designated by the
competent authority or the central authority
in charge of relevant industry, respectively.
If

information sharing in the manner under the

conducting  cyber  security
preceding paragraph is prevented for any
reason, each agency may conduct it in any of
the following manners with the consent of
the competent authority or the central
authority in charge of relevant industry,

respectively:

l.
2.
3.

Written documents.
Fax.
Email.

4.
5. Other appropriate manner.

Information system.
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Article 10 Individual,

organization,

juristic person or
to whom the Act is not
applicable, may conduct cyber security
information sharing, with the consent of the
competent authority or the central authority
in charge of relevant industry.

In giving consent to individual, juristic
person or organization for cyber security
information sharing under the preceding
paragraph, the competent authority or the
central authority in charge of relevant

industry shall agree with them in writing on

the provisions of compliance with the
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requirements under Article 4 to the preceding

article.
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Article 11 The date for enforcement of these
shall be decided by the

competent authority.

Regulations

The amendments to these Regulations

shall take effect on the date of promulgation.

Cyber Security Information Sharing Regulations

¥ - iF
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Article 1

These Regulations are stipulated in
accordance with Paragraph 2 of Article 8 of the
Cyber Security Management Act (hereinafter
referred to as the Act).
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Article 2 The term cyber security information

(hereinafter referred to as the Information) as used

in these Regulations refers to the information

containing any of the following contents:

10.Malicious detections or collections activity of
information and communication system.

11.Security vulnerabilities of information and
communication system.

12. The methods that invalidate the information and

security  control

of the

communication  systems

measure or make use security
vulnerability.

13.The information relating to malicious programs.

14.The actual damage or possible negative impact
caused by cyber security incident.

15.Relevant measures that are taken to detect,
prevent from or respond to the circumstances
under the preceding five subparagraphs or to
mitigate the damage.

16.0ther technical information relating to cyber

security incidents.

Article 3 The competent authority shall conduct

189




FETETmEL
B 2
%%i‘ﬁ S
S B
BWHEFFTAF o L
g

‘_

b2 7“% R

=2

S REMIFREA G A
%i’lﬁﬁﬁo
LR gk A SR Y
Mif Pres 2o 2 #f oo
BWHEFETAS S -
PP DS e Y L
L PR LRI B BMEFNT

=2

FAE e

pw)

international cooperation in the matters of cyber
security information sharing.

The competent authority shall timely conduct
cyber security information sharing with the
government agencies.

The government agency shall timely conduct
cyber security information sharing with the
competent authority, unless such information has
been shared under the preceding paragraph or has
been disclosed.

The central authority in charge of relevant
industry shall timely conduct cyber security
information sharing with the specific non-
government agency under their charge.

The specific non-government agency may
conduct cyber security information sharing with the

central authority in charge of relevant industry.
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Article 4 The cyber security information under any of
the following circumstances may not be shared:

3. The information involving business secret or
relating to business operation of individual,
juristic person or group, of which the disclosure
or provision might infringe upon right or other
legitimate interest of the government agency,
individual, juristic persons or group; unless it is
otherwise provided by law, or necessary for
public welfare, or necessary for the protection
of the lives, bodies or health of the people, or
with consent of the party involved.

4. Other circumstances under which cyber security

wo R R R TERS information should be kept confidential, should

BB B SR 2 be restricted on or prohibited from disclosure

) e thereof.

Freigna2@r3 Cyber security information containing contents
ifi\ R IE’)I}“ FEIS D fhat may not be shared under the preceding
mEL e paragraph may be shared to the extent of other

portions only.
I 0 AR & 4 L2 | Article 5 In conducting cyber security information
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sharing, the government agency or the specific
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non-government agency (hereinafter referred to
as each agency) shall analyze and integrate the
information and shall plan the appropriate
security maintenance measure to prevent breach
of the content of the information, personal
information, or information that may not be
shared under laws; or the unauthorized access

thereto or the tampering thereof.
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Article 6 For the cyber security information
received, each agency shall identify its reliability
and timeliness, shall timely conduct an analysis
of threat and vulnerability and make the
judgment of potential risk, and shall take
corresponding prevention or contingency

measurc.
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Article 7 In conducting cyber security information
integration, each agency may conduct the
correlation analysis with their internal information
based on the source, date of receipt, available
periods, and kinds of the information, the extent of
threat index, and other proper items.

The government agency may conduct the cyber
security sharing of the new threat that is found after

the integration.
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Article 8 For the cyber security information received,
each agency shall take appropriate security
measures to prevent the breach of the content of
cyber security information, personal information or
information that may not be shared under laws; or
the unauthorized access thereto or the tampering
thereof.
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Article 9 In conducting cyber security information
sharing, each agency shall follow the procedure as
designated by the competent authority or the central
authority in charge of relevant industry,
respectively.

If conducting cyber security information

sharing in the manner under the preceding
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paragraph is prevented for any reason, each agency
may conduct it in any of the following manners with
the consent of the competent authority or the central
authority in charge of relevant industry,
respectively:

6. Written documents.

7. Fax.

8. Email.

9. Information system.

10.Other appropriate manner.
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Article 10 Individual, juristic person or organization,

to whom the Act is not applicable, may conduct
cyber security information sharing, with the
consent of the competent authority or the central
authority in charge of relevant industry.

In giving consent to individual, juristic person
or organization for cyber security information
sharing under the preceding paragraph, the
competent authority or the central authority in
charge of relevant industry shall agree with them in
writing on the provisions of compliance with the
requirements under Article 4 to the preceding

article.

Article 11 The date for enforcement of these

Regulations shall be decided by the competent
authority.
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